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Detecting Malfunctions in Dynamic Systems

George Box, Spencer Graves, Sgren Bisgaard,
John Van Gilder, Ken Marko, John J ames, Mark Seifer,
Mark Poublon, and Frank Fodale

Computer controls are increasingly being employed in systems ranging from simple to very complex. A
new trend is to extend these computer systems to include monitoring schemes to detect malfunctions. An
example is provided by new automobiles sold in the US and Canada. By law they must include *on-board
diagnostics” designed to detect certain malfunctions in the powertrain system that may cause excessive
emissions. The present article outlines some of the fundamental concepts of system’s monitoring and

general principles for the design of such monitors.

1. Introduction

Qur lives, property and safety increasingly depend on
ever more complex systems; gains in computer technol-
ogy have significantly increased this trend. It is therefore
of growing importance to surround such systems with
monitoring systerns that can indicate if the primary sys-
tem is malfunctioning. A typical example is provided by
the auto industry’s legally mandated “on-board diagnos-
tics” (OBD). These monitoring systems are intended to
detect certain malfunctions in the powertrain as precur-
sors for potential emission problems. The regulations in
this area, known as OBD II and originally promulgated
by the California Air Resources Board (CARB 1997), have
been adopted throughout the US and Canada and are be-
ing studied for possible adoption by governmental agen-
cies around the world. Whether mandated or not, it will
be important that similar malfuncticn detection systems
be designed for many other systems.

Although the malfunction detection problem superfi-
cially may appear to be similar to automatic feedback con-
trol, we will in this article show that system’s monitoring
is different and that techniques and principles originating
from the statistical literature are called for. Thus the pur-
pose of this article is to outline the basic concepts involved
in monitoring systems such as dynamic modeling, Type I
and II errors and run length distributions. We will also
outline general principles for the design of system’s moni-
toring including how to evaiuate the performance of moni-
tors.

2. What is a Monitoring System?

The basic idea of a monitoring system is shown in Fig-
ure 1. It is here exemplified in the context of an on-board
diagnostic for automobiles, but the same principles will
apply to any other monitoring system. The system to be
monitored is shown as accepting inputs and producing
outputs generally quantifiable in terms of numbers and
sampled at discrete, regular time intervals. This primary

system may or may not include one or more subsystems
for feedback control; such control systems will in this con-
text be considered part of the primary system, not the moni-
toring system. In automotive applications the primary sys-
tem could be the entire powertrain system or some com-
ponent of it, for example the intake manifold.

In parallel with the primary system is a secondary sys-
tem that we will cail the model module. It accepts data on
inputs to the primary system, and its mission is to model,
as closely as possible, the performance of the primary sys-
tem when functioning properly. The model may or may
not be based on physical theory; it may be an empirical
model, a neural network or some combination of these,
and is often dynamic (i.e. time dependent). Next, outputs
from the primary system are compared with those from
the model. Differences between the measured outputs of
the primary system and the model are called residuals. If
these show significant discrepancies, it is taken as evi-
dence that the primary system is malfunctioning, and the
operator is notified usually by turning on a malfunction
indicator light (MIL). The decision about turning on the
MIL based on the residuais is done by the decision mod-
ule, which together with the model constitute the moni-
toring system.

The problem of deciding when a deviation between
the output from the primary system and that of the model
is sufficiently large to warrant a malfunction indication is
complicated by the fact that the inputs and the primary
system itself are subject to random variations and mea-
surement errors. Moreover, the model is seldom if ever
completely accurate. Because of these errors — random
system’s variation, measurement errors and mode! inad-
equacy — mo matter how well we design the decision
module, the malfunction indicator will occasionally be
turned on when it shouldn’t. Using statistical terminol-
ogy we will call this a Type I decision error. Similarly,
somertimes the malfunction indicator will not be turned on
when it should. This we will call a Type Il decision error.
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Figure 1. Diagnosing malfunctions in a system.

A little reflection will show that both types of decision
errors are undesirable. If too frequent, they can signifi-
cantly reduce the practicai usefulness of a monitor. Table
1 shows the different types of decision errors as a function
of the “true” state of the purposeful system. In the auto-
motive context a Type I error means that the owner is re-
quired to repair the car when nothing is wrong, and a Type
H error that the vehicle might be polluting excessively with-
out the operator being appropriately notified.

An important issue is how to design monitoring sys-
tems that are sufficiently quick 1o respond to real mal-
functions thereby avoiding a persistent Type I error while
also minimizing the probability of a Type I error. In many
cases this requires good predictive maodels and carefully

Decision
Truth "pood” "bad"
Correct Type I error
good Classification (fake alarm)
bad Type_ II error Corre_ct
(malfunctioning) (%ilt];cetio (viﬁiﬁnm)

Table 1. Errors of Type I and I1.
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developed decision procedures. We will in the following
discuss a general approach to the selection of decision pro-
cedures based on Cuscores (to be described below) that
provide monitoring schemes that are sufficiently respon-
sive with an acceptably low error rate.

3. What Do We Mean by
a Good Monitoring System?

As with the design of any system, it is important up
front to specify what the objective is and develop criteria
that can be used to measure how well a specific imple-
mentation meets the goal. For a monitoring system, we
would ideally want it never to signal a malfunction when
none has occurred, but quickly respond as soon as one has
occurred. However, because of random variation this ideal
is not completely achievable. In practice the malfunction
indicator will, if it is sufficiently responsive, on occasion
be turned on when it shouldn’t. We may tune it to reduce
its sensitivity, but then we run the risk that it may not be
turned on when it should. Thus in the design of a mal-
function detection system we need to find a compromise
between the probabilities of Type I and Type Il errors con-
sidering, as we shall discuss below, the response time.

The monitor for a dynamic system may repeat its tests
more or less continuously. Thus we are interested in a
monitoring system that with high probability is sufficiently
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quick to respond when a malfunction has occurred. More-
over, we want the monitoring system not to respond, or at
least respond with a very small probability over a wide
time horizon, when no malfunction has occurred. To evalu-
ate the responsiveness we will therefore consider the dis-
tribution of the time to an alarm — the run length. Whether
the primary system is good or bad, the run length distribu-
tion describes in terms of a (cumulative) probability dis-
tribution how long the monitor runs before turning on the
malfunction indicator.

To illustrate the concept of a run length distribution,
suppose a diagnostic is testing a component of a powertrain
once for each trip; for simplicity let us assume that each of
these tests is statistically independent of the previous tests,
Suppose further that if the system is good, the probability
of turning on the malfunction indicator is only 0.0005 per
trip. The probability of turning on the malfunction indi-
cator in  trips is then 1-(1-0.0005)" . This probability
(of turning on the MIL) as a function of the number of
trips is shown in Figure 2 as the dotted graph and is what
we call the cumulative run length distribution. From this
we can see that even with this extremely small probability
of turning on the MIL in a single trip, after 10,000 trips
the probability is virtually 1 of turning on the MIL at least
once.

Let us now consider a system that is bad. Here we
want the monitoring system to respond quickly. Suppose
the probability of faifing to detect a malfunction ina single
trip when it really has occurred is 0.7. (This may be unre-
alisticaily high, but we will use this number for illustra-
tion.} This is the probability of a Type Il error in a single
trip. Because we repeatedly perform the test in every sub-
sequent trip, the probability of failing to detect the mal-
function in n trips is (0.2)". Thus as shown in Figure 2
with the solid graph, the chance of nor detecting a real
malfunction will quickly diminish. Notice incidentally
that this function is not the cumulative run length distri-

bution but one minus the cumulative run length distribu-
tion.

Figure 2 illustrates several of the problems invoived
in designing an appropriate monitoring system. First, even
with an exceedingly small probability (e.g., 0.0005) of
making a Type I error (turning on the malfunction indica-
tor when nothing is wrong) in any single trip, the prob-
ability of making a Type I error in many trips can be sub-
stantial.

Excessive false MILs are worse than useless because
(a) people will ignore the warning lights, failing to repair
defective systems, while (b) a high rate of false MILs may
undermine the enforceability of the law (i.e. if it is too
high any enforcement effort may be successfully chal-
lenged in court). In automobiles the problem of frequent
false MILs can be particularly serious because some of
the tests are conducted very frequently. For some OBD II
monitors, tests are conducted once per trip and a car may
easily make more than 10,000 trips as a good vehicle pro-
viding an opportunity for many false alarms. Other auto-
motive diagnostics may run several times per trip, which
can make the problem worse. Some types of OBD II man-
dated monitors, such as engine misfire monitors, are run-
ning continuously during trips making an astronomical
number of tests in the lifetime of a vehicle. Thus uniess
we design the malfunction indicator with extremely small
Type I error probability for each test, the MIL can actu-
alty do more harm than good.

Now let us consider the risk of Type II errors. Here
time is usually on our side. As shown in Figure 2, even
with an extremely high probability {e.g., 0.7 in our ex-
ample above) of not detecting a malfunction in a single
trip, the chance of not noticing a malfunction reduces to
near zero levels after only a few trips. Thus the issue be-
comes one of asking what are the consequences of receiv-
ing a delayed notification. If the monitor is for a critical

Pr{Type II Pr{Type I error
- error {failing (false alarm)
to detect) per decision} //
4 per decision} =0.0005 /
Error =0.7 /
Probability / ’
| /
/
7/
| 7
— d
)] ————— i ; . —
1 100 10,000

Number of Independent Decisions or Trips

Figure 2. Type I Error Increases with Time, while Type Il Error Decreases with Time.
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Figure 3. A Range of Possible Conditions of a System.

function of a nuclear power plant, a delayed malfunction
indication may mean that signs of an impending catastro-
phe go unnoticed. In that case we clearly need to design
monitering systems with a quick response time and low
risk of making a Type II error even in a single test. How-
ever, in the automotive context where maifunctions are
less catastrophic it would seem reasonable that the required
response time goals should be judged relative to the time
it likely will take the average owner to get a vehicle re-
paired once the MIL has been turned on. Moreover, the
cumulative damage to the environment caused by the de-
lay is serious but not catastrophic. Thus, it would seem
prudent to balance the probability of making Type I and II
errors in favor of reducing the chance of Type Lerrors. As
shown in Figure 2 with repeated tests the Type II error
probability will be reduced and the malfunction eventu-
ally discovered although not necessarily on the first trip
after the malfunction has occurred.

In the previous discussion of run length distributions,
we described the probability of detecting a malfunction
when a system is good and called that a Type I error. Fur-
ther we discussed the probability of not detecting a mal-
function when the system being monitored is bad and
called that a Type II error. In the automotive context the
situation is somewhat more complicated. Systems can
assume a continuum of states between “as new” through
what we will call “worth acceptable” and “best unaccept-
able” to “hard failure,” as illustrated in Figure 3. We as-
sume that the condition of a vehicle at any point in time
can be represented as a point on this continuum. To be
precise, the conditions of new vehicles will not be a single
point but will follow some distribution clustered around
the “as new” point. For any point on this continuum, we
can, at least in principle, think of a run length distribution
(i.e. the probability of turning on the malfunction indica-
tor within any number of observations). The collection of
these run length distribution curves can be represented by
a surface as displayed in Figure 4, popularly called the
waterfall chart.

To better appreciate Figure 4 we have in Figure 5 sliced
it for a constant condition of the system. This figure em-
phasizes the cumulative distribution function of the run
length for a system that is constantly in a “best unaccept-
able (b.u.)” state. For this case, the probability of detect-
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ing a b.u. malfunction in one trip is over 50 percent, and
the probability of detecting the malfunction in at most two
trips is over 95 percent.

We can also get useful information by slicing Figure 4
the other way for a particular number of trips, as illus-
trated in Figure 6. This is in the statistical literature called
the “power function.” It shows how the probability of
detecting a malfunction (within the indicated number of
trips) varies with the condition of the system. The ideal
power function would be 0 (zero) on the good side (to the
right) of the “midpoint” condition and ! (one) on the bad
side (to the left). Unfortunately, this ideal is never pos-
sible because there is uncertainty in any decision. This is
reflected in Figure 6 by the fact that the power function
(at any fixed run length) is not a step change. . As the mea-
surement error and random variability in the evaluation
process increases, the power function becomes flatter. This
merely quantifies the increasing difficulty of detecting a
signal (a malfunction) in greater noise.

The performance of any monitor can in principle be
summarized as in Figures 4-6. These figures will in gen-
eral be different for different monitors and can be used to
compare how different monitoring schemes respond to a
system that spends its entire life in one state. For a better
monitor, the probability of indicating a malfunction will
increase faster with both time and severity of the condi-
tion of the system. Conversely, as the signal-to-noise ra-
tio decreases, or the processing efficiency of the algorithm
decreases, the slopes in Figures 4-6, in both the time and
condition dimensions, become more gentle. For monitor-
ing emission controls, a gentle slope can be a problem
because OBD Il requires a fairly steep increase from “worst
acceptable” to “best unacceptable” in the power curves of
Figure 6. If the slope becomes too gentle, the monitor
under consideration may not be useable.

With these concepts defined we can now discuss what
we mean by an effective monitoring system. Essentially
the answer will depend on what the malfunction detection
system is going to be used for. In general the require-
ments can be specified in terms of the properties of the
run length distributions for given states of the system. As
indicated above if the monitored system is a nuclear power
plant, we will need to specify certain minimum require-
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Probability
of
- alarm

Figure 4. Probability of Indicating a Malfunction within a Given Time for a Particular Condition of the System.

Probability
of
alarm

Figure 5. The Cumulative Distribution Function Is the Probability of turning on the MIL for a Particular Condition
of the System.
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Primary System when it g “good” then takes 5 Particularly

and variance g2, Let 5 bea Prediction of H,y, obtained by
whatever Means, e.g., a Jeast Squares regression using ex-
Planatory Variables such ¢ éngine rpm ang load. If we
Compare thjs Prediction (o the observed output of the pri-

mary system Y, we get the residuals 4=y - v

Based op the assumptiong above, 3 decision function
is based op Computing the cumulative sym defined 45

Q; =Z’U‘; "j’,‘) =2&! .l
i; i=]
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To appreciate how thig quantity Q works, imagine thyy htoa relatively high value, we wij reduce the rigk of
the system for a while 18 “good”, In that cage the residuajs Typer errors, but at the Same time the System will be Jegs

a, will be random Normally distributeq quantities wig Tesponsive to a reg) change in the level. Finding th? ap-
mean zerg (assuming 3 is unbiased, ie., has Mean 4 ), propriate balance can be done in Patt by Monte Carlo simy.-

changes o H, C8inning at thy, tume, with each new 5. Cusc ore Stalisﬁcs
observanon, the positive fixed quantity 4 — M, H,, will :
be added (o the Quantity @ | agide from the random devis- in the €xample above, the Cumulative sym was the

In practice better monitors wij] pe Obtained by sub- ¥ .
tracting a constant df2 from the residyalg SO that we jp. o
stead monitor through the centered Cysyy,

where d ugyaj is the difference between « 00d” and ise a, . .

“bad”, j.e. g ;: ~ My, (Box and Lucefio 199%) When the Cusum, In generg] the appropriate function of the data
y L., ) L . N . .

the system i £00d, the centereg Cusum Q will, apart from

random variability, decline linear] ¥ by an amount df2 wi,

each observatign hen the System is baq, @, will tend 1o For a gjj ghtly more complicated example suppose that

mum by some quantity 4, The time of the Previous min;.

mum is essentially oyr best estimate of the tme of when that when the System malfunctiong the emissiong become

Proportiona to the throttle Position % Thus a mode) for
To simplify the evaluation of the state of the System, the bad System is
we use

0" = max{ g, O ~tto, ~d12y4 Q.. where @ is z constant. Therefore this mode] says that the
Signal we are looking for is Y and 99> 0) is the Signal

the waterfa)y back while decreasing the thresho}q pulls jt 2
forward, Tq obtain the desjreg U length properties fora 2y _ -t I a,

—_— 3 Constantxg exp . 1y 4,
given application we need to fine pe the threshold If /@a,jo )= constan 2 g.: g

Sive to real maifunctions bue a¢ the °APense of 100 many Now SUPPOse for simplicity ghar O'is known. Whep
Type I errors (false alarms). Op the other hand, if we set  We take the logarithm we get
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where ¢,is a constant (varying with ¢ butnot 6). From the
System model, we haye a=y,- Ky, - 6. The logarithm of
the joint probability density function of observationg up
o time ¢ is

i .
Ir =1n[f(a1""’ar l‘ﬂo.g,az)]=¢'o —5;2—);;()’, _'#OJ _-exi)z .

For a fixed set o.f Parameters (44,,0), the joint probability
density function S provides information about the prob-

, »--s I, have
been obtained (and therefore now are fixed values) we
can turn the equation around and consider jt 5 function of
the (unknown) Parameters, and jn particular of g, Specifi-
cally, given the data, we can ask which parameer value 8
maximizes the function and hence makes this particular
set of observations Yoi=1,.., t most likely. When the
function is yseq this way it is called a likelihopg Sfunction

timates of Parameters in generg] statistica] analysis, In

Now suppose we have asystem that for some time has
been Operating as “good” anqg generated observationg

where r, = - ——’-l - In what follows we will refer to this
Q as the Cuscore,

Now suppose suddenly at time T the system changes
such that 0> (. The subseguent data ¥, obtained and ip.-
Corporated into the likelihood will now force the location
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this case where we are looking for a change of 6 from to
8=0t0 0> 0, we will have that

; =_ﬂ1 < om-0x)
I3 -
a0 o0 20 oo

which implies that
1 1y
Q= ;{igam’? =;T,§ (y: _luo)xi .

Note that if we Setx =] (and o= 1) for all ¢ then this Q is
identical to the simple Cusum for detecting a step change
we discussed above.

ence between ¥, and H,, will provide information aboug 5
possible malfunction, The Cuscore theory says that the
product of the deviation from predicted o, - ”tu) and x,
provides an optimal assessment of the relative informa-
tion in each observation, Therefore this monitor provides
4 more informative and hence more powerful alternative
to typical “enable” conditions currently used in industry,
which essentially convert the X'sto0’s and 1’5 according

The ideas outlined here can be extended to Monitoring
complex dynamic Systems where the predicted current state

ure or by gradual deterioration. This question becomes
step one of an eight-step process for developing a diag-
nostic, which we now will describe,
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6. An Eight Step Process for Developing a
Monitoring System

Above we outlined the general idea of how to develop
a Cuscore for detection of a malfunction. In this section
we briefly outline how this scheme can be implemented
in practice for a particular application. We will provide
more details in a forthcoming publication.

Step 1. Define “bad” and “good” system conditions: 1ni-
tially when developing a malfunction indicator the objec-
tives given to engineers may be ill-defined or impossible.
In such cases, the first step toward successful design is to
redefine the problem so it is ciear and appears to be tech-
nologically feasible. For monitor design, this step corre-
sponds to making sure the “worst acceptable™ and “best
unacceptable” points in Figure 3 are clearly defined and
sufficiently distinct. We also need to list plausible alter-
native failure modes (e.g., abrupt jump vs. gradual dete-
rioration), partly to provide a basis for studying robust-
ness of alternative monitors in Step 5.

Step 2. Collect data on both good and bad ( “worst ac-
ceptable” and “best unacceptable”) conditions: 1deally,
it is best to have data from both good and bad systems. In
practice this is unfortunately not always possible. For sys-
tems without a recorded reliability history, failure modes
may only be characterized by speculation. Engineers may
have only “as new” systems with which to experiment;
these could be substantially better than both “worst ac-
ceptable” and “best unacceptable.” In such cases, the en-
gineers need to develop a method for obtaining data that
simulate **worst acceptable” and “‘best unacceptable” con-
ditions, e.g., by transforming test data from “as new"” sys-
tems. For some monitors, physical experiments will be
required. Statistical techniques for the design of experi-
ments, see Box, Hunter and Hunter (1978), can often help
engineers organize and manage this task and make the data
gathering as efficient as possible.

Step 3. Develop models for both “good” and “bad” con-
ditions: A typical model, in this context, includes a char-
acterization both of what we can predict and of the unpre-
dictable or random portion:

(observations) = (predictions) + (noise).
or

Y =H +a, (1)

where y = observations, p4 = predictions, and 2 = noise.
To develop a sensitive monitoring system with good run
length properties, we need, as illustrated in our examples,
models both of the good system and of the malfunction
we are interested in detecting. The better the models are
in describing the physical system the smaller the noise

will be. Thus it is of critical importance to develop good
models to achieve good run length properties. In fact, we
believe it is in this area that engineers can make the most
important contributions to the design of reliable monitors.
In turn the model building process depends criticaliy on
good experimental design, see Step 2.

Step 4. Base the diagnostic on likelihood: The Cuscore
function discussed in Section 5 was arrived at by differen-
tiating the log likelithood function. The Cuscore is then
based on an accumulation over time of the Fisher efficient
score function. For computational purposes, it is conve-
nient to rewrite the Cuscore in the equivalent recursive
form

Qr = Qx-l + “fr’

where W, = derivative of the log likelihood function for a
single observation with respect to a parameter represent-
ing the severity of a malfunction. Many diagnostics sig-
nal a malfunction when a certain number exceeds a thresh-
old. We can not directly use Q, in this way. This follows
because most systems begin with a long period of good
operation, during which Q, would generally drift farther
and farther away from the threshold. When a malfunction
finally occurred, @, could not reach the threshold in a timely
fashion. We correct for this by focusing on the excess of
Q, over its minimum to date, which can be written as

Q =max{('.‘,l,[2,+_l +W,} .
This is called a one-sided Cuscore; see Sections 4 and 5.

Step 5. Consider how the characteristics of a monitor
vary with the detection threshold h: One more step is re-
quired to turn a diagnostic such as a Cuscore into a useable
monttor: For iljustration, we use a Cusum statistic to de-
tect a change in level. We must select a threshold & so we
signal a malfunction when the diagnostic exceeds k. The
effect of adjusting A can be described in terms of its effect
on the run length distribution and specifically on “water-
fall” charts produced by Monte Carlo simulation similar
to that in Figure 2. Increases and decreases in i will change
the probability of an alarm for all states of the system and
for all run lengths. Thus £ is essentially a tuning param-
eter the engineers can use to achieve specific run length
properties desired from the malfunction detection system.

Step 0. Does a feasible solution exist? If after extensive
fine-tuning of 4 it becomes clear that the required run length
properties cannot be achieved with the current monitor,
we have four options: {a) The simplest and most effective
approach in many cases might be to return to Step 3 to try
to develop a better model for the system, thereby reduc-
ing the noise and increasing the signal. (b) If that is not
feasible, it may be necessary to return to Step 2 and con-

CQP! Report No. 173, March 1999
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duct further experiments. More carefully planned experi-
ments may lead to better models and an increased signal
to noise ratio after repeating Step 3. (c) In other cases, it
may be necessary to revisit the definitions of “worse ac-
ceptable” and *best unacceptable” performance (Step 1).
If the difference between good and bad can be increased,
it can simplify the detection problem. (d} Finally, in many
cases, the “as new” system is better than the “worst ac-
ceptable,” and a monitor might have an unacceptable false
alarm rate for the “worst acceptable” system but an ac-
ceptable rate for many systems between “as new” and
“worst acceptable.” In such cases, a careful analysis of
the performance of the monitor under typical patterns of
gradual deterioration may indicate that the overall perfor-
mance of the monitor might be acceptable.

Step 7. Evaluate the monitor in real systems with multiple
thresholds: When Steps 1-6 produce a monitor that seems
to perform satisfactorily, it must still be evaluated in real
systems. This is required because real data are not likely
to follow the simple distributional assumptions we may
specify in simulation studies. Thus an artificial simula-
tion study may not adequately describe the performance
of areal system. Testing should include the generation of
multiple alarms, both false and vatid. For OBD, the false
alarm rate should be so low that none might be observed
during testing. We balance these conflicting needs by test-
ing at artificially low thresholds and then selecting the fi-
nal threshold by extrapolation.

Step 8. Consider how engineering design procedures can
be improved for the future: Most engineers and most de-
sign groups design more than one product. Some leading
engineering companies now make explicit efforts to trans-
late their experiences with each project into improvements
in the procedures used to design other products. Thus this
step is included to assure continuous organizational learn-
ing and carryover to future product development cycles.

7. Summary and Conclusions

The increasing use of computer controls on systems
from simple to highly complex provides new opportuni-
ties for the detection of impending or actual malfunctions
and for simplifying the work of maintaining complex sys-
tems. Many problems can be diagnosed using data al-
ready available to the microprocessor and used for con-
trol purposes. In such cases, the only substantive cost may
be the engineering time required to understand and apply
basic concepts of monitoring. In other cases, the value of
more timely and accurate identification of impending or
current malfunctions can justify the cost of installing and
using additional sensors to collect data on the condition of
the system.
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Cutting edge developments in this area are being driven
in part by legal mandates to detect, for example, malfunc-
tions in emission controls on new automobiles. However,
there are clear needs for systems to monitor the status of
components of many other systems such as aircraft, nuclear
power plants, and pacemakers.

To be useful, monitoring schemes must provide rea-
sonably quick response to actual or impending malfunc-
tions with a low probability of falsely declaring a mal-
function during the “good” life of a system. Monitors that
perform well according to these criteria can be derived
using statistical tools including the “Cuscore Principle”
and the eight step process for developing a diagnostic,
described in this article.
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