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ABSTRACT

DESIGN OF A NOVEL MANUAL AND AUTOMATED PENETRATION TESTING FRAMEWORK FOR
CONNECTED INDUSTRIAL CONTROL SYSTEMS(ICS)

by

Rafat Elsharef

The University of Wisconsin-Milwaukee, 2021
Under the Supervision of Professor Wilkistar Otieno

This research presents the design of new framework—a manually executed and an automated
penetration testing process for Connected Industrial Control Systems (ICS). Both frameworks
were built using open-source security software and ICS equipment currently used in critical
infrastructure, manufacturing companies, and other institutions in the United States and
around the world. Existing penetration testing frameworks have largely been focused on
manual testing and are specific to Information Technology (IT). In addition, a new severity
scoring system framework, called Common Vulnerability Scoring System for Industrial Control
Systems (CVSS-ICS), was recommended for calculating the severity score in Industrial Control
Systems (ICS).The broader goal of this research is to build penetration frameworks, both
manual and automated, for Operations Technology (OT). Four objectives were used to achieve
this goal. First, an OT-based testbed was built comprised of PLCs (Programmable Logic
Controllers), HMIs (Human Machine Interfaces), a motor drive, and the expected embedded
network devices that enable connectivity to emulate a real manufacturing environment. In
addition, special security VMs (Virtual Machines) were created and used in the OT testbed.

Second, this research ran a manual process of penetration testing against the ICS network using



open-source tools that are used by many IT security professionals and hackers; the data was
then collected and analyzed manually. Third, a software program was created using python
programming language to automate the above manual process. In addition, the program
automates data acquisition, generates security analyses, and makes recommendations. Fourth,
a recommended framework of a new severity scoring system, Common Vulnerability Scoring
System for Industrial Control Systems (CVSS-ICS), takes into account the importance of safety as
a key metric in addition to confidentiality, integrity, and availability in calculating the severity of

a single vulnerability, an individual ICS device, or the entire ICS system.

The test results revealed several vulnerabilities related to safety, confidentiality, integrity, and
availability of ICS devices used in this testbed. It is recommended to run additional future

testing and apply control measures to automate penetration testing in the ICS environment to
ensure that the process does not get out of hand in such in an environment, where safety is of

concern.
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1 Introduction

1.1 Background of Industrial Control Systems (ICS):

The term Industrial Control Systems (ICS) refers to the collection of components that are
responsible for controlling and monitoring critical infrastructures such as advanced
manufacturing, electrical power grids, water supply, wastewater collection and treatment
systems, natural gas pipelines, railroad and transportation networks, air traffic control, and

operations in chemical plants and the pharmaceutical and food and beverage industries.

ICSs have been in use for many institutions; they are expected to stay operational after
installation for many years, providing high availability [1]. ICSs consist of main components such
as Supervisory Control and Data Acquisition (SCADA) systems, Distributed Control Systems
(DCS), Programmable Logic Controllers (PLC), Remote Terminal Units (RTU), Servo Drives (SD),

and Human Machine Interfaces (HMls).

The ICS network is the heart of the new industrial revolution; it has been and remains a key part
of Operational Technology (OT). For many years, ICSs ran with no fear of interruptions because
such control systems were completely isolated from the rest of the information technology (IT).
Such isolation gave OT a sense of security that prevented any threat to disrupt its operation.
There were no advantages or needs for IT and OT to be connected or to converge—that is,
before the era of cyber-physical systems. This isolation is no longer valid, with the explosion of
the Internet, and the availability and advantages of the Connected Enterprise (CE), where

systems and devices are connected to and through the Internet.



The great benefits and values of having a connected enterprise are driving many companies and
institutions to be part of this network of academics and industry practitioners working on the
emerging areas of enabling the OT-IT convergence. The connected enterprise empowers
companies to gain valuable benefits such as quality, standardization, scalability, reliability,
usability, and integration [2]. The increasing demand for collecting real-time data that enables
decision-makers to apply faster and better business decisions, as well as utilize new techniques
such as artificial intelligence (Al), machine learning (ML), data analytics, real-time monitoring,
and remote configuration and control, has left companies with no choice but to digitize and be
part of a connected enterprise(CE). According to Rockwell Automation, “Smart manufacturing
and industrial operations embrace a new way forward. This new direction is highly connected,

so devices and processes can be continually monitored and optimized [3].”

1.2 The Connected Enterprise (CE)

The connected enterprise (CE) is the idea of connecting companies, people, processes, and
equipment together. Such connectivity is vital to deepening the understanding of events and
optimizing decision-making [4]. CE brings IT and OT into a single architecture to capitalize on
business data and improve the enterprise, operation, and supply chain performance. According
to a white paper by Fujitsu titled “The Connected Enterprise: Making the industrial loT Happen-
Right Here, and Right Now [5],” “The advantages of being connected are priceless to companies
and vital to their existence. Manufacturing and energy companies have a strong desire to adopt
digital technology. The reason for this is clear: automated routines, asset optimization,

operating efficiencies, and central manufacturing concerns are all key aspects of being



connected. Indeed, the Industrial Internet of Things (loT), and connected technologies will have

the biggest economic impact: up to S 3.7 trillion by 2025 [5].”

1.3 Industrial Control Systems’ (ICS) Main Components Overview

ICS consists of many components that make up the control systems [6]. These ICS components

will be covered in the next subsections.

1.3.1 System Control and Data Acquisition Systems (SCADA):

SCADA is the management component in the ICS system, usually a server with specialized
software that can monitor, configure, and troubleshoot ICS devices. A SCADA system allows
operators to control distributed control systems located within a Local Area Network (LAN) or a

Wide Area Network (WAN) from a centralized location.

1.3.2 Programmable Logic Controllers (PLC):
This is a small industrial computer with limited memory and limited processor power that is
designed to perform logic functions that usually are performed by electrical hardware such as

relays, switches, mechanical counters, and timers.

1.3.3 Remote Terminal Units (RTU):

These are field devices. Some PLCs serve as a field device and are often referred to as RTUs.

1.3.4 Human Machine Interface (HMI):

HMIs are devices that are generally placed close to production lines. The location, platform, and
interface may vary. Some HMIs could be dedicated platforms in a computer room, while others
may use a laptop, a browser, or dedicated hardware and software. HMlIs are used to display

process status information, historical information, and reports. They also allow human
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operators to monitor the state of a process under control, modify control settings to change
control objectives, and manually override automatic control operations in the event of an

emergency.

1.3.5 Servo Drives (SD):

Servo drives are sometimes called amplifiers because they take the control signal from the
controller and amplify it to deliver a specific amount of voltage and current to the motor. They
also can control torque, velocity, or position of the servo motor. Current servo drives are
network aware and have their own IP address that enables them to communicate with the rest

of the ICS devices.

1.3.6 Sensors and Actuators
ICS may include different sensors that are used for measurements as well as controlled

actuators that include devices such as valves, breaks, switches, and motors.

1.4 ICS Operation:

An ICS operation is enabled by three features, as shown in Figure 1-1. It consists of the

following key aspects [6]:

1.4.1 Control loop
Controlled variables are sent from the sensors to the controllers; the controller manipulates the
variables according to set points and sends action signals to the actuators that control the

process and use the sensors again to relay the change in a feedback loop.



1.4.2 Human-Machine Interface (HMI)
HMiIs are used by operators and engineers to monitor, configure, and control PLCs. They are

also used to display process status for data visualization and to convey historic information.

1.4.3 Remote Diagnostics and Maintenance Utilities (RDMU)

These are used to identify, prevent, and recover from failure or unexpected operation.
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Figure 1-1. ICS operation [6]

1.5 The Purdue Model for Control Hierarchy

The Purdue model is considered as a reference for designing Industrial Control Systems
architecture, as shown in Figure 1-2. It is divided into levels of operations that are separated

into different zones and isolated by using an industrial demilitarized zone (DMZ).
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Figure 1-2. The Purdue Model [7]

The Purdue model identifies five recommended levels in this architecture, categorized into

three zones, as follows: [8]

e Enterprise Zone
o Level 5: Enterprise network: corporate applications

o Level 4: Enterprise servers: IT services



e Denmilitarized Zone (DMZ):
o These devices can access and be accessed by both the enterprise security zone
and the operational zone; it acts like a buffer zone or airgap.
e Control zone
o Level 3: Operations and control.
o Level 2: Supervisory control: communications to level 1 such as PLC and HMI.
o Level 1: Basic control: PLC and HMI communicate with level 0 and with each
other.
o Level 0: Process: this level includes sensors, actuators, drives, and motors that

communicate with level 1.

1.5.1 Distributed Control Systems (DCS) Implementation Example
Different topologies support DCS. Figure 1-3 [6] shows a basic example of a DCS network
topology, where IT and OT networks are shown, including field-controlled devices such as

SCADA, PLC, HMI, Servo Drives, and Motors.



Enterprse/
Digtributed |  Outside

o
orc Wirdess Device
Cliert/Server
Appli cation
Sener
Printer Modem
To. Manutaduring Execution System (MES),
Management Information System (MIS),
Enterprise Resource Planning (ERP)System
Supervisory Level =
Redundant Control Server Engneering
Corvol Server Data Workstation
7l Hisforian
Main HMI Q
FigkiLevel ——
HMI Machine Singléloop
D Controller Contepller
\ Modem
sensor acuator
Ramnote Access
Mocdlem Modem g
Computer
il Pressue
Regulator
( (o
motor - Pressure
Logic Control Sensor

Figure 1-3. DCS implementation example

Figure 1-4 shows a diagram of a PLC controlling a manufacturing process using a fieldbus

network. The figure also shows the connections between PLCs, servo drives, and motors [6].
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Figure 1-4. PLC control system implementation [6]

Another example of ICS architecture is shown in Figure 1-5, in which the architecture shows the
segmentation of the whole network into four areas. First, the corporate local area network
(LAN) connects to SCADA via a firewall to isolate both IT and OT. Second, an independent
control network communicates with SCADA network via a wide area network (WAN). Finally,
the link between SCADA network and field devices connects via a communication link, as shown

in Figure 1-5.
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Figure 1-5. Example of SCADA architecture [8]

1.5.2 History of SCADA Architectures
SCADA architecture went through four different generations; early ones were very limited and
completely isolated with very specific tasks, whereas the current generation is fully connected

and remotely monitored and configured. The four different types of SCADA include [9]:

1. Monolithic (first generation) SCADA systems

10



These systems were developed when common network services were not available.
They function as a standalone system. The first-generation architecture consists of a
SCADA master controlling multiple remote terminal units (RTU), as shown in Figure 1-6
below. These early systems were limited to monitoring sensors and sending alerts in

case of emergency.

Figure 1-6. Monolithic or early SCADA systems [9]

2. Distributed SCADA systems
This is the second-generation SCADA, where control functions are distributed across

several SCADA systems connected via a LAN, as shown in Figure 1-7.
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Figure 1-7. Distributed SCADA systems [9]

3. Networked SCADA systems
This type of networked system is considered the third generation of SCADA architecture.
These systems use PLCs for controlling operations. SCADA is networked and able to

communicate over a WAN through telephone or data lines, as shown in Figure 1-8.
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Figure 1-8. Networked SCADA systems [8]
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1.5.3 Advantages of ICS/SCADA Systems Implementation

Some of the advantages gained by implementing ICS/SCADA systems include [9]:

e Reduction in cost

e Reduction in manpower

e Minimizing downtime

e Improving the quality of service
e Improving reliability

e Realtime monitoring

e Realtime information on demand

e Value-added services

2 Research Motivation

2.1 Motivating Cases of Cyberattacks

Cyberattacks against critical infrastructure, ICS, and manufacturing environments pose a real
threat to the safety, productivity, and quality of operations. Cyber incidents can affect the
operator’s ability to view, monitor, or control the processes. Some examples of these incidents
that had national and international impact include Stuxnet, the Ukraine attacks, and the

Triton/Trisis attack, as described below.

2.1.1 Stuxnet
Stuxnet is a computer worm that was originally aimed at Iran’s nuclear plant facilities. It was

first released in June 2009. Stuxnet has since mutated and spread to other industrial and
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energy-producing facilities. The Stuxnet attack was different from other known IT cyberattacks
in that instead of stealing sensitive data or damaging computer data, it damaged devices that
were controlled by these computers. For example, an early version of the attack targeted the
valves on the centrifuges at the Iranian nuclear plant, where the goal was to increase the

pressure inside the centrifuges and damage them as well as the enrichment process.

In January 2010, a year after the malware targeted the nuclear plant, inspectors with the
International Atomic Energy Agency visiting the Natanz uranium enrichment plant in Iran
noticed that centrifuges used to enrich uranium were failing at unprecedented rates without
any clear reason. “The cause was a complete mystery for both the Iranian technicians replacing
the centrifuges, and the inspectors observing them [10].” A computer security firm in Belarus
was called in to troubleshoot another problem, in which computers were crashing and
rebooting constantly, but again, the investigators were not able to identify the cause of the

problem [9].

Later, researchers found a small number of malicious files on one of the systems, which led to
the discovery of the first digital weapon targeting physical systems such as PLCs. Stuxnet
targeted the Step 7 software that is used to program the German-made Siemens S7-400 PLCs.
Stuxnet was a targeted cybersecurity attack that was designed to only affect a specific
controller. Despite its ability to spread and infect many computers, it does no harm, unless that
infected device is involved in uranium enrichment and connected to specific models of

programmable logic controllers that are manufactured by Siemens.
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Siemens PLCs control and monitor the speed of the centrifuges in the nuclear plant. To secure
these controllers from any outside attack, the plant network was air-gapped, which means
there is no physical connection between IT and OT. To reach the OT network and deliver the
payload inside that isolated network, the attackers first infected the computers of a few
support companies that work on installing and programming industrial control and automation
systems for the plant. They used an infected USB flash drive and windows autorun feature or
through the print spooler that Kaspersky Lab and Symantec later found in the code [9]. The
attack generated media attention when it was discovered in 2010, since “it was the first known

virus that was able to cripple industrial control systems [10].”

2.1.2 Ukraine Attack

This cyberattack, which occurred on December 23, 2015, was the first known successful
cyberattack on a power grid. “According to results from an extensive investigation of the attack,
attackers were skilled and stealthy, they carefully planned their hack over many months, first
doing the reconnaissance to study the IT and OT networks and siphon operator credentials,
then launched a synchronized assault in a well-choreographed dance,” according to an article
by Wired magazine [11]. Attackers were able to control the SCADA systems, resulting in seven
110 KV and twenty three 35 KV substations to be disconnected for three hours, an outage that

caused about 225,000 customers to lose power across various locations in Ukraine [11].

Many U.S. experts say that despite the successful attack on Ukraine’s power plant, the control
systems in Ukraine were surprisingly more secure than some in the U.S. Ukraine’s network was
well-segmented from the control center business networks with robust firewalls. But they were

not secure enough in implementing remote login to control the SCADA network that controls
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the power grid, and there were no requirements for employees to use two-factor

authentication.

One-factor authentication made it easier for the attackers to hijack their credentials and gain
access to their SCADA networks and control the breakers [10]. The attackers spent many
months inside the Ukraine network conducting extensive reconnaissance, exploring, and
mapping both IT and OT key network nodes and getting access to Windows domain controllers
and administrator credentials. These included virtual private network (VPN) logins and

passwords that are used remotely to log in and manage the SCADA networks.

2.1.3 Triton/TRISIS Attack

According to Julian Gutmanis, who was involved with an oil and gas organization in Saudi Arabia
at the time of the attack, “The publicly revealed attack on August 7, 2017, was not the first
incident suffered by the victim at the hands of the Triton/Trisis attacks” [12]. He also indicated
that the organization that was affected was a petrochemical plant owned by Tasnee in Saudi
Arabia. The attack started earlier in June 2017 when the attackers managed to shut down an
emergency plant processor. According to Schneider Electric, the petrochemical’s vendor that
manufactures Triconex Emergency Shut Down (ESD), the initial investigation of the shutdown
was not identified as an attack, as they examined the Triconex ESDs equipment offline and
found no indication that there were any problems with it. So, they returned it to the

organization.

As a result of this attack, six infected Triconex ESDs machines triggered an unexplained

shutdown. “The June investigation by Schneider Electric was insufficient, Schneider attributing
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the attack to a mechanical failure of the ESD system rather than a cyberattack,” said Gutmanis.
“They should have investigated what occurred in the plant” [12]. As a result, the attackers
remained unnoticed in the plant network, and it was not until the second attack in August 2017

that it becomes clear that the attackers were inside the network.

According to Gutmanis’ team, there were some clues of a spreading attack, including Remote
Desktop Protocol (RDP) sessions to the plant’s engineering workstations from within the IT
network and a poorly configured demilitarized zone (DMZ) infrastructure that led the attackers
to compromise the DMZ located between IT and OT. In addition, the VPN network was
compromised and infiltrated [12]. As a further result of the attack, the organization suffered
multiple outages for at least one full week per attacked plant within the site, but no
catastrophic physical disaster occurred. As a clear lesson from the Triton/Trisis attack,
according to Phil Neray, Vice President of Industrial Cybersecurity at CyberX, the lack of
communication between the organization’s IT and OT network operators and the unclear
definitions of which team was responsible for ensuring that security controls had been properly

implemented were the major contributing factors for such an attack.

2.1.4 Probing the Networks of Electric Utility Organizations in the U.S.

A destructive Advanced Persistent Threat (APT) called XENOTIME, linked to Russian hackers
who were behind the TRISIS industrial control system (ICS) attack, had been seen probing
electric companies. According to Sergio Caltagirone, Vice President of Threat Intelligence at
Dragos, a well-known ICS cyber security consulting company “Offensive government programs
worldwide are placing more emphasis and resources into attacking and disrupting industrial

processes like oil, power, and water. This means more attacks are coming and people will die,
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we just do not know when. XENOTIME is the most dangerous cyber threat in the world, it

provides a prime example of threat proliferation in ICS [13].”

2.1.5 Other Related Attacks

“Back in late August 2019, FortiGuard Labs discovered a Malspam campaign that had targeted a
large U.S. manufacturing company with malware, a variant of the LokiBot infostealer family. In
another incident, Bloomberg reported on the efforts of bad adversaries targeting Airbus by
infiltrating its suppliers’ networks [14]. Airbus is considered by the National Security Agency as
one of the vital companies in the country; they may have created a vulnerability that hackers

used by failing to ensure that their suppliers have good security measures in place [14].

2.2 The Need for ICS Cybersecurity

In September 2019, a survey was conducted by Dimensional Research that surveyed 263 ICS
professionals. All participants had direct responsibility for securing the ICS system at energy,
manufacturing, chemical, dams, nuclear, water, food, automotive, or transportation companies.
The survey asked them about their concerns regarding cyberattacks on their organizations’
infrastructure and the effect of such attacks. Figure 2-1 [15] shows the distribution of

responsibility, job level, and region of the respondents who participated in this research survey.
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Responsibility Job Level Region

. 0T security . Executive . United States or Canada
. T security . Team manager . EMEA
. Both OT and IT security . Individual contributor . APAC

B o

Figure 2-1. Distribution of responsibility, job level, and region of professionals who participated

in the research

Figure 2-2 shows the company size and distribution by type for those who participated in the

survey [15].

Company Size Industry

Manufacturing

Energy, oil and gas
Automotive and transportation
Food and agriculture

Water and wastewater
Chemical

Nuclear

Dams

. 100-1,000 employees
B 1.000-5.000 employees
. More than 5,000 employees

Figure 2-2. Company size and distribution by industry type

Figure 2-3 shows an answer to the survey question: Is your company worried about the risk of

cybersecurity attacks on your ICS? The answers according to the research showed very clearly
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the concern of these professionals about the status of their ICS security. Of the respondents, 88
percent said yes, and 12 percent said no. Of those who responded yes, 82 percent were in the

automotive and transportation sectors, 89 percent were in manufacturing, and 97 percent were
in the energy, oil, and gas sectors. Cyberattacks, to these industries, may lead to shutdowns and

unplanned downtime, low quality of production, lost reputation, and data exfiltration.

Is your company worried about the risk of
cybersecurity attacks on your ICS? By industry

Automotive and transportation

No

Manufacturing

Energy, oil and gas

Figure 2-3. The percentage of answers about the risk of cybersecurity attacks on ICS

Security assessments are usually a good starting point for building a cybersecurity program, as
they provide an organization with a comprehensive understanding of its security vulnerabilities
and risks. According to the research from Tripwire [15], only a third of the organizations that
were surveyed (34 percent) had an industrial security assessment, but more than half (55

percent) were thinking about having one; see Figure 2-4.
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- Yes, we have

No, but we are considering it

No, and we are not considering it

Figure 2-4. This figure shows the answer to whether the organization had a security
assessment.

2.3 Information Technology (IT) Versus Operational Technology (OT)

2.3.1 Information Technology (IT)

The building blocks of Information technology (IT) include devices such as routers, switches,
firewalls, protocols, and end nodes. Transmission control protocol/internet protocol (TCP/IP),
the main protocol used on the Internet, is a collection of communication protocols required to
communicate over an Ethernet. The three most important protocols are: (1) Internet protocol
(IP), which is responsible for moving packets between source and destination; (2) transmission
control protocol (TCP), which is a connection-oriented protocol responsible for managing and
maintaining a reliable connection between source and destination; and (3) user datagram
protocol (UDP), a connectionless protocol responsible for sending data between source and

destination nodes using less overhead and faster transmission compared with TCP.

Transmission Control Protocol/Internet Protocol (TCP/IP) is the most famous and widely used

protocol in IT. There are two main models in IT that are used as reference models, namely,
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Open System Interconnection (OSI) and Transmission Control Protocol/Internet Protocol
(TCP/IP). These two models are used to show how communications are done in various network

stages.

Data gets encapsulated at the source node as it leaves the application layer, going through
multiple layers until it reaches the physical layer, where data is converted into signals
represented by ones and zeros. Then signals are transferred through the connected media and
any connected network devices until they reach their destination. There, the process of
encapsulation is reversed, reaching the target application at the destination node. The OSI
reference model consists of seven layers, starting with the application layer at the top, followed
by presentation, session, transport, network, data link, and, finally, the physical layer, as shown

in Figure 2-5 [16].
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Figure 2-5. OSI model with list functions and protocols in each layer

The Transmission Control Protocol/Internet Protocol (TCP/IP) Model consists of four layers,
with the application layer on top, then the transport Internet and the network access layer,

shown in Figure 2-6 [17].

23




TCP/IP Model

Figure 2-6. TCP/IP model with list functions and protocols in each layer

IT Communication Protocols

Protocols are the rules that allow devices to connect to the network and be able to
communicate with reliability and integrity. Modern protocols generally use packet switching for
communication. Each packet has a header with multiple fields, including addressing, that are

used to assist devices to move packets from source to destination through the network.

Three types of addressing are needed for IT communications:

1. Media Access Control (MAC) addresses

MAC addresses are typically assigned by vendors who created the network interface card (NIC);

MAC addresses belong to layer 2 of the OSI model. Each MAC address consists of 12
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hexadecimal numbers that are unique. Each node may have one or multiple MAC addresses

depending on the number of NIC cards installed in that device.
2. IPv4 /IPv6 addressing

IPv4/IPv6 addresses are needed for each node to join the network. IPv4 can belong to one of
five different classes of IP addresses, A, B, C, D, and E, as shown in Figure 2-7. The first three
classes are used in an IPv4 addressing assignment, class D is used for multicast, and class E is

reserved for research and development purposes.

Network ID Host ID

Network ID Host ID
(bits 3to 16) (16 bits)

Network ID Host D
(bits 4 to24) (8 bits)
ClassD
Experimental AddressID
ClassE . bits5to3?)

Figure 2-7. Five classes of IPv4 addressing [18]

ClassB

ClassC

An IPv4 address consists of 32 bits or four bytes. It is usually represented in four octets using

decimal notation. IP addresses are divided into two groups; the first group, called public IP
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addresses, are routable across the Internet. There are three classes of public IP addresses, class

A, class B, and class C.

The second group of IP addresses is called private IP addresses, which are a list of IP addresses
allocated by the network information center (InterNIC). They exist behind routers that are using
network address translation (NAT) and are not publicly routable on the global Internet.
According to standards set forth by the Internet Engineering Task Force (IETF), the following

addresses shown in Table 2-1 are IPv4 address ranges that are reserved for private internets.

Table 2-1: List of reserved private IP addresses

IP Addresses Range
10.0.0.0/8 10.0.0.0 — 10.255.255.255
172.16.0.0/12 172.16.0.0-172.31.255.255
192.168.0.0/16 192.168.0.0 - 192.168.255.255

IPv4 packet, Figure 2-8 [18], has many fields in the header that are needed for communication
between nodes. Source and destination IP addresses are part of the 20-byte IP header in

addition to other fields needed for communications on the network.
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Figure 2-8. IPv4 header

IPv6 addresses are 128-bit numbers and expressed using hexadecimal string notation; No IP

version 6 were detected on any of the ICS devices used in this testbed.

3. Port numbers
In networking, port numbers range from 0 to 65535. Port numbers identify a specific
connection on the client or a specific service that is running on the server. These port numbers
either relate to Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) traffic, as

shown in Figure 2-9.

Port Number (O~65,535)

Dynamic /

Registered Private

| I

0 1,024 49,152 65,535

Figure 2-9. Three types of port numbers [18]
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There are three ranges of port numbers:

1. Ports 0to 1023: this range referred to as “well-known ports” that are assigned to
specific services by the Internet Assigned Numbers Authority (IANA). An example would
be port 80, which is assigned to hypertext transfer protocol (HTTP) or port 123, which is
assigned to network time protocol (NTP).

2. Ports 1024 to 49151: these are ports that organizations can register with IANA to be
used for specific applications.

3. Ports 49152 to 65535: these are used by client programs; for example, when a client
visits a website, the browser will assign the session a port part of this range.

2.3.2 Operation Technology (OT)

Operation technology is referred to as both the SCADA and field devices that are connected to
the SCADA using network devices and protocols designed specifically to work for OT. The most
used protocol is Ethernet/IP (Ethernet/Industrial Protocol) (EIP), which is the implementation of
the Common Industrial Protocol (CIP) over an Ethernet. This research will use Ethernet/IP to

communicate between field devices [19].

ICS Standards:

1. International Society of Automation (ISA)99

The International Society of Automation (ISA) 99 standards development committee is
responsible for developing ISA standards on industrial automation and control systems security
to ensure that industrial and critical infrastructure are secure. The standard addresses issues
related to [20] include the following:

o Safety for public and employees
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o Loss of public confidence

o Violation of regulatory requirements

o Loss of proprietary or confidential information
o Economic loss

Impact on national security.

(@]

In addition, ISA 99 addresses manufacturing and control systems areas such as:

o Networking, monitoring, and diagnostics of DCS, PLC, SCADA and its related hardware
and software.
o Human Machine Interface (HMI) that provides control or safety and manufacturing
operations functionality to continuous or discreet processes.
2. International Society of Automation (ISA)/International Electrotechnical Commission (IEC)

(ISA/IEC 62443)

The ISA/IEC 62443 is a series of standards that were developed by the ISA 99 committee and
adopted by the International Electrotechnical Commission (IEC). These standards are
specifically designed to address and mitigate current and future security vulnerabilities in ICS.
The standards see cybersecurity as an ongoing process and not as a goal that must be reached.

The key standards in the IEC 62443 series are the following [20]:

o |EC 62443-2-4, a standard that covers the policies and practices for system integration
o |EC 62443-4-1, a standard that covers the secure development lifecycle requirements
o |EC 62443-4-2, a standard that covers the IACS components security specifications

o |EC 62443-3-3, a standard that covers the security requirements and security levels.
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ICS Communication Protocols

There are many communications protocols that are used in SCADA/ICS in comparison with IT
protocols. Different vendors may use standard SCADA/ICS protocols or may develop their own

proprietary protocols. This is a list of some major manufacturers of SCADA/ICS:

o Rockwell Automation
o Siemens

o Schneider Electric

o Honeywell

o General Electric

o Toshiba

o Mitsubishi

Each of one these companies make different products that use different protocols, some of
which are proprietary. Proprietary protocols may add some sense of security, as attackers are
unfamiliar with the structure and weaknesses of these protocols. The major disadvantage of
proprietary protocols is the lack of ability to integrate with other devices in the network.
Integration of these proprietary protocols with other products from other vendors becomes a
big challenge. Many SCADA/ICS protocols work and behave differently from each other, and
that by itself creates a big challenge to integrators and security professionals. A few examples
of the many communications protocols are Modbus, DNP3, Common Industry protocol ((CIP) —

CompoNet, DeviceNet, ControlNet, Ethernet/IP), and Profibus.

The common industry protocol (CIP)
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CIP is a mechanism for organizing and sharing data in industrial devices [21]. It is the core
technology behind ControlNet, DeviceNet, and Ethernet/IP (EIP), and it organizes data objects
with data elements called attributes. Figure 2-10 illustrates how ControlNet, DeviceNet, and

Ethernet/IP share the CIP common layers.
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Figure 2-10. CIP common overview

CIP defines two classes of objects that are used with the protocol. The first class of objects is
referred to as the required objects that are present in every CIP device. One example of a
required object is the identity object that includes vendor, catalog number, and revision

number. All information related to this object can be accessed via a CIP read attribute message.

The second class of objects is referred to as application objects, which reflect how the device
vendor would like to show the application data. The protocol uses two types of messages.
Explicit messages are asynchronous messages using TCP protocol to ensure reliability. An

example would be changing the operational setpoint. Implicit messages, on the other hand, are
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synchronous messages using UDP protocol where another message will be transferred in the

next cycle of communication if a message fails.

Ethernet/IP (EIP)

Ethernet/IP (Ethernet/Industrial Protocol) is a communication protocol that is designed to be
used in an industrial environment to allow industrial devices to exchange time-critical
application information. An example of such devices are the complex control devices, which are
programmable logic controllers, robots, welders, and process controllers. Ethernet/IP uses the
implementation of CIP over an Ethernet, which is built on top of TCP/IP protocol to transport
CIP messages over an Ethernet [21].

The major advantages of Ethernet/IP include interoperability and the support of plug and play
between different devices from multiple vendors, which enables the connections of complex
devices such as drives, robot controllers, bar code readers, and weigh scales without custom
software. Such interoperability results in faster startups and superior diagnostics, as shown in
Figure 2-11, where Ethernet/IP uses a common application layer protocol and shares a common

object library, a common device profile, and a common routing with other protocols.
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Figure 2-11. Ethernet/IP benefits [21]

Ethernet/IP has two types of messaging connections between nodes: explicit messaging with
point-to-point relationships and used to facilitate request-response transaction, and implicit
connections that are used to move applications-specific input/output (I/0) data between one-

to-one or one-to-many relationships.

Ethernet/IP can provide one-to-many communication for the exchange of real-time critical data
such as control data. For example, an Ethernet/IP device can send the same application
information to multiple devices at the same time. It accomplishes this by making use of a CIP

network and transport layers along with IP multicast capabilities.

2.4 The Need for Security

Due to the important role that ICS plays in controlling critical infrastructure processes,
manufacturing companies, and other institutions, there is a great need to secure such devices

and ensure that they run without any interruption. One way to test the systems’ weaknesses
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and finding vulnerabilities is through penetration testing. These tests identify vulnerabilities in
the ICS network and enable us to apply fixes to ensure that IT/OT environments are cyber safe

[22].

2.4.1 CIA Triad of Information Security

The confidentiality, integrity, and availability (CIA) triad model was created to be used as the
baseline standard for any implementation of security systems regardless of the underlying
infrastructure or organization. These three elements are considered the most important in

ensuring security [33], as shown in Figure 2-12 [23].

Figure 2-12. CIA triad of information security

1. Confidentiality

Confidentiality is the principle that controls access to information. It is the ability to hide data
from unauthorized users. Different available algorithms are used to scramble data to allow only
authorized users to access it. An example of confidentiality implementation is in the use of data
encryption. There are two types of encryption algorithms: symmetric ones that allow

encryption and decryption of data using the same key, and asymmetric ones that have two
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keys, a public one that can be used by anyone to encrypt data, and a private one that only
authorized users have and can be used to decrypt data that was encrypted using the paired
public key. Examples of the symmetric algorithms are data encryption standard (DES), triple
data encryption standard (3DES), and advanced encryption standards (AES). Asymmetric

encryption is used to transfer keys.

2. Integrity

Integrity is the protection of data from unauthorized modification, to ensure consistency,
accuracy, and trustworthiness of information that should be sustained over its life cycle. To
achieve integrity in data communication, a hash is calculated and added to a packet. This can be

achieved by using hashing algorithms such as MD5, SHA-1, and SHA-2, among others.

3. Availability

Availability ensures that resources, devices, and information are available to authorized users
when needed. Redundancy, failover, RAID, and clustering are different measures to ensure the

availability of data when needed.

In addition to the CIA triad, other areas that are related to security may be as important as the
ClIA triad. These areas are authenticity, nonrepudiation, and privacy. In the area of ICS, human

safety is paramount [45].

Authenticity

This is the process of identification and authentication of users or processes that are trying to

access the network resources.
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Nonrepudiation

This is the ability to ensure that the originator of a communication or message is the true

sender and owner of the message by using a digital signature that identifies the sender.

Safety

Safety ensures that the controlled process is safe when it starts, as it is working, and when it

is terminated.

2.5 Penetration Testing

Penetration Testing is an action done by security professionals, who are sometimes called

ethical hackers, to identify strengths and weaknesses in the system and exploit vulnerabilities
and loopholes. Security professionals use tools and methods to mimic real hackers’ actions to
test the system. The outcome is a report detailing their findings and their recommendation to

harden the system and make it more cyber secure.

2.5.1 Information Technology (IT) versus Operation Technology (OT) Penetration Testing
Usually in an IT environment, the goal of a penetration tester would be to accomplish three

tasks [13]:

1. ldentify hosts, nodes, and networks.
2. Identify services available such as operating systems and applications related and found
in # 1 above.

3. Identify possible vulnerabilities for services found in # 2 above.
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On the other hand, in an OT network, in addition to being able to run the penetration testing
and accomplish the above-listed tasks, safety, confidentiality, integrity, and availability of ICS

are considered top priorities

Each step listed above has an action plan, scope, tools, and results that are associated with it.
Due to the critical nature of running such tools in production ICS compared with IT, it is
preferred to use passive tools instead of active tools when dealing with production ICS. Table 2-
2 shows a list of tools that can be used in penetration testing of both IT and OT, and the

recommended actions that can be used [24].

Table 2-2: The difference in actions performed for IT and ICS by penetration testing

professionals

Activity Usual Actions related to IT  |Preferred Actions for Production IC5
Identification of hosts, nodes, |Ping Sweep (e.g., Angry IP, |1. Examine CAM tables on switches.
and networks Nmap)
2. Examine router configuration files
or route tables
3. Physical verification {checking
physical cable)
4. Passive listening or IDS (snort,
Burp Suite) on network
Identification of services Port scan (Nmap) 1. Local port verification (e.g.
netstat)
2. Port scan of a duplicate,
development or test system.
Identification of vulnerabilities |Vulnerability scan (e.g., None
within a service Nessus, 155)
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2.5.2 The Five Phases of Penetration Testing

Phase 1: Planning and Reconnaissance

The planning and reconnaissance phase is the longest phase; it sometimes may last for weeks
or months. The first step in the planning phase is defining the scope and goals of the attack,
including the systems to be attacked and the best methods to be used to get the most results.
The second step is to gather intelligence (e.g., type of network and type of hardware and
software used) and may involve Internet searches, social engineering, dumpster diving, domain
name management, search services, and nonintrusive network scanning. Some measures that
can be taken to mitigate the impact of this phase are [25]:

o Prevent the leak of information about the system’s hardware and software used.

o Ensure proper disposal of printed information related to systems used.

o Install and configure the proper local area network (LAN) and wide area network (WAN)

security devices such as firewalls and intrusion detection systems (IPS) that monitor and

deny any scanning attempts of the internal network.

Phase 2: Scanning

Attackers move to this phase once they have enough information from phase 1. Such valuable
information will enable attackers to select the right tools and to work with the given
environment. In this phase, different tools can be used to enable penetration testers to have a
more in-depth understanding of the network, devices (hardware and software), operating
systems and applications used, open port numbers, and any vulnerabilities associated with all

findings. A list of valuable information can be gained in this phase such as:
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o Hardware used

o List of open ports

o List of open services and revision number.

o Different applications and version number depending on the tool used
o Operating systems and version used

o Capturing of data in transit and the ability to capture unencrypted information.

Phase 3: Gaining Access

In this phase, weaknesses found in phase 2 are exploited to gain access to systems.

Phase 4: Maintaining Access

After access, usually attackers will leave a backdoor or a rootkit to maintain access and be able

to get back in again.

Phase 5: Analysis / Covering Tracks

This is the last phase; in this phase, penetration testing professionals write a report with an
analysis of their findings and recommendations to prevent such attacks. In the case of hackers,

usually this is the time to clean logs and cover their tracks.

2.5.3 Incidents Due to Penetration Testing

Performing penetration testing on the ICS production system is very dangerous and should not
be taken lightly. ICS devices were designed, built, and put into production to perform real-time
commands that control real-world processes and equipment. Penetration testing performed on

ICS may affect such a system, giving the wrong commands that, in turn, may cause the process
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or equipment being controlled to perform incorrectly, causing equipment damage, life-

threatening injury, or death.

Some examples of real-life incidents related to penetration testing that show the need for a
testbed penetration testing rather than using the real production network directly for such

testing include [26]:

First Incident:

The first incident happened while scanning an active SCADA network that controlled a 9-foot
robotic arm using a ping sweep. It was noticed that the arm became active and swung around
180 degrees. The controllers of the robot arm were in standby mode before the ping sweep.

Fortunately, the person who was in the room at that time was outside the reach of the robot

arm.

Second Incident:

The second incident happened when a ping sweep was used on the IT network to identify all
hosts connected to the company’s network for inventory purposes. The ping sweep reached the
OT network and end up bringing the systems that controlled the creation of integrated circuits

in the fabrication plant to halt. The outcome was the destruction of wafers worth S50K [26].

Third Incident:

The third incident occurred when a gas utility hired a penetration testing company to conduct a
penetration test on the corporate IT Network [26]. The penetration testing tools were able to

reach the OT network affecting the SCADA system. As a result, SCADA systems were locked up,
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and the gas utility company was not able to send gas through its pipelines for four hours, with a

loss of service to customers.

3 Literature Review and Previous Work

To compare our research with other studies that have been published, we looked at seven

areas:

1. IT/ICS: Was the penetration testing done in IT or OT?

2. Testbed: Did the research use a testbed, and what type of vendors and devices were
used?

3. Protocol: What protocols were used in the research (IT and OT protocols)?

4. List of tools: What penetration testing tools were used?

5. Open-source tools: Were the tools used open-source, commercial, or both?

6. Manual/Automated: Was the penetration testing done manually, automated, or both?

7. Severity score used for ICS: was there any Severity score used for ICS?

3.1 Current Solutions

This section lists the current literature and publications related to manual and automated ICS
penetration testing and how those studies compare with the manual and automated

penetration testing proposed by our research.

3.1.1 SCADA Testbed for Vulnerability Assessments, Penetration Testing, and Incident Forensics
This published research [27] shows a testbed used as an industrial cybersecurity lab at the

Department of Computer Science of Sam Houston State University. It is designed to simulate a
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near-world industrial setting for industrial cybersecurity to address three areas: penetration

testing, vulnerability analysis, and incident forensics, as shown below in Figure 3-1.

Figure 3-1. Original lab setup (left) and current lab setup of systems and network (center and

right)

The lab is used as a testbed for students and researchers interested in ICS security and incident
forensics. A summary comparison between the above research testbed lab and the testbed

used in our research is listed in Table 3-1.
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Table 3-1: Comparison of ICS cybersecurity lab at Sam Houston State University and our

research

Components The above research QOur Research
IT/ICS ICS ICS
Testbed EATCON (PLC, HMI) Rockwell Automation PLC, HMI and ABB Drive
Protocol TCR/IP, MODBUS/ Distributed |TCP/IP, CIP, Ethernet/IP
Network Protocol 3(DNP3)
List of Tools Kali, Wireshark, Nmap, Kali, Nmap, Wireshark, Tshark, TCPdump, Arp-

Metasploit, Forensics software
such as FTK)

scan.

Open-5ource
Tools

Open-source and commercial

Only open-source tools

Manual/Automate

d

Manual attack only

Manual and Automated attack

Severity score
used for ICS

None

Recommendation of a new framework that
include Safety (SAF) Metric and equations to
calculating 1CS Severity CVS5-1C5 for
Vulnerabilities (V), devices (D}, and entire
system (ENV).

3.1.2 A Cybersecurity Analysis of a SCADA System under the Current Standards, Client Requisites,

and Penetration Testing

The aim of the research [28] was to provide guidance by example on how to evaluate and

improve the security of SCADA systems, following both a theoretical and practical approach. In

the theoretical approach, the research addressed four main areas. First, it analyzed and

highlighted standards related to SCADA systems. Second, it suggested and demonstrated an

approach on how to perform an analysis of a generic client’s cybersecurity requisites. Third was

a practical approach that presented a methodology to establish a threat model to help identify

common entry points, desired assists on SCADA systems, and possible attack vectors that could
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allow access to such assets. Finally, the research proposed a penetration testing methodology
that will help validate the attack vector of the threat model. A comparison between the

research mentioned above and our research is summarized in Table 3-2 below.

Table 3-2: Summary comparison between this research and our research

Components This research QOur Research
IT/ICS IC5 ICS
Testhed Mot listed Rockwell Automation PLC, HMI and ABB Drive
Protocol TCP/IP, Distributed Metwork TCP/IP, CIP, Eth P
rotoce Protocol 3(DNP3) I, HNEmE
Tool Kali, Wireshark, Nmap, Kali, Nmap, Wireshark, Tshark, TCPdump, Arp-
oot Ettercap, Metasploit scan.

Open-Source
Only open-source
Tools Only open-source

Manual/Automate

d

Manual attack Manual and Automated attack

Recommendation of a new framework that
include Safety [SAF) Metric and equations to
None calculating 1C5 Severity CV5S-1CS for
Vulnerahilities (V), devices (D), and entire
system [ENV).

Severity score
used for ICS

3.1.3 Automated Penetration Testing Master’s Thesis

This research was done as part of the Master of Science requirements [29]. The researcher
automated a testing application that covers attacks based on IT services such as HTTP, SIP, and
TCP/IP. The objective was to offer a fast, reliable, and automated testing tool for IT services. A

summary of comparison between the above research and our research is shown in Table 3-3.
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Table 3-3: Summary comparison between this research and our research

Components This research Our Research
IT/ICS IT ICS
Testhed IT services Rockwell Automation PLC, HMI and ABB Drive
Protocol TCP/IP TCP/IP, CIP, Ethernet/IP

. Kali, Nmap, Wireshark, Tshark, TCPdump, Arp-
Tools Nmap, Hping

scan.

Open-Source
Tools

Only open-source

Only open-source

Manual/Automate

d

Automated attack (Java)

Manual and Automated attack (python)

Severity score
used for ICS

None

Recommendation of a new framework that
include Safety (SAF) Metric and equations to
calculating 1C5 Severity CVS5-1CS for
Vulnerabilities (V), devices (D), and entire
system (ENV).

3.1.4 ICS/SCADA Security Analysis of a Beckhoff CX5020 PLC

The research [30] addressed security analysis of a Beckhoff CX5020 PLC. Beckhoff CS5020 is a

PLC manufactured by Beckhoff Automation GmbH, a German automation manufacturer. The

PLC runs a Windows CE 6.0 and open standard communication protocols. The research presents

the vulnerabilities of this specific PLC and shows ways to achieve rights to control the PLC

program. A summary of comparison between the Beckhoff CS5020 research and our research is

shown below in Table 3-4.
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Table 3-4: Summary comparison between the Beckhoff CS5020 research and our research

Components Beckhoff C55020 research QOur Research
IT/ICS ICS ICS
Testhed Beckhoff CS5020 Rockwell Automation PLC, HMI and ABB Drive
Protocol TCP/IP TCP/IF, CIP, Ethernet/IP
Kali, Nmap, Wireshark, Tshark, TCPdump, Arp-
Tools Nmap, OpenVAS
scan.
Open-5ource onl onl
Tools nly open-source nly open-source
Manual/Automate
/ Manual attack Manual and Automated attack (python)

d

Recommendation of a new framework that
include Safety (SAF) Metric and equations to
None calculating ICS Severity CVSS-1CS for
Vulnerahilities (V], devices (D), and entire
system (ENV).

Severity score
used for ICS

Table 3-5 below is a list of literature reviews that were found directly related to IT security, OT
security, manual automating penetration testing, and automated penetration testing. Most of
the literature is related to automating penetration testing in the Information Technology (IT)

environment only. Manual penetration testing tools were found in the operational technology

(OT) environment due to safety and availability concerns in such an environment.
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Table 3-5: List of some related literature part 1

Author(s), Title, Journal Year [IT- 0T- 0T-  |IT- |OT- |Problem Description
PenTest |PenTest |Manual]Auto]Auto
5. Krishnan and M. Wei, "SCADA Testhed  [2019 |N ¥ ¥ M [N |Proposed a manual penetration
for Vulnerahility Assessments, Penetration testing using a testhed in a lab
Testing and Incident Forensics," 2015 7th environment
International Symposium on Digital
Forensics and Security (ISDFS), Barcelos,
Portugal, 2019, pp. 1-6, doi:
10.1105/15DF5.2019.8757343.
G. Bonney, H. Hofken, B. Paffenand M. |2015 |N Y Y N |N |Proposed a manual Security analysis
Schuba, "ICS/SCADA security analysis of a of a (55020 PLC made by Beckhoff
Beckhoff CX5020 PLC," International Automation a German manufacturing
Conference on Information Systems company. The paper presents
Security and Privacy {ICIS5P), Angers, 2015, vulnerahilities in this PLC and ways to
pp. 1-6 achieve rights to control the PLC
program and operation system itself,
M. Zineddine, "The dilemma of securing  |2016 |Y Y N N |N |The proposed solution addresses IT vs.
industrial control systems: UAE context” OT. A study that shows the different
2016 International Conference on perception of IT and non-IT staff to
Information Technology for Organizations |CS security, and how the resistance
Development (IT400), Fez, 2016, pp. 1-6 of non-IT staff impacts the level of
coordination in case of cyber war.
Alisherov, F. A., & Sattarova, F. Y. (2005, |2019 |Y N ¥ M |N |Proposing a penetration testing
June). Methodology for Penetration methodology and the importance of a
Testing. policy that should be followed by both
https://citeseer.ist.psu.eduviewdoc/dow the tester and the client to reduce
nload?doi=10.1.1.386.74128&rep=repl&typ financial and confidential disparities.
e=pdf
Duggan, D. (2005). Penetration Testing of |2005 |N ¥ ¥ M [N |The researchintroduces a list of

Industrial Control Systems. Retrieved
September 23, 2019 from

https://energy.sandia.gov/wp-
content/gallery/uploads/sand_2005_2846p

penetration testing tools and
discussion of active vs passive
scanning in penetration testing
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Table 3-6: List of some related literature part 2

Author(s), Title, Journal Year |IT- oT- oT- IT- |OT- |Problem Description
PenTest |PenTest |Manual]Auto]Auto
K. P. Haubris and 1. J. Pauli, "Improving the |2013 |Y N N ¥ [N |The study addresses automation in an
Efficiency and Effectiveness of Penetration information Technology (IT)
Test Automation,” 2013 10th International environment only
Conference on Information Technology:
New Generations, Las Vegas, NV, 2013,
pp. 387-351.
N. Antunes and M. Vieira, "Comparing the |2009 |Y N N ¥ N |The automation in this study is only
Effectiveness of Penetration Testing and discussing IT environment with
Static Code Analysis on the Detection of penetration testing against
5L Injection Vulnerabilities in Web wehservices
Services," 2003 15th [EEE Pacific Rim
International Sympasium on Dependable
Computing, Shanghai, 2009, pp. 301-306
¥. Stefinko, A. Piskozub and R. Banakh, 2016 |Y N N ¥ N |The research discusses benefits and
"Manual and automated penetration drawhack of automating penetration
testing. Benefits and drawbacks. Modern testing as it relates to IT environment
tendency," 2016 13th International
Conference on Modern Problems of Radio
Engineering, Telecommunications and
Computer Science [TCSET), Lviv, 2016, pp.
438-451
1. Zhao, W. Shang, M. Wan and P. Zeng,  |2013 |Y N ¥ N [N |Developing a method to improve the
"Penetration testing automation accuracy and effectiveness of security
assessment method based on rule tree," assessment in general
2015 IEEE International Conference on
Cyber Technology in Automation, Control,
and Intelligent Systems (CYBER],
Shenyang, 2015, pp. 1829-1833
N. A. Almubairik and G. Wills, "Automated |2016 |Y N N ¥ N |Suggesting a methodology to
penetration testing based on a threat automate penetration testing based
model," 2016 11th International on a threat model as it relates to IT
Conference for Internet Technology and
Secured Transactions [ICITST}, Barcelona,
2016, pp. 413-414
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3.2 Conclusion of the Literature Review and Proposed Solution

None of the solutions in the literature addressed the automation part of penetration testing. A
list of areas that were addressed in our research makes it unique and distinguishes it from other

studies that have been done so far in the area of ICS penetration testing. These areas are:

1. Both manual and automated processes of penetration testing were conducted against
ICS testbed.

2. Penetration testing targeted three areas: the operating system, services, and protocols
used on the following specific devices:

a. PLCS: CompactlLogix L30ERM
b. HMI: Rockwell Panel View 7
c. Drives: ABB Drive AC350

3. Created a program in Python to automate penetration testing using the following open-
source tools: ARP-scan, Nmap, Wireshark, Tshark, TCPdump..

4. Conducted scanning of devices for vulnerabilities, captured and analyzed data, analyzed
protocols output, and attacked ICS devices using passive and active man-in-the-middle
attack (MITM).

5. Created a new framework (CVSS-ICS) by adding safety as a key metric to calculate

severity scoring for vulnerabilities, devices, and the entire ICS system.
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4 Research Goals and Objectives

Motivated by the need to secure ICS systems, and performing cybersecurity analysis using
penetration testing on such devices, the broader goal of this research to build penetration
testing frameworks, both manual and automated and recommend a new framework for
calculating the severity score for ICS vulnerabilities, devices, and the whole ICS system Four

objectives were used to achieve this goal.

Objective 1: An OT-based testbed of PLCs (Programmable Logic Controllers), HMIs (Human
Machine Interfaces), motor drives, and the expected embedded network devices that enable
connectivity was built to emulate a real manufacturing environment. In addition, special

security VMs (Virtual Machines) will be included in the OT testbed.

Objective 2: Manual penetration testing was done against the ICS network using the open-

source tools that are used by many IT security professionals and hackers.

Objective 3: Software was created to automate the manual production testing process. In
addition to automating the process of sequential security tool implementation at the end-
device level, the processes of security data acquisition, analysis, and security report generation

will also be automated.

Objective 4: A recommended framework of a new severity scoring system: Common
Vulnerability Scoring System for Industrial Control System (CVSS-ICS), which takes into account
the importance of safety as a key metric in addition to confidentiality, integrity, and availability
in calculating the severity of a single vulnerability, an individual ICS device, or the entire ICS

system.
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Due to the sensitivity and sometimes unpredictable results of using penetration tools to test
critically connected ICS devices in manufacturing environments, this research built, configured,
and analyzed the validity of the proposed frameworks on an isolated testbed as opposed to a

real manufacturing environment.

5 Research Methodology

The list of devices to be used in this research are:

1. Rockwell Automation Programmable Logic Controller (PLC): MicrolLogix — 1769 -
L30ERM/A
2. Rockwell Automation Human Machine Interface (HMI): PanelView Plus 7 1000 DLR

3. ABB Industrial Systems AC Drive: AC350

A Python program was developed to automate the penetration testing process using open-

source tools (scanning, capturing, and vulnerability assessment).

5.1 Configuration of the Manual and Automated Penetration Testing

5.1.1 List of Hardware Devices Used

As shown below in Figure 5-1 to 5-9, the ICS testbed consists of the following devices:

1. The main laptop, IP address 192.168.1.109, has a connection to the Internet and running
VirtualBox [31]; the virtual machine (VM) software needed to create the attack virtual
machine.

2. An attack VM, a specialized Linux machine with open-source tools called Kali [32]. The IP

address for this machine is 192.168.0.15
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A Windows 10 operating system with an IP address of 192.168.0.30.

An Ubuntu Linux machine with an IP address of 192.168.0.25

Rockwell CompactLogix L30ERM PLC with an IP address of 192.168.0.110
Rockwell PanelView Plus 7 (HMI) with an IP address of 192.168.0.120
ABB drive AC350 with an IP address of 192.168.0.100

Netgear HUB that connects all devices using an Ethernet cable.

Windows 10
IP=192.168.0.30

Attack VM
1P=192.168.0.15

Main Laptop
IP=192.168.1.109 (Internet )
B |
ith =
i

Ubuntu Linux
1P=192.168.0.25

b =

.

o .
CompactLogix L30ERM - PLC PanelView Plus 7 ABB Drive AC350
1P=192.168.0.110 1P=192.168.0.120 Controlled Motor IP=192.168.0.100

Figure 5-1. ICS testbed with the devices used and their assigned IP addresses
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Figure 5-2. Main laptop and Kali VM used to scan, capture, and run the penetration testing
program
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Figure 5-3. Shows the IP address of the Kali virtual machine
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Figure 5-4. ICS testbed, including PLC, HMI, ABB drive, laptops including Kali VM
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Figure 5-5. Rockwell HMI panel view plus 7
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Figure 5-7. ICS testbed showing connection to the rest of the devices
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Figure 5-9. Netgear HUB that connects the ICS testbed

56



5.1.2 Penetration Testing Tools Used

1. ARP-scan

Address resolution protocol (ARP) is a protocol that is used in networking to map MAC
addresses to IP addresses. ARP-scan uses the ARP protocol, which is used as a
penetration testing tool. ARP-scan is an open-source tool that was developed by Roy
Hills. The tool needs to access the network at layer 2 (link layer) to extract and display
information about the network devices that are connected to the network. To run the
ARP-scan command, root privilege is needed. Users either need to log in as root or use
the “sudo” command to be able to run the command successfully. The tool sends ARP
packets to the hosts on the same local area network and collects and displays their
related IP addresses, media access control (MAC) addresses, and vendor name. The tool
was very helpful in our research in performing the initial reconnaissance of all LAN
attached devices and finding out the vendor to which they belong. Some of the tags

used with the ARP-scan are shown in Table 5-1 below.
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Table 5-1: List of tags used in the ARP-scan command line

Tag Description
-i Network interface to use
--localnet or -I Find list of targets from the outgoing
interface address and netmask
-rtt or -D Display the packet round-trip time
-verbose or -v Display extra debugging information

1. Nmap

Nmap is an open-source powerful scanning tool used for network discovery and security
auditing. It is mostly used by network and security professionals, as well as hackers [33].
Nmap is designed for an IT environment but also can be used for OT with caution. It uses

raw IP packets to determine what hosts exist on the network, what services are running

on the hosts, and what operating systems are used.

2. Tcpdump

Tcpdump is a command-line packet capture utility that is included with most UNIX and
Linux operating system distributions [34]. It has a limitless possibility with capture and

display filter expressions. An example list of flags that are used with the tcpdump

command line is shown in Table 5-2 below.
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Table 5-2: Commonly used tcpdump flags

Flags

Description

-l <interface>

Listen on <interface> . example -i ethO

Do not perform reverse DNS resolution on IP

addresses

-w <filename>

Save capture in pcap format to < filename>

Snap length: Amount of data to be captured from

each frame

-c <# of packets>

Exit after receiving a specific number of packets

-p Do not put the interface in promiscuous mode
-v Verbose output
-e Display source and destination MAC addresses and

VLAN tags

3. Wireshark/Tshark

Wireshark/Tshark is an open-source traffic analyzer. An essential tool for any network or
security professional, it is used to capture traffic and troubleshoot problems related to
data communication. Wireshark is the graphical application, whereas Tshark is the

command line application. Both Wireshark and Tshark were used in this research to

capture and display unencrypted traffic used by ICS devices [35].
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4. Common Vulnerabilities and Exposures (CVE)
Common Vulnerabilities and Exposures (CVE) is a list of entries that contains an
identification number, a rank of impact, a description, and at least a one public
reference [36]. A copy of a CVE database was downloaded and used in this research to
look up vulnerabilities related to ICS scans during the automated penetration testing

process.

5. Automated Program

A Python program was written to automate the penetration testing process. Appendix C
shows the code of the program. The program flowchart is shown Appendix A and consists of

the following sections:

1. The main program that has the main menu and all the 18 options that can be divided
into the following main topics:
a. Simple scan
b. Advanced scan
c. CVE database lookup
d. Hardware information
e. Traffic capturing

2. Function ReportSummaryOpenPort()
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A function that scans open ports and reports any unsecured ports to be added to the
recommendations.

Function Report SummaryServices()

A function that scans all nodes, and identifies all services running, including name,
version, and port to be used as the CVE database is searched for vulnerabilities.
Function ReportSummaryQOS()

A function that scans all nodes and identifies operating systems used including
version number to be used against the CVE database.

Function ReportSummarylntenseScan()

A function that scans all nodes, including all 655235 ports; it will use Nmap to scan
for all TCP, UDP, and OS for information.

Function ReportSummaryLowComperhensive()

A function that scans all nodes, including all 655235 ports; it will use Nmap to scan
for all TCP, UDP, and OS, including different scripts and Internet information to find

out more information.

7. Function Hardwarelnfo()

A function that detects information related to ICS hardware used such as: Type,

vendor, product name, serial number, product code, and revision.

8. Function ReportSummaryOfCapturedTraffic()

A function that will list specific information related to captured packets such as: source

and destination MAC, IP, and port number.
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9. CVE database

The testbed in this research is isolated from the Internet, so a local copy of the CVE

database was impo

automated program. The automated program was designed to search for

vulnerabilities using any name, number, or a string and extract related information

from the database,

vulnerability. The results of searching the CVE database were used to create the final

recommendation gi

5.1.3 Manual Penetration Testi

rted in json format from a CVE website [36], to be used by the

such as CVE ID, severity, impact, and description of the

ven by the automated program.

ng Flowchart

7

Start the tool against an ICS device

v

Monitor the status of all ICS devices for
errors or malfunction

N

Collect results

N

.

Analyze results for vulnerabilities and
weaknesses using the internet and CVE
database

N

s

~
Populate tables according to results and
scoring used

N

Create report with recommendations

Figure 5-10. Manual penetration testing flowchart
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5.1.4 Automated Penetration Testing Flowchart

s ™
The pen tester will start the program
\. J
' 4’ o
The pen tester will select an option from the
menu
. >
\ 4
g %
The program will start the penetration
testing tool
. 3 >y
\ 4
g 0
The program will collect results

h 4
The program will analyze results for
vulnerabilities and weaknesses using the
\Conﬁgured ports and Local CVE database}

Y

(- ™
The program will generate results with
recommendations
. /
\ 4
s N

The pen tester will populate tables
according to results and scoring used

Figure 5-11. Automated penetration testing flowchart

5.2 Manual Penetration Testing Results and Analysis

Steps taken to conduct manual penetration testing:

1. Launched the tool against each device in the ICS testbed.
2. Collected screenshot output from the tool.

3. Continuously monitored the status of the ICS system.
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4. Analyzed data for vulnerabilities and weaknesses.

5. Data was collected for the following two areas and tables were created:
a. ICS: (safety, confidentiality, integrity, and availability)
b. Process: (efficiency, effectiveness)

6. Report recommendations were made regarding the output.

In the manual process, ran 15 tests were run. Data from each test were collected in addition to
screenshots of results, as shown in Figures 5-11 to 5-48. Listed in these figures are the type of
penetration testing done, commands used, the output from each command, and an analysis of

each output.

5.2.1 Network Scan
Using the ARP-scan tool, the resulting scan is shown in Figure 5-12 below. The output shows the

following information:

a. The IP address of the attacking device; in this case, it is the kali machine using ARP-scan.
b. The output of all existing devices on the network, including their version 4 IP addresses,
MAC addresses, and the list of vendors that manufactured these devices, such as ABB

and Rockwell.
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rafat @kali-1: ~

File Actions Edit View Help

:~§ sudo arp-scan ~local
Interface: ethd, type: EN1OMB, MAC: 8:00:27:e9:30:ab, IPv4: 192.168.0.15
Starting arn-scan 1.9.7 with 266 hosts (httos://github. com/rovniiis/arn-scan)
192.168.0.25  34:17:eb:66:da:éb Dell Inc.
192.168.0.30  Sk:ee:75:31:2e:ed Wistron InfoComm(Kunshan)Co.,Ltd.
192.168.0.100 00:1c:01:00:10:50 ABB Oy Drives
192.168.0.110  f4:54:33:a1:1b:d@ Rockwell Automation
192,168.0.120  £4:54:33:51:ef:69 Rockwell Automation

1 ya\.;\cn feCeiveu i:y l.i.\Ll'l, v pa\.;\cn dwypﬂj hy RELIEL
Ending arp-scan 1.9.7: 256 hosts scanned in 2.069 seconds (123.73 hosts/sec). 5 responded

41

Figure 5-12. Result of ARP-scan

5.2.2 The Output of a Fast Scan
The fast scan of the ICS system using Nmap is shown in Figure 5-13 below. The output shows

the following information:

a. The command used to perform the fast scan on the ICS system.

b. The IP address of the target device, which in this case is the ABB drive with an IP address
of 192.168.0.100.

c. The only port that shows as open using this scan is TCP port 80 (HTTP), which is a
nonsecure port. This port allows a client to connect to the ABB drive over non-secure
communication.

d. The IP address of this machine is 192.168.0.110, which is the Rockwell PLC.

e. The IP address of this machine is 192.168.0.120, which is the Rockwell HMI.
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f. The list of ports that shows open using this scan is TCP port 80 (HTTP), which is not
secure; TCP port 21 (FTP), which is not secure; TCP port 443 (HTTPS), which is a secure

port; and port TCP 631 (IPP), Internet printing protocol (IPP) [37].

rafat@kali-1- ~
File Actions Edit View Help a

:~%$ nmap -n -F 192.168.0.100
Sepoeine tane 3 S 3 € ) ac 2020-07-12 07:52
Nmap scan report for 192.168.0.100
D s e S T b
Not shown: 99 closed ports
PORT STATE SERVICE c
80/tcp open http
Nmap done: 1 IP address (1 host up) scanned in ©.11 seconds
$ nmap -n -F 192.168.0.110
Startina Mman 7 Q0 [ httne-//nman org ) at 2020-07-12 07:52
Nmap scan report for 192.168.90.110
S T T OT SOV T 3%

Not shown: 99 closed oorts d
PORT STATE SERVICE e

80/tcp open htep

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds
$ nmap -n -F 192.168.0.120
spsdloman.org ) at 2020-07-12 07:52

AUSC
Mot _<hown- 96

PORT STATE SERVICE
21/tcp open ftp
80/tcp open http
443/tcp open https
631/tcp open dipp

Mikap COfE: 1 AP auuress L4 host up) scanned in 0.08 seconds

Figure 5-13. Result of a fast scan using Nmap

5.2.3 The Output of the Host/Port Individual Scan
The output of scanning the ICS system using Nmap is shown in Figure 5-14. The command can
be used to include the target IP address and the specific port number to be tested. The output

shows the following information:

a. The tool and command used to perform the specific scan. In this case, we are targeting
the PLC and port 80.

b. Result shows that port 80 is open.

c. Scanning the HMI and port 80.
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d. Result shows that port 80 is open.

e. Scanning the ABB drive and port 80.

f. Result shows that port 80 is open.

g. Scanning the ABB drive and port 21.

h. Result shows that port 21(FTP) is closed.
i. Scanning the HMI and port 21.

j.  Result shows that port 21(FTP) is open.

rafat@kali-12 ~
File Actions Edit View Help

110
Al =0Z@-97-12 @F:57 C

215 Latency)

PORT  STATE SERVICE
ee/tcp open htzp

Mmap done: 1 IP address (1 host canned in @.86 seconds
;% nmap -n -p 88 19 5.0.120
Starting Nmap 7 al £ws0-87-12 @F:57

Host is wup (9.9820s5 latenc

PORT STATE SERVICE
so/tcp eopen himp

Mmap dome: 1 IP = d_dn @8.87 seconds
=% a

Starting Mmap 7.4 ~ L 2B -07-12 8F:57

Mmap scan report for

Host is wup (9.@@13s5 1

PORT STATE SERVICE
g@/tcp open htep

Mmap dome: 1 IR addrass ol in 9.07 seconds
1~% nmap -=n =

Starting Mmap 7.5® ¢ mrrp - J at Ze20-87-12 @87:57

Mmap sScan report for 192.

Host is up (@8.0@12s Laten

PORT  STATE SERVICE
21/tcp closed ftp

Wmap done: 1 IP_addre=s (1 Aanned_in @.86 seconds
3 nmap =n =p [0 W]

Starting Mmap 7.% P - CTEI20-07-12 @7:58

Mmap scan report for 152.16

Host is wp (©.0@12s5 lLatency

PORT  STATE SERVICE
21/tcp open Ftp

Mmap dome: 1 IPF address {1 host wp) scanned in @.88 seconds

Figure 5-14. Result of selected scan using Nmap

5.2.4 The Output of the TCP Scan
The output of scanning the PLC for all TCP ports (1 — 65535) using Nmap is shown in Figure 5-15

below. The output of the scan is:
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a. The Nmap command that is used to scan TCP ports on the PLC.

b. The scan is going through all 65535 TCP ports to find out which port is open.

c. The output shows two ports that are open on the PLC using this scan: Port 80 (HTTP)
and port 44818 (Ethernet/IP), used for communication by the PLC and other ICS devices

on the network.

rafat@kali-1: ~
File Actions Edit View Help

1% 'sud p -n -S5 -T4 -v -p 1-65535 192.168.0.11@
[sudo] password fszezafate
Starting Nmap 7.80 ( https://nmap.org ) at 2020-87-12 08:82 COT
Initiating ARP Ping Scan at 08:02
Scanning 192.168.0.110 [1 port]
Completed ARP Ping Scan at @8:02, @.03s elapsed (1 total hosts)
Initiating SYN Stealth Scan at Q8:@82
Scanning 192.168.0.110 [65535 ports)
ULSCUVEreu upen porc se/ LCp ofl 1v.Z.108.0.110
Discovered open port 44818/tcp on 192.168.0.11@
Completed SYN Stealth Scan at 88:82, 13.57s elapsed (65535 total ports)
Nmap scan report for 192.168.0.110
Host is up (@.0@34s latency).
Not shown: 65533 closed ports
PORT STATE SERVICE
80/tep open http
44818/tcp open EtherNetIP-2
MAC AQOress: Fé4:54:33:A1:18:08 (Rockwell Automation)

Read data files from: /fusr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 13.84 seconds
Raw packets sent: 65536 (2.884MB) | Rcvd: 65536 (2.621MB)
Y |

Figure 5-15. Results of all TCP ports scan for the PLC

The output of scanning the HMI for all TCP ports (1 — 65535) using Nmap is shown in Figure 11-

16 below. The output of the scan is:

a. The Nmap command that is used to scan TCP ports on the HMI.

b. The scan is going through all 65535 TCP ports to find out which port is open.
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C.

The output shows seven ports that are open on the HMI using this scan. In addition to
ports shown in previous scans, such as port 21(FTP), port 80 (HTTP), port 443 hypertext
transfer protocol(HTTPS), port 631(IPP), and port 44818(Ethernet/IP), the TCP scan
discovers two new ports that are open. The first one is port TCP 5120, which, according
to the IANA website [58], is called Barracuda Backup protocol. The second open port is
TCP 5241, a port for which Nmap could not find the service it belongs to. No reference

to this port is on the Internet.

rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap -n -s5 =Tk =-v -p 1-65535 192.168.0.120
starting Nmap 7.8@ ( https://nmap.org ) at 2020-87-12 @8:82 CDT
Initiating ARP Ping Scan at 08:02
Scanning 192.168.6.12@ [1 port]

Completed ARP Ping Scan at 08:02, 0.04s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 08:82

Scanning 192.168,0.120 [65535 ports]

U1ScOoverea open port 443/TCp on 1¥Z.1b8.0.120
Discovered open port 88/tcp on 192,168.9.129
Discovered open port 21/tcp on 192.168.0.120
Discovered open port 631/tcp on 192.168.0.120
Discovered open port 44818/tcp on 192.168.9.120
Discovered open port 5241/tcp on 192.168.0.120
Discovered open port 5128/tcp on 192.168.8.129
Completed SYN Stealth Scan at 08:02, 5.965 elapsed (65535 total ports)
Nmap scan report for 192.168.8.120

Host is up (0.0019s latency).

Not shown: 65528 closed norts

PORT STATE SERVICE

21/tcp open ftp

88/tcp open http

443/tcp open https

631/tcp open ipp

5128/tcp open barracuda-bbs

5241/tcp open unknown

44818/tcp open EtherNetIP-2

MAL AUULESS: ri4.o4.35.94.er-09 (Rockwell Automation)

Read data files from: fusr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 6.20 seconds
Raw packets sent: 65536 (2.884MB) | Rcvd: 65536 (2.621MB)
Y |

Figure 5-16. Results of all TCP ports scan for the HMI
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The output of scanning the ABB Drive for all TCP ports (1 — 65535) using Nmap is shown in

Figure 5-17 below. The output of the scan is:

a. The Nmap command that is used to scan TCP ports on ABB drive.
b. The scan is going through all 65535 TCP ports to find out which port is open.

c. Two ports were found open, port 80 and 4818, the same as previous in scans.

As a result of the TCP scan, the ABB drive completely stopped with message Fault-28; as a

result, the motor stopped running.

rafat@kali-1: ~
File Actions Edit View Help

:~% sudo nmap -n -55 -T& -v -p 1-65535 192.168.0.100
Starting Nmap 7.808 { https://nmap.org ) at 282@-87-1Z @8:@6 COT
Initiating ARP Ping Scan at @8:06
Scanning 192.168.8.1280 [1 port]
Completed ARP Ping Scan at @8:06, 0.84s elapsed (1 total hosts)
Initiating SYN Stealth Scan at @B:i@6
Scanning 192.168.8.1088 [65535 ports]
piscovered Open port BU/TCp on 192.168.0.100
Discovered open port 44818/tcp on 192.168.0.188
Completed SYN Stealth Scan at @8:@7, 19.565 elapsed (65535 total ports)
Nmap scan report for 192.168.0.188
Host is up (9.80265 latency)
Mot shown: 65316 closed ports, 217 filtered ports
PORT STATE SERVICE
B/tcp open http
4£4818/tecp open EtherNetIP-2
MAC Address; 0@:1C:01:00:10:50 (ABE Oy Drives)

Read data files from: fusrfhinf,,fsharefnmap
Mmap done: 1 IF address (1 host up) scanned in 19.87 seconds
Raw pitkets sent: 66174 (2.912MB) | Rewd: 65319 {(2.513MB)
i~3

Figure 5-17. Results of all TCP ports scan for the ABB drive

The ABB drive failed, as shown in Figure 5-18 and Figure 5-19 below:
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Figure 5-19. ABB drive error with “FAULT 28"

71

START
STOP
IREVERSE
ACC/DEC 2

- |PRESET SPD

PRESET SPDi

)i+ [OUTPUT

FREQUENCY

. |ouTPUT

5. CURRENT

READY

QlN



5.2.5 The Output of the UDP Scan

The output of scanning the PLC for all UDP ports (1 — 65535) using Nmap is shown in Figure 5-20

below. The Nmap command is used to scan all 65535 UDP on the PLC. The output shows six

UDP ports that were not shown before using previous scans.

a.

Port 68/udp (dhcpc) belongs to a service bootpclient. This is a bootstrap protocol client
used by a client to obtain dynamic IP addressing information from a DHCP server. There
is no need for this port to be open, and it should be disabled, as all PLCs should have
static IP assighnments.

Port 161/udp (SNMP) is used by simple network management protocol (SNMP) and is
used by various network devices and applications to communicate management and
logging information. SNMP v3 uses encrypted communication, where SNMP v1 and v2
are clear text and should not be used.

Port 319/udp (ptp event message) using Precision Time Protocol (PTP) and Port 320/usp
(general message) are both used to synchronize the clock of a network client with a
server similar to network time protocol (NTP), but PTP is mainly used in LAN with
devices that require precision timing more than NTP, usually in the range of tens of
microseconds to tens of nanoseconds and explained in the specification IEEE 1588 [38].
Port 2222 /udp (msantipiracy): the port name is Rockwell csp2; AB/Ethernet is a legacy
protocol that only works on non-CIP messaging.

Port 44818/Ethernet/IP-2 is used for Ethernet/IP messaging between ICS devices.

Communication for this port is in clear text.
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rafat@kali-1: ~
File Actions Edit WView Help

:~% sudo nmap -n -sU =Té -v -p 1-65535 192.168.8.11@

Starting Nmap 7.ov & NUIPS:// MWAp.0rg ) at Ludv-w/-1< WH:ll W1
Initiating ARP Ping Scan at @88:11
Scanning 192,168.0.110 [1 port]
Completed ARP Ping Scan at 88:11, &.84s elapsed (1 total hosts)
Initiating UDP Scan at @8:11
Scanning 192.168.9.110 [65535 ports]
Completed UDP Scan at 88:12, 24.665 elapsed (65535 toral ports)
Nmap scan report for 192.168.8.118
Host is up (9.008605 latency).
Mt ehnwn: ARSI rlnead narfe

STATE SERVICE

Ei&fudp open |filtered dhcpc

1161/udp  open|filtered snmp

lSl?}udp open (filtered ptp-ewvent

' 320/udp  open|filtered ptp-general

1 2222/udp open |filtered msantipiracy

| 44818 /udp open |filtered EtherNetIP-2

| MAC Address: F4:54:33:A1:18:00 (Rockwell Automation)

Read data files from: /usefbin/../share/nmap
Mmap done: 1 IP address (1 host up) scanned in 24.99 seconds
Raw packets sent: 65542 (1.838MB) | Revd: 65530 (3.673MB)
- |

Figure 5-20. UDP scan of PLC shows all UDP ports found

The output of scanning the HMI for all UDP ports (1 — 65535) using Nmap is shown in Figure 5-
21 below. Nmap command was used to scan all 65535 UDP on the HMI. The output shows
three UDP ports that were not shown before using previous scans in addition to port

44818/udp(Ethernet/IP). A list of ports discovered is:

a. Port 137/udp (NetBIOS-ns) is Windows NetBIOS name service. udp NetBIOS name query
packets are sent to this port to ask for NetBIOS name. This port usually runs on a
Windows machine or systems running Samba (SMB).

b. Port 138 / udp (NetBios-dgm) report open or filtered is Windows NetBIOS datagram

service. It allows datagrams to be exchanged between machines, which allows access to
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shared resources such as files and printers. This port usually runs on a Windows
machine or systems running Samba server message block protocol (SMB).

c. Port 1900/udp upnp, universal plug and play, is used by Microsoft simple service
discovery protocol (SSDP) to enable discovery of UPNP devices. It runs by default on
WinXP and creates an immediately exploitable security vulnerability for any network-
connected system. The status for this port is open/ filtered to prevent any security

issues.

rafat@kali-1: ~

File Actions Edit View Help

:~§ sudo nmap -n -sU -Té -v -p 1-65535 192.168.0.120
Starting Nmap 7.ow ¢ TIPS //map. 0rg ) at £040-0/-1<4 W0il3 LUl
Initiating ARP Ping Scan at @8:13
Scanning 192.168.0.120 [1 port]
Completed ARP Ping Scan at 98:13, 0.@4s elapsed (1 total hosts)
Initiating UDP Scan at ©8:13
Scanning 192.168.8.120 [65535 ports]
Discovered open port 137/udp on 192.168.8.120
Completed UDP Scan at @8:13, 8.75s elapsed (65535 total ports)
Wmap scan repert for 192.168.0.120
Host is up (@.00205 latency).
Nat shown' R5R31 clased norts
PORT STATE SERVICE
137/udp  open netbios-ns
138/udp open|filtered netbios-dgm
1908/udp open|filtered upnp
44818/udp open|filtered EtherNetIP-2
MAC Address: F&:54:33:51:EF:69 (Rockwell Automation)

Read data files from: Jusr/bin/../shara/nmap

Wmap done; 1 IP address (1 host up) scanned in 9.12 seconds .
Raw packets sent: 65539 (1.838MB) | Revd: 65533 (3.673MB)
e |

Figure 5-21. UDP scan of HMI

The output of scanning the ABB drive for all UDP ports (1 — 65535) using Nmap is shown in

Figure 5-22 below.
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a. The Nmap command scanned all 65535 UDP of the ABB drive.

b. The output shows that all UDP ports are closed on the drive.

rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap =n =sU -Té =v =p 1-65535 192.168.0.100
Starting Nmap 7.0 \ 1LLPS.//1iMdp.ULY ) dL Z0i0%0/=1L 00:13 LUI
Initiating ARP Ping Scan at 08:13
Scanning 192.168.0.100 [1 port]
Completed ARP Ping Scan at @8:13, 0.05s elapsed (1 total hosts)
Initiating UDP Scan at 08:13
Scanning 192.168.0.100 [65535 ports]
UDP Scan Timing: About 2.41% done; ETC: 08:35 (0:20:53 remaining)
UDP Scan Timing: About 26.66% done; ETC: 08:17 (0:02:48 remaining)
UDP Scan Timing: About 62.18% done; ETC: 08:16 (0:00:55 remaining)
Completed UDP Scan at 08:15, 116.82s elapsed (65535 total ports)
Nmap scan report for 192.168.0.100
Uaes de un /0 00000s Tatanaun)
ALl 65535 scanned ports on 192.168.0.100 are open|filtered (65461) or closed (74)
MAC Address: 00:1C:01:00:10:50 (ABB Oy Drives)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 117.10 seconds
Raw pickets sent: 131034 (3,674MB) | Revd: 112 (6.244KB)
i~$

Figure 5-22. UDP scan of ABB Drive

The rest of all manual penetration testing results can be found in appendix B.

5.3 Automated Penetration Testing Results and Analysis

Since the same commands were used, the results below shown in Figures 5-23 to 5-36 gave the
same output as the manual one. The main differences that were found in the automated

process over the manual process are the following:

a. Ease of use in executing the automated process.

b. Very efficient in selecting the option and executing the desired task.

c. Safety, by eliminating human errors in typing the long commands.

d. The ability to link automatically to the vulnerability database and retrieve the result.
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e. Automated penetration testing is much faster and more accurate in finding what we are
searching for compared with humans in large data files, such as log or output of a scan
files.

f. We ran the automated program 15 times and collected screenshots and needed data.

This is the list of steps taken to run the automated penetration testing process:

1. Start the program.

2. Select the option of choice.

3. Continuously monitor the status of the ICS system.

4. Collect screenshot output from the tool.

5. The program will analyze data for vulnerabilities and weaknesses.

6. A recommendation will be generated automatically at the end of the scan.

Starting the automated program displayed the main menu, as shown below. The program has
five main areas: simple scan, advanced scan, CVE database, hardware information, and traffic

analysis, as shown in Figure 5-23 below.
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rafat@kali-1: ~
File Actions Edit View Help

Please select op
Simple Scan:
. biscover all live hosts IP addresses, MAC Addresses, and Vendor name
. Perform a Fast Scan of all live hosts - well known ports only
. Perform Scan for a specific host/ports number
.+ Run #dkawkia Simple Ping Scan
. Scan TCP ports
. Scan UDP ports
. Services version number
. Detect Operating system of all devices

Advanced Scan - Warning:
7. Liiteniae svan - waining
1@8. Slow comperhensive scan - Warning

CVE Database:
11. Searcn the Securit Database for vulenrability informaiton

Hardware Informaiton:
12, Speunc node
13. All nodes

Traffic Analysis:
. Lapture trarfic a selected node, port, direction (src, dst, both) and a number of packets
. Capture traffic a selected node, protocol ( tcp, udp, cip), port, and a number of packets
. Capture traffic for a selected node, and display the structure of all packets
. Capture traffic a selected node, All ports, and a number of packets
. Capture traffic all nodes, and a number of packets
Exit

Figure 5-23. Program main menu

5.3.1 Option 1: Scan All Available Nodes
We started by selecting option 1 to discover all hosts on the network as part of the
reconnaissance process. The output showed all nodes on the network with their related IP,

MAC, and vendor name, as shown in Figure 5-24 below:
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rafat@kal
File Actions Edit View Help

Menu 1 has been selected

List of all hosts IP and Vendor

Interface: eth®, typ EN1BMB, MAC: :100:27:29:30:ab, IPv&: 192.168.0.15
Starting arp-scan 1.9.7 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.0.108 (1] @1:00:10:50 ABB Oy Drives

192.168.0.118 f4 33:a1:1b:de Rockwell Automation

192.168.0.120  f4:54:33:51:ef:69 Rockwell Automation

10 packets received by filter, @ packets dropped by kernel
Ending arp-scan 1.9.7: 256 hosts scanned in 2.027 seconds (126.3@ hosts/sec). 3 responded
[}

Please select option to run
Simple Scan:
1. Discover all live hosts IP addresses, MAC Addresses, and Vendor name
2. Perform a Fast Scan of all live hosts - well known ports only
. Perform Scan for a specific host/ports number
. Run *##xxx#xa Simple Ping Scan
. Scan TCP ports
. Scan UDP ports
. Services version number
. Detect Operating system of all devices

Advanced Scan - Warning:
9. Intense scan - Warning
16. Slow comperhensive scan - Warning

CVE Database:
11. Search the Securit Database for wulenrability informaiton

Hardware Informaiton:
12. Specific node
13. All nodes

Traffic Analysis:
. Capture traffic for a selected node, port, direction (src, dst, both) and a number of packets
. Capture traffic for a selected node, protocol ( tcp, udp, cip), port, and a number of packets
. Capture traffic for for a selected node, and display the structure of all packets
. Capture traffic for a selected node, All ports, and a number of packets
Capture traffic for all nodes, and a number of packets

Enter your choice [1-9]: I

Figure 5-24. Selecting option 1 in the program

5.3.2 Option 2: Perform Fast Scan
Option 2 was selected from the main menu, which gave us a fast scan of all nodes on the

network, as shown in Figure 5-68 and Figure 5-25 below.
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Enter your choice [1-9]: 2
Menu 2 has been selected
This 1s a Fast scan »f the all hosts on the network

List of Available IP addresses to scan:
192.168.8.25

192.168.8.30

192.168.08.100

192.168.0.110

192.168.0.120

Output scan of all the above IP addresses

Starting Nmap 7.8@ ( https://nmap.org ) at 2028-87-12 12:11 CDT
Nmap scan report for 192.168.0.25

Host is up (8.08077s latency

ALl 100 scanned ports on 192,168.8.25 are filtered

MAC Address: 34:17:EB:66:DA:4B (Dell)

Nmap scan report for 192.168.8.30

Host is up (0.00093s latency).

All 188 scanned ports on 192.168.8.3@ are filtered

MAC Address: 54:EE:75:31:2E:EA (Wistron InfoComm(Kunshan)Co.)

Nmap scan report for 192.168.8.100

HOST 15 Up (U.6WZ8s Latency).

Not_shown: 89 closed ports

PORT STATE SERVICE

80/tcp open http

MAU Address: ©e:1C:@1:v0:10:50 (ABB Oy Drives)

Nmap scan report for 192.168.0.118

HOST 15 Up (U.6wZ/s Latency).

Not_shown: 99 closed ports

PORT  STATE SERVICE

80/tcp open http

MAC Address: F4:54:33:A1:1B:D® (Rockwell Automation)

Nmap scan report for 192.168.0.120
HOST 15 Up (.6v155 Latency).
Not shown: 96 closed ports

Figure 5-25. Selecting option 2 from main menu

The remainder of the scan is shown in Figure 5-26 below, including a recommendation report

that shows a warning for any use of nonsecure ports.
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MAC Address: @0:1C:01:00:10:50 (ABB Oy Drives)

Nmap scan report for 192.168.0.110

Host is up (0.0027s latency).

Not_shown: 99 closed ports

PORT  STATE SERVICE

80/tcp open http

MAC Address: F4:54:33:A1:1B:D@ (Rockwell Automation)

Nmap scan report for 192.168.0.120

HOST 15 Up (U.Ww15S Latency).

Not_shown: 96 closed ports

PORT STATE SERVICE

21/tcp open ftp

88/tcp open http

443/tcp open https

631/tcp open ipp

MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Nmap done: 5 IP addresses (5 hosts up) scanned in 2.48 seconds

gt deded ook doodek ko kek ke deok ook deke ek b ok dek ok et dek o b ke ek ok ke o e ek e ook e e e e ek ok
Report summary and recommendation == this may take a few minute to be done
List of Open, Closed, and Filtered port

Nmap scan report for 192.168.0.25
Line 4: All 100 scanned ports on 192.168.0.25 are filtered
Nmap scan report for 192.168.0.30
Line 9: ALl 100 scanned ports on 192.168.08.3@ are filtered
Nmap scan report for 192.168.0.100
Line 16: 80/tcp open http
Warning - Nont Secure Port- Line 16: 8@/tcp open http
Nmap scan report for 192.168.0.110
Line 23: 80/tcp open http
Warning - Nopt Secure Parr- Line 23: 8@/tcp open http
Nmap scan report for 192.168.0.120
Line 30: 21/tcp. open ftp
Warning - Nont Secure Port- Line 3@: 21/tcp open ftp
Line 31: 88/tcp open http
Warniiig = munt Secure Port- Line 31: 88/tcp open http
Line 32: 443/tcp open https
Line 33: 631/tcp open ipp

Figure 5-26. Output of the automated scan including a recommendation report

5.3.3 Option 3: Scan Specific Host/Port
Option 3 allowed us to select the IP address and port number to be scanned. A
recommendation was reported as a warning at the end of the scan in Figure 5-27, as shown

below, where HTTP (80) is not a secure port.
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Menu 3 has been selected
This is a specific Host/Port scan

List of Available IP addresses to scan:
192.168.0.25
192.168.0.30
192.168.0.100
192.168.0.110
192.168.0.120

Enter the IP addres port# of Host to be scaned: 192.168.0.100
Enter the Port or range of port numbers to be scanned: 1-50
L

Report summary and recommendation -- this may take a few minute to be done
LIST OT Upen, LL0Sed, and FILTETed port

Nmap scan report for 192.168.0.100
Line 4: ALl 50 scanned ports on 192,168.8.100 are closed

Figure 5-27. Option 3 allowing scanning specific host and port

5.3.4 Option 4: Perform Simple Ping Scan

The output is very similar to option 2, scans all well-known ports.

5.4.5 Option 5: Perform TCP Port Scan
By using TCP scan, we were able to find information regarding ports on the ICS devices, very
similar to the manual scan, as we started the TCP scan. As a result of the TCP scan, the ABB

drive completely stopped with message “fault-28”; as a result, the motor stopped running.

By selecting TCP scan, we got the output shown in Figure 5-28, Figure 5-29, and Figure 5-30. All
open TCP ports for each device are shown with a warning message regarding each port that is

not secure.
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Menu 5 has been selected

Scan of all TCP ports on network devices
List of Available IP addresses to scan:
192.168.0.100

192.168.0.110

192.168.0.120

Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 12:35 CDT
Initiating ARP Ping Scan at 12:35

Scanning 3 hosts [1 port/host]

Completed ARP Ping Scan at 12:35, 8.03s elapsed (3 total hosts)
Initiating SYN Stealth Scan at 12:35

Scanning 3 hosts [65535 ports/host]

Discovered open port 8@/tcp on 192.168.0.110

Discovered open port 8@/tcp on 192.168.0.120

Discovered open port 8@/tcp on 192.168.0.100

Discovered open port 21/tcp on 192.168.0.120

Discovered open port 443/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.110

Discovered open port 5241/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.100

Discovered open port 5120/tcp on 192.168.06.120

Discovered open port 631/tcp on 192.168.0.120

Completed SYN Stealth Scan against 192.168.0.120 in 17.33s (2 hosts left)
Completed SYN Stealth Scan against 192.168.0.110 in 17.37s (1 host left)
Completed SYN Stealth Scan at 12:36, 21.58s elapsed (196605 total ports)
Nmap scan report for 192.168.0.100

Host is up (0.0047s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE

80/tcp open http

44818/tcp open EtherNetIP-2

MAC Address: 00:1C:01:00:10:50 (ABB Oy Drives)

Nmap scan report for 192.168.0.110

Host is up (0.0028s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE

80/tcp open http

44818/tcp open EtherNetIP-2

MAC Address: F4:54:33:A1:1B:D@® (Rockwell Automation)

Nmap scan report for 192.168.0.120

Figure 5-28. Option 5 to scan all TCP ports for all nodes

82



rafat@kali-1: ~
File Actions Edit View Help

MAC Address: F4:54:33:A1:1B:D@ (Rockwell Automation)

Nmap scan report for 192.168.0.120
Host 1s up (0.00096s Latency)

Not shown: 65528 closed ports

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

443/tcp open https

631/tcp open ipp

5120/tcp open barracuda-bbs
5241/tcp open unknown

44818/tcp open EtherNetIP-2

MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Read data files from: /usr/bin/../share/nmap
Nmap done: 3 IP addresses (3 hosts up) scanned in 21.83 seconds
Raw packets sent: 197586 (8.694MB) | Rcvd: 196608 (7.864MB)

e ek ok ok ok ke ke koo
Report summary and recommendation — this may take a few minute to be done!
L1ST or Upen, CLoSea, ana riLterea port

Discovered open port 80/tcp on 192.168.0.110
Secure Port- Line 7: Discovered open port 8@/tcp on 192.168.0.110
Line 8: Discovered open port 80/tcp on 192.168.0.120
Warning - Nont Secure Port- Line 8: Discovered open port 80/tcp on 192.168.0.120
Line 9: Discovered open port 80/tcp on 192.168.0.100
Warning - Nont Secure Porti- Line ¥: Discovered open port 80/tcp on 192.168.0.100
Line 10: Discovered open port 21/tcp on 192.168.0.120
Warning - Nont Secure Port- Line 1¢: Discovered open port 21/tcp on 192.168.0.120
Line Discovered open port 443/tcp on 192.168.0.120
Line Discovered open port 44818/tcp on 192.168.0.120
Line Discovered open port 44818/tcp on 192.168.0.110
Line Discovered open port 5241/tcp on 192.168.0.120
Line Discovered open port 44818/tcp on 192.168.0.100
Line Discovered open port 5120/tcp on 192.168.0.120
Warning - Nont Secure Port- Line 16: Discovered open port 5120/tcp on 192.168.0.120
Line 17: Discovered open port 631/tcp on 192.168.0.120
Nmap scan report for 192.168.0.100
Line 25: 80/tcp open http
Warning - Nont Secure Port- Line 25: 80/tcp open http
Line 26: 44818/tcp open EtherNetIP-2
Nmap scan report for 192.168.0.110
Line 33: 80/tcp open http

Figure 5-29. Option 5 to scan all TCP ports for all nodes

rafat@kali-1; ~
File Actions Edit View Help

Line 26: 44818/tcp open EtherNetIP-2
Nmap scan report for 192.168.0.11A
Line 33: 8@/tcp open http
Warning - Nont Secure Port- Line 33: 8@/tcp
Line 34: 44818/tcp open EtherNetIP-2
Nmap scan report for 192.168.0.120
Line 41: 21/tcp open ftp
Warning - Nont Secure Port- Line 41: 21/tcp
Line 42: 80/tcp open http
Warning - Nont Secure Port- Line 42: 80/tcp
Line 43: 443/tcp @ open https
Line 44: 631/tcp | open ipp
Line 45: 5128/tcp open barracuda-bbs
Warning - Nont Secure Port- Line 45: 5120/tcp barracuda-bbs
Line 46: 5241/tcp open unknown
Line 47: 44818/tcp open EtherNetIP-2

Fedkkkkkkkkd ik ki i ihhdddddddoiokdik itk kdkddkdd ook ik kkk ki dikkkkkkkkkkhik

Figure 5-30. Option 5 to scan all TCP ports for all nodes and recommendations
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5.3.6 Option 6: Perform UDP Scan
This option scanned all UDP ports on all ICS devices, as shown in Figures 5- 31 and 5-32. A
report summary and recommendation were generated with a warning identifying any

nonsecure ports.

rafat@kali-1: ~
File Actions Edit View Help

Menu 6 has been selected

inis 1S a simpLe Nmap scan

Simnle scan of all UDP narts

List of Available IP addresses to scan:
192.168.0.100

192.168.0.110

192.168.0.120

Nmap 7.80 ( https://nmap.org ) at 2020-07-12 13:08 CDT
Initiating ARP Ping Scan at 13:08
Scanning 3 hosts [1 port/host]
Completed ARP Ping Scan at 13:08, ©.04s elapsed (3 total hosts)
Initiating UDP Scan at 13:08
Scanning 3 hosts [65535 ports/host]
Discovered open port 137/udp on 192.168.0.120
Completed UDP Scan against 192.168.0.120 in 33.45s (2 hosts left)
Completed UDP Scan against 192.168.0.110 in 36.88s (1 host left)
Completed UDP Scan at 13:10, 94.66s elapsed (196605 total ports)
Nmap scan report for 192.168.06.100
Hnst 3 < un (A _ARAl4Ls Iafnnry\
All 65535 scanned ports on 192.168.0.100 are open|filtered (65461) or closed (74)
MAC Address: 09:1C:901:900:19:50 (ABB Oy Draves)

Nmap scan report for 192.168.0.110
Host is up (0.0015s latencv).

Not shown: 65529 closed ports

PORT STATE SERVICE
68/udp open|filtered dhcpc
161/udp open|filtered snmp

319/udp open|filtered ptp-event
320/udp open|filtered ptp-general
2222/udp open|filtered msantipiracy
44818/udp open|filtered EtherNetIP-2
MAC Address: F4:54:33:A1:1B:D@ (Rockwell Automation)

Nmap scan report for 192.168.0.120

HOST 1S Up (¥.60ils (atency).

Not shown: 65531 closed ports

PORT STATE SERVICE

137/udp open netbios-ns

138/udp open|filtered netbios-dgm

1900/udp open|filtered upnp

44818/udp open|filtered EtherNetIP-2

MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Read data files from: /usr/bin/../share/nmap
Nmap done: 3 IP addresses (3 hosts up) scanned in 94.92 seconds
Raw packets sent: 262147 (7.350MB) | Rcvd: 131207 (7.353MB)

e e e e e e e e e e e e e e e e s e e e e e e e e e e e e e e e e e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ke e e e e
Report summary and recommendation — this may take a few minute to be done!
List of Open, Closed, and Filtered port

Figure 5-31. Option 6 to scan all UDP ports for all nodes
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Report summary and recommendation — this may take a few minute to be done!
CiST or Upen, ClosSea, anad rilterea port
Discovered open port 137/udp on 192.168.0.120
Warning - Nont Secure Port- Line 7: Discovered open port 137/udp on 192.168.0.120
Nmap scan report for 192.168.0.100
Line 13: All 65535 scanned oorts on 192.168.0.10@ are open|filtered (65461) or closed (74)
Nmap scan report for 192.168.0.110
Line 20: bs8/udp open|tiltered dhcpc
Warning - Nont Secure Port- Line 20: 68/udp open|filtered dhcpc
Line 21: 161/udp open|filtered snmp
warning - Nont Secure Port- Line 21: 161/udp open|filtered snmp
Line 22: 319/udp open|filtered ptp-event
Line 23: 320/udp open|filtered ptp-general
Line 24: 2222/udp open|filtered msantipiracy
Line 25: 44818/udp open|filtered EtherNetIP-2
Warning - Nant Secure Port- Line 25: 44818/udp open[filtered EtherNetIP-2
Nmap scan report for 192.168.0.120
Line 32: 137/udp open netbios-ns
Warning - Nont Secure Port- Line 32: 137/udp open netbios-ns
Line 33: 138/udp open|fi1tered netbios-dgm
Warning - Nont Secure Port- Line 33: 138/udp open|filtered netbios-dgm
Line 34: 1900/udp open|fi1tered upnp
warning - Nont Secure Port- Line 34: 1900/udp open|filtered upnp
Line 35: 44818/udp open|fi1tered EtherNetIP-2
Warning - Nont Secure Port- Line 35: 44818/udp open|filtered EtherNetIP-2

B R R

Figure 5-32. Option 6 to scan report recommendation of all UDP ports for all nodes

5.3.7 Option 7: Detect Services Running on ICS Devices
Option 7 is detecting service names that are running on ICS devices, as shown in Figure 5-33,

and Figure 5-34.

=
Mitel SIP DE
Tow 0

1L Automation)

httpd

httpd
aata.

Figure 5-33. Option 7 to scan all UDP ports for all nodes
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SF:\x20not\x20implemented</h2></body></html>" )¥r(RPCCheck, 1A, "HTTP/1\.1\x2
SF:0400\x20Bad\x20Request\r\n"* )Xr(DNSVersionBindReqTCP, 1A, "HTTP/1\.1\x2040
SF:8\x20Bad\x20Request\r\n" )Xr(DNSStatusRequestTCP, 1A, "HTTP/1\.1\x20400\x2
SF:@Bad\x20Request\r\n" )Xr(Help, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n
SF:")%r(SSLSessionReq, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )¥r(Termi
SF:nalServerCookie, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n* )%r(TLSSessi
SF:onReq, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )X¥r(Kerberos, 1A, "HTTP/
SF:1\.1\x20400\x20Bad\x20Request\r\n" )Xr(SMBProgNeg, 1A, "HTTP/1\.1\x20400\x
SF:208ad\x20Request\r\n" )%r(X11Probe, 1A, "HTTP/1\.1\x20400\x20Bad\x20Reques
SF:t\r\n" )%r(FourOhFourRequest,87, "HTTP/1\.1\x20501\x20Not\x20implemented\
SF:r\nContext-Type:\x20text/html\r\nContent-Length:\x2058\r\n\r\n<html><bo
SF:dy><h2>Service\x28not\x28implemented</h2></body></html>" )¥r(LPDString,1
SF:A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )%r(LDAPSearchReq, 1A, "HTTP/1\
SF:.1\x20400\x20Bad\x20Request\r\n" )Xr(LDAPBindReq, 1A, "HTTP/1\.1\x20400\x2
SF:0Bad\x20Request\r\n" )Xr(SIPOptions,87, "HTTP/1\.1\x20501\x20Not\x20imple
SF:mented\r\nContext-Type:\x20text/html\r\nContent-Length:\x2858\r\n\r\n<h
SF:tml><body><h2>Service\x2@not\x20implemented</h2></body></html>" )%r( LAND
SF:esk=RC,1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(TerminalServer, 1A
SF:,"HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(NCP, 1A, "HTTP/1\.1\x20400\x
SF:20Bad\x20Request\r\n" )Xr(NotesRPC,1A, "HTTP/1\.1\x20400\x20Bad\x20Reques
SF:t\r\n")Sr(JavaRMI, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n");

MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Service Info: 0Ss: Unix, Windows CE 6.00; CPE: cpe:/o:microsoft:windows_ce

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 3 IP addresses (3 hosts up) scanned in 135.63 seconds

R R s e s s e e s
““““““““““““““““ Sttt R R R R R R R e R R R R R R R R AR R R R R e e
Report summary and recommendations:
Nmap scan report for 192,168.0,100
Line 6: 80/tcp open http Mitel SIP DEC VoIP phone http config
Warning - Nont Secure Port- Line 6: 88/tcp open http Mitel SIP DEC VoIP phone http config
lina 7 MAC Addracc: 00:1C:0A1°00:10:50 (ABB ()y Drjves)
Nmap scan report for 192.168.0.110
Line 14: 80/tcp open http GoAhead WebServer
Warning - Nont Secure Port- Line i&. se/tcp open http GoAhead WebServer
line 15: MAC Address: FA:54:33:A1:1B:00 (Rockwell Automation)
Nmap scan report for 192.168.0.120
Line 21: 21/tcp open ftp oftpd
Warning - Nont Secure Port- Line 21: 21/tcp open ftp oftpd
Line 22: 80/tcp open http ChipPC Extreme httpd
warning - Nont Secure Port- Line 2Z: B¥/tcp open nttp ChipPC Extreme httpd
Line 23: 443/tcp open tcpwrapped
Line 24: 631/tcp open ipp
Line 25: 5120/tcp open http ChipPC Extreme httpd
Warning - Nont Secure Port- Line 25: 5128/tcp open http ChipPC Extreme httpd
Line 57: MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Figure 5-34. Option 7 to scan all UDP ports for all nodes

5.3.8 Option 8: Detect Operating Systems

We selected option 8 to try to detect the type of operating system running on the ICS devices,
as shown in Figure 5-35 and Figure 5-36. The scan failed to detect the correct operating system
for both the PLC and the ABB drive, both of which use embedded firmware. In the case of the

HMI, the scan was successful in detecting that the operating system is Windows CE 5.0/ or 6.0.
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Menu 8 has been selected

Uliscovery or uperating systems used
L1st ot Available IP addresses to scan:
192.168.0.100

192.168.0.110

192.168

Result of Operating System Scan

Starting Nmap 7.80 ( https://nmap.org ) at 2020-87-12 13:17 COT
Initiating ARP Ping Scan at 13:17

Scanning 3 hosts [1 port/host]

Completed ARP Ping Scan at 13:17, 0.14s elapsed (3 total hosts)
Initiating SYN Stealth Scan at 13:17

Scanning 3 hosts [100@ ports/host]

Discovered open port 80/tcp on 192.168.0.120

Discovered open port 80/tcp on 192.168.0.100

Discovered open port 80/tcp on 192.168.0.110

Discovered open port 443/tcp on 192.168.0.120

Discovered open port 21/tcp on 192.168.0.120

Discovered open port 5120/tcp on 192.168.0.120

Discovered open port 631/tcp on 192.168.90.120

Completed SYN Stealth Scan against 192.168.0.100 in ©.39s (2 hosts left)
Completed SYN Stealth Scan against 192.168.0.110 in ©.39s (1 host left)
Completed SYN Stealth Scan at 13:17, ©.39s elapsed (3000 total ports)
Initiating 0S detection (try #1) against 3 hosts

Retrying OS detection (try #2) against 192.168.0.100

Retrying OS detection (try #3) against 192.168.0.100

WARNING: OS didn't match until try #3

Nmap scan report for 192.168.0.100

Host is up (0.0013s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

80/tcp open http

MAC Address: ©00:1C:01:00:10:50 (ABB Ov Drives)

Device type: WAP

Running: iDirect embedded, Novatel embedded

0S CPE: cpe:/h:novatel:mifi_2200_3g

0S details: Novatel MiFi 2200 3G WAP or iDirect Evolution X1 satellite router
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=210 (Good luck!)

IP ID Sequence Generation: Busy server or unknown class

Nmap scan report for 192.168.08.110

Host 1s up (0.0014s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

80/tcp open http

MAC Address: F4:54:33:A1:1 A _(Rockwell Automation)
Device type: printer

Running: Xerox embedded

0S CPE: cpe:/h:xerox:phaser_6600dn

0S details: Xerox Phaser 6600DN printer

Figure 5-35. Option 8: Scan results of ABB drive and PLC operating system
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Nmap scan report for 192.168.0.120

HOST 15 up (0.9011s Latency).

Not shown: 995 closed ports

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

443/tcp open https

631/tcp open ipp

S128/trn anan harrvacida.bhhe

MAC Address: FA4:54:33:51:EF:69 (Rockwell Automation)
Device type: general purpose|media device

Running: Microsoft Windows Mobile 5.X|6.X, Microsoft embedded

05 CPE: cpe:/o:microsoft:windows_mobile:5 cpe:/o:microsoft:windows_mobile:6

0S details: Microsoft Windows Mobile 5.0 - 6.1 or Zune audio player (firmware 2.2)
AELWOIR ViStance: 1 nop

TCP Sequence Prediction: Difficulty=130 (Good luck!)

IP ID Sequence Generation: Incremental

Read data files from: Jusr/bin/../share/nmap
0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 3 IP addresses (3 hosts up) scanned in 7.98 seconds

Raw packets sent: 3107 (140.614KB) | Revd: 3075 (125.082x8)

Figure 5-36. Option 8: Scan results of HMI operating system
The resto of automated penetration testing results can be found in appendix C.
5.4 Summary of Results from Manual and Automated Penetration Testing
a. Port 80(HTTP) is open on all three devices.
b. Port 21 is open on the HMI with anonymous login.
C. Port 44818, clear text on all three devices.

d. Port 631/TCP is open on the HMI.
This port is called Internet Printing Protocol (IPP)[38]. If a port is open, anyone can
anonymously log in, and attackers can abuse such devices for information disclosure,

including potential access to and manipulation of data.
€. Port TCP 5120 is open on HMI, and, according to IANA, it is called Barracuda Backup
f. Port TCP 5241 is open on HMI; no information found on this port.

g. As aresult of the TCP scan, the ABB drive completely stopped, with error message

“fault-28,” and the motor stopped running.

h. Nmap was able to identify the HMI operating system as Windows CE 5.0/6.0.
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Nmap failed to identify the correct operating system-embedded devices such as the PLC

and the ABB drive; the reported operating system was incorrect.

Since all HTTP, FTP, and protocol communications were not encrypted, when traffic was
captured using Wireshark, Tshark, and Tcpdump, we were able to capture and identify

all ICS-related device information.

Using port 44818 (Ethernet/IP), the scan was able to identify more information
regarding the PLC, such as type of device, vendor, product name, serial number, product
code, revision, status, and state. This is considered very valuable information in the
penetration testing reconnaissance phase

Port UDP 161/SNMPv1 is open on the PLC— simple network management protocol
(SNMP); version 1 and v2 uses clear-text in its communication. It is recommended to use

SMPv3, which is more secure, and use encrypted communication.

6 Existing and Recommended Scoring Metrics

6.1 Overview of the Common Vulnerability Scoring System (CVSS) Framework

Common Vulnerability Scoring System (CVSS) is an open framework scoring system, introduced

in 2005, that is used for evaluating the characteristics and impacts of software and hardware

security vulnerabilities. It helps organizations understand the severity of the threat and

determine their response. The forum of Incident Response and Security Teams (FIRST) is the

organization responsible for maintaining and developing the CVSS framework. On July 12, 2019,

FIRST announced the latest version of the publication, CVSS version 3.1[42].
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CVSS was designed for IT, but some experts believe that CVSS can still work for ICS scoring with
the understanding that the scores are adapted accordingly and not used alone. According to
David Atch, Vice President of Research at CyberX, an loT and ICS security company, “The
optimal approach is using a risk-based rating that takes into account the potential impact of a
compromise as well as the ease of exploitation. How critical is the device to the ICS
environment? Could the vulnerability be exploited in a chain of compromises resulting in a

major safety or environmental issues or costly downtime? [43].”

6.1.1 Metric Groups

CVSS consists of three different metric groups, as shown in Figure 6-1:

: ( \ .
d Base Metric Group R Temporal 4 Environmental A

Exploitability Impact metrics Metric Group Metric Group

metrics )
f Confidentiality

identiality
(Anack Vector ) et ) ( Maturity Modiled Bage Requirement
[ Metrics Integrity
; Remediation Level
G\ltack Comp!exilyj ( Integrity ) Requirement

Impact
! 2 Availabilit
Privileges Availability LR"'”" Confidence ] Req:lrem;ll
Required Impact \ / \ /

- 4

Figure 6-1. CVSS Metric Groups

e Base metrics group
Base metrics group represents the characteristics of a vulnerability that is independent

of time and place and has three sub-score elements: Exploitability, Scope, and Impact.
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e Exploitability: Exploitability metrics are made up of four components and addresses

the question of how difficult it is to exploit the vulnerability from a technical point

view. The four metrics are:

o Attack Vector (AC):

This metric relates to the settings by which the vulnerability exploitation is
possible. The score for this metric is dependent on the level of access required to
exploit a vulnerability. The score is higher if the access level is executed remotely
or from a network outside of the corporate network and lowest if the attacker

has physical access to the equipment. A list of possible values that can be used is

presented in Table 6-1.

Table 6-1: Attack vector possible values for Attack Vector (AV)

Metric Value

Description

Network (N)

The vulnerability is remotely exploitable.

Adjacent (A)

Attack is launched from the same physical or
logical network.

Local (L) Attacker exploit vulnerability by accessing the
target system locally or relies on another user
interaction.

Physical (P) The attacker has physical access to the

vulnerable component.

o Attack Complexity (AC)

To carry the attack successfully, the attacker is required to expend a lot of effort.

The base score is highest for the low complexity attack. A list of possible values is

shown in Table 6-2.
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Table 6-2: Attack vector possible values for Attack Complexity (AC)

Metric Value Description

Low (L) Mo special access conditions are required

. Conditions beyond attackers’ control is needed
High (H)

to carry a successful attack

o Privileges Required (PR)

This metric describes the level of privileges required before the attacker is
successfully able to exploit the vulnerability. The base score is highest if no
privileges required to exploit the vulnerability. A list of possible values is shown

in Table 6-3.

Table 6-3: Attack vector possible values for Privileges Required (PR)

Metric Value Description
Mo privileges are required to carry out an attack
None [N}
successfully.
Th attacker requires basic user privileges to be
Low(L)
able to carry the attack
. The attacker requires administrative privileges
High (H)
to be able to carry the attack successfully.

o User Interaction (Ul)

This metric determines the requirement for a human to participate in carrying
out a successful exploit on a vulnerable component. The base score is highest
when no user interaction is required to carry out the attack successfully. A list of

possible values is shown in Table 6-4.
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Table 6-4: Attack vector possible values for User Interaction (Ul)

Metric Value Description
Mo human interaction is required to carry out an

N N
one (N) attack successfully.

. Human interaction is required to carry out an
Required (R)

attack successfully.

e Scope Metric
The scope metric addresses the concern of whether a vulnerability of one component
impacts other components outside of its security range. The base score is highest when

the change of scope occurs. A list of possible values is shown in Table 6-5.

Table 6-5: Attack vector possible values for Scope(S)

Metric Value Description
The component that has the vulnerability is the

Unch d (U
nchanged ( }cmh.f component that is effect by it.

The component that has the vulnerability will
Changed ([C) 3 Y

have effect on other components.

e Impact Metrics:
This metric captures the effects of a successfully exploited vulnerability by the attacker
on a component.

o Confidentiality (C)
Confidentiality refers to limiting information access to only authorized users; the
possible values according to CVSS calculations are listed in Table 6-6. When the loss of

the impacted component is highest, the base score is greatest [44].
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Table 6-6: Attack vector possible values for Confidentiality (C)

Metric Value Description

Total loss of confidentiality, attacker has or
High [H) information to potentially able access to all

resources.

Some loss of confidentiality, but no control over

Low(L) . .

the information or resources.

Mo loss of confidentiality related to the
None(N) .

impacted component.

o Integrity (I)
Integrity metric measures refer to the trustworthiness of the information. They measure
the impact on integrity of a vulnerability that has been successfully exploited by the
attack. The list of possible values is presented in Table 6-7. The base score is greatest

when the result of the affected component is highest.

Table 6-7: Attack vector possible values for Integrity (1)

Metric Value Description

Total loss of Integrity or protection where
High (H) attacker can modify any or all files on the
effected component.

Modification of data is possible, but attacker
Low (L) has limited ability of modifying any or all files
on the effected component.

There is no loss of integrity of related

N N
one (N) component
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o Availability (A)

Availability is the measurement of the availability of the affected component as a result

of exploiting the vulnerability successfully. The base score is greatest when the result to

the impacted component is highest. A list of metric values used is shown in Table 6-8.

Table 6-8: Attack vector possible values for Availability (A)

Metric Value Description

Total loss of availability as a result of total
control of the attacker to the effected

High (H) component whether during or after the attack.
And the component became unavailable or

malfunction as a result of the attack

Moncritical components were affected and
Low (L) availability to critical components is not

affected

Mo impact to availability on the effected

N M
one (N) component.

The CVSS base score is modified by the next set of optional metrics called Temporal Metrics and

Environmental Metrics, as shown in Figure 6-2.

10

[=]

Exploit(AV, AC, PR, Ul)
Impact(C, I, A), S

Base Metrics 'l

Temp(E, RL, RC) Env(CR, IR, AR, ..}

— ;
A . :
( Temporal Environmental :

Metrics Metrics ]

Optional Metrics

.....................................................

Figure 6-2. CVSS Base Metrics and Optional Metrics
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e Temporal metrics group (optional)

This group represents the characteristics of a vulnerability that are based on the current
situation, for example, is there a work-around available? Three metrics are used: Exploit
Code Maturity (E), Remediation Level (RL), and Report Confidence (RC).

e Environmental metrics group (optional)

This group represents the characteristics of a vulnerability that are relevant to a user’s
unique environment, for example, how the software or hardware is deployed in the
environment. Eleven metrics are used: Confidentiality Requirements (CR), Integrity
Requirements (IR) Availability Requirements (AR) Modified Attack Vector (MAV),
Modified Attack Complexity (MAC), Modified Privileges Required (MPR), Modified User
Interaction (MUI), Modified Scope (MS), Modified Confidentiality (MC), Modified

Integrity (Ml), and Modified Availability (MA).

We will not use Both Temporal and Environmental metrics in calculations for this

research, as both metrics are rarely used and the published CVSS scores are typically composed

of Base metrics only [44].

6.1.2 Qualitative Severity Rating Scale

CVSS uses a numeric representation for its textual rating representation of the final rating

severity scale. The scale ranges from 0.0, which represents no severity, to 10.0, which

represents Critical severity, as shown in Table 6-9. According FIRST, “The use of these

gualitative severity ratings is optional, and there is no requirement to include them when

publishing CVSS scores. They are intended to help organizations properly assess and prioritize

their vulnerability management process [44].”
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Table 6-9: Qualitative severity rating scale

Rating CVSS Score
Mone 0
Low 0.1-3.9
Medium 4.0-6.9
High 7.0-89
Critical 9.0 -10.0

CVSS uses several equations and a scoring system for each of the metrics used to calculate the
final severity score. According to FIRST, “To produce the CVSS v3.1 formula, the CVSS Special
Interest Group (SIG) framed the lookup table by assigning metric values to real vulnerabilities,
and a severity group (low, medium, high, critical). Having defined the acceptable numeric
ranges for each severity level, the SIG then collaborated with Deloitte & Touche LLP to adjust
formula parameters in order to align the metric combinations to the SIG’s proposed severity

ratings [44].”

6.1.3 CVSS v3.1 Equations
CVSS v 3.1 equations were created by FIRST to help organizations calculate the severity score
for vulnerabilities. CVSS equations provide a mathematical approximation of all possible metric

combinations, which were ranked in order of severity, as shown in Table 6-10 [44].
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Table 6-10: Metric Values for base score according to CVSS v3.1

Metric Metric Numerical Value
Value
Attack Vector (AV) Network |0.85
Adjacent |0.62
Local 0.55
Physical 0.2
Attack Complexity (AC) |Low 0.77
High 0.44
Privileges Required (PR)|None 0.85
Low 0.62 (or 0.68 if
Scope changed)
High 0.27 (or 0.5 if
Scope changed)
User Interaction None 0.85
Required |0.62
Confidentiality / High 0.56
Integrity / Availability
Low 0.22
MNone o

According to CVSS version 3.1 framework, this is the list of equations that are used to calculate

the CVSS base score for a vulnerability:

Impact Sub-Score (ISS) = 1-[(1-confedentiality) * (1-Integrity) * (1-Availability)] (6.1)
Impact = (6.2)
If Scope is Unchanged, Impact = 6.42 * ISS
If Scope is changed, Impact = 7.52 * (ISS — 0.029) — 3.25 * (ISS — 0.02)*°
Exploitability = 8.22 * AttackVector (AV) * AttackComplexity (AC) * (6.3)

PrivilegesRequired (PR) * Userinteraction (Ul)
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CVSS) BaseScore = (6.4)
If Impact <= 0, BaseScore =0, else
If Scope is Unchanged, Roundup (minimum [Impact + Exploitability), 10])

If Scope is Changed, Roundup (minimum [1.08 *(Impact + Exploitability), 10])

6.2 Recommended Vulnerability Scoring System-ICS (CVSS-ICS) Framework

The impact of the severity of Safety (SAF) metric is paramount in calculating the final severity
score in ICS. According a report titled “Examining the Industrial Control System Cyber Risk Gap
— The missing link that may put your organization in jeopardy,” published by Deloitte, a
consulting company specializing in security. When it comes to ICS security, human safety is

paramount, as shown in Figure 6-3 [45].

lable 1
Risk management ~ + Data confidentiality and integrity are + Human safety is paramount, followed by
requirements paramount protection of the process
« Fault tolerance is less important; momentary  + Fault tolerance is essential; even momentary
downtime is not typically a major risk downtime may not be acceptable
+ Major risk impact is delay of business + Major risks can include loss of life,
operations and financial reporting production interruption, product integrity

and salety, equipment damage or loss

Figure 6-3. Impact of Safety in ICS [ from above]

Also according to a survey titled “Some ICS Security Incidents Resulted in Injury, Loss of Life:
Survey,” published in October 2019 by Security Week, an Internet and Enterprise Security News,

Insights, and Analysis magazine, safety is a key metric in an ICS environment [46].
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The new modified CVSS-ICS base score equation is designed to take into account the criticality
of the Safety (SAF) metric by using the existing CVSS base score framework and adding the
impact of the safety metric as a result of a successful attack to come up with the final CVSS-ICS

base score.

6.2.1 Recommended Safety Metric (SAF):

Safety Metric (SAF) is the measure of the impact of vulnerability or the attack on safety in an
ICS environment. The impact of a cyber-physical attack may add the risk of injury, including but
not limited to, death [47]. Current CVSS scoring does not include the safety metric as a factor in
calculating CVSS severity, which makes CVSS not accurate when it comes to ICS scoring. The
misleading CVSS scores can have a negative impact on industrial organizations [43]. A list of
recommended safety metric values that are going to be used in by the equations to calculate
the CVSS-ICS are shown in Table 6-11. The score for safety severity is greatest when the impact

on safety is highest.

Table 6-11: Recommended Safety Metric (SAF) values

Metric Value Description
. Not safe, component was halted or
High (H=1) . .
malfunctioned during scans fattacks
Safe, component was not impacted by the
None (N = 0) : P v

scans/attacks and no safety issues reported.

The new CVSS-ICS framework consists of three types of recommended calculations:

e Common Vulnerability Scoring System for individual vulnerabilities in ICS (CVSS-ICS(V)).

e Common Vulnerability Scoring System for individual devices in ICS (CVSS-ICS(D)).
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e Common Vulnerability Scoring System for the whole ICS environment (CVSS-ICS(ENV).

6.2.2 Recommended Equations to Calculate CVSS-ICS(V) for Individual Vulnerability (V) in ICS
To calculate the proposed CVSS-ICS base score framework for individual vulnerability in an
ICS environment, we use the original CVSS equations (6.1 to 6.4), then we use the new

recommended CVSS-ICS equation (6.5):

In addition to the above equations from the CVSS v3.1 framework, we added the following
formula to come up with the final CVSS-ICS severity score for an individual vulnerability in an

ICS environment.

CVSS-ICS(V) = (CVSS) Base Score + Safety (SAF) (6.5)

Where:
SAF = Severity impact due to safety
By using the CVSS-ICS equation (6.5), we were able to calculate the severity score of
each vulnerability (V) in each ICS device. As a result of our manual and automated penetration
testing, vulnerabilities that were discovered in the PLC are shown in Table 6-12. The results of
calculating the severity score for each one of these vulnerabilities are shown in Table 6-13. A
noticeable result of this calculation is that when there is no safety impact, then CVSS-ICS

severity score=CVSS severity score.
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Table 6-12: List of vulnerabilities found in PLC

T
Devicename  Operatingsystem  Port  Protocol  Service Name state i Encryption  name Version i Destription
1
| |
PLC182.168.1.100  Printer, Xerax a0 - open I Gokhead i
Phaser 66000N ! }
68 udp dhepe open|filtered ! no \DHCP/Bootp, client only
161 udp snmp open|filtered : no }the port is filterd, but it uses snmpvl
319 udp ptp-event open|filtered } no }Precision Time Protocol
320 udp ptp-general open|filtered } no }Precision Time Protocol
} 1Name: Rockwell-csp2, unreg-ab2, Allen-Bradley
2202 udp msantipiracy open|filtered } no lunregistered port, |/0 communications used only by
| iproducrs that suppart |/0 over Etherlet/IP
44318 udp EthernetlP-2 open|filtered i no }
| 1
! |

Table 6-13: Result of calculating both CVSS and CVSS-ICS for each vulnerability (V) in PLC

Table 6-14 shows the list of discovered vulnerabilities as a result of the manual and automated
penetration testing. Table 6-15 shows the result of calculating the severity of each one of these
vulnerabilities using the recommended CVSS-ICS formula. As a result of our calculation for HMI,
we noticed that when there is no safety impact, then CVSS-ICS severity score=CVSS severity

score.
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Table 6-14: List of vulnerabilities found in HMI

! 1
HMI:192168.0.120  Microsoft ! |
Windows Mobile ! i
30or Zu!‘\EEudID 80 p http open i ng ChipPC Extreme i
player (firmware | |
2.2}, Windows CE | i
60 i !
21 tp ftp open i ng oftpd |
443 tp https open-TCPwrapped : yes }
631 tep ipp open : no }Internet Printing Protocol
4818 tp  EthernetlP-2 open ! |
5241 tep unknown open | |
5120 tcp barracuda-bbs open : ChipPC Extreme }
: iUDP NetBI0S name query packets are sent to this port,
137 udp nethios-ns onen i . }usually of W_indaws machines but also of an\_« 1-Jther )
: }svstem running Samba [SMB), to ask the receiving machine
________________________________________________________________ ... fodisdoseandrety
: }UDP NetBIOS grams packets are exchanged over this
: 1p0rc, usually with Windows machines but also with any
138 udp netbios-dgm open|filtered : no lother system running Samba {SMB). These UDP NetBIOS
: }datagrams support non-connection oriented file sharing
i iactivities.
1900 udp upnp open|filtered : no }
44R1R udp EthernetiP-2 open|filtered i no }
! 1

Table 6-15: Results of calculating both CVSS and CVSS-ICS for each vulnerability (V) in HMI

H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
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Table 6-16 shows the list of discovered vulnerabilities as a result of the manual and automated
penetration testing. Table 6-17 shows the result of calculating the severity of each one of these
vulnerabilities using the recommended CVSS-ICS formula. As a result of our calculations for ABB

drive, severity of CVSS -ICS (V) is higher than CVSS(V) when the safety metric is high.

Table 6-16: List of vulnerabilities found in ABB drive

Device name  Operating system  Port  Protocol  Semvice Name state Encryption name version Description

ABB: 192.168.1.100 Mitel SIP DEC
80 p http open no VolP phone http
VolP phone 7 config
1818 - EthernatlP open Rockwel-l Encapsulation, IANA registered for EtherNet/IP
Ethernet|P-2 messaging
Movatel MiFi 2200
3G WAP or Idirect
evolution XL
satellite router

Table 6-17: Result of calculating both CVSS and CVSS-ICS for each vulnerability (V) in ABB drive

Vulnerability | Confidentiality | Integrity | Availability | CVSS(V) | Safety | CVSS-
\ Metric 1ICS(V)
Port 80 H H N 7.1 0 7.1
Port 44818 H H N 7.1 0 7.1
Scan / H H H 7.8 1 8.8
attack

6.2.3 Recommended Equations to Calculate CVSS-ICS(V) for Each Device (D) in ICS
The recommended equation for calculating the severity score for a single ICS device is CVSS-

ICS(D) as shown in equation (6.6):

CVSS-ICS (D) = =37, CVSS — ICS(V;)  wherei=1, ... (6.6)

Where:
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SAF = Metric assigned to safety of the device D

CVSS-ICS (D) = Severity score of an ICS device D.

CVSS-ICS (Vi) = Severity score for each ICS vulnerability (Vi) in device (Dj).

Table 6-18 shows the results of calculating CVSS-ICS(D) for the PLC. CVSS-ICS (D) was calculated
as the average of all CVSS-ICS(Vi) that were discovered as a result of the manual and automated

penetration testing of the PLC.

Table 6-18: Result of calculating both CVSS and CVSS-ICS for PLC

CVSS (PLC) 7.1

CVSS-ICS 7.1
(PLC)
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Table 6-19 shows the average of all CVSS-ICS(V;) that were discovered as a result of the manual

and automated penetration testing of the HMI.

Table 6-19 shows the results of calculating CVSS-ICS(D) for the HMI. CVSS-ICS (D) was calculated

using equation (6.6).

Table 6-19: Result of calculating both CVSS and CVSS-ICS for HMI

H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
H H N 7.1 0 7.1
CVSS (HMI) 7.1
CVSS-ICS 7.1
(HMI)

Table 6-20 shows the results of calculating CVSS-ICS(D) for the ABB drive. CVSS-ICS (D) was

calculated using equation (6.6). Since the ABB drive malfunctioned as a result of the attack, the
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safety metric was high. As a result of including safety as a metric for calculating CVSS-ICS, the

recommended severity score CVSS-ICS(D) is higher than the existing severity score CVSS.

Table 6-20: Result of calculating both CVSS and CVSS-ICS for ABB drive

Vulnerability | Confidentiality | Integrity | Availability | CVSS(V) | Safety | CVSS-
\ Metric ICS(V)
Port 80 H H N 7.1 0 7.1
Port 44818 H H N 7.1 0 7.1
Scan / H H H 7.8 1 8.8
attack
CVSS (ABB- 7.33
Drive)
CVSS-ICS 7.67
(ABB-Drive)

6.2.4 Recommended Equations to Calculate CVSS-ICS(V) for the Whole Environment in ICS

It is common for an ICS environment to have multiple devices, including many PLCs, HMls,
and drives. To come up with a severity score for the entire ICS environment as one system; the
recommendation is to use either equation (6.7) or (6.8), depending on the criticality of the

individual devices:

1. If all ICS devices (D) that exist in the ICS environment are treated equally critical, then

we use equation (6.7).

CVSS-ICS (ENV) =% n_CVSS—ICS(D;) ,wherei=1,..n (6.7)

Where:

n = Total number of devices (D)
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Table 6-21 shows the results of calculating severity score for an entire environment using the
existing CVSS and the recommended CVSS-ICS, with the assumptions that all devices in ICS are
critically equal using equation (6.7). The recommended CVSS-ICS(ENV) is higher than the
existing CVSS, which reflects a more accurate severity when it comes to scoring the ICS

environment due to the importance of the safety metric.

Table 6-21: Result of calculating both CVSS and CVSS-ICS(ENV) when all devices are critically

equal.
Vulnerability | CVSS(V) | CVSS-
\ Metric ICS(V)
CVSS-ICS 7.1 7.1
(PLC)
CVSS-ICS 7.1 7.1
(HMI)
CVSS-ICS 7.33 7.67
(ABB-Drive)

CVSS (ENV) 7.18

CVSS-ICS 7.29
(ENV)

2. If all ICS devices (D) that exist in the ICS environment are not treated equally critical, then we

use equation (6.8).

The Weight of criticality is (W), the higher the wight the higher the criticality of the
device to the environment. The criticality weight ranges from low = 1 to high = 10.

™ L CVSS—ICS(Dy) * W; (6.8)
?:1 Wl

CVSS-ICS (ENV) =

Where:



W = Weight of criticality for each device (D) (Low =1,
high=10)

n = Total number of devices (D) in an ICS environment

In order for us to show the result of the severity of the environment when all devices are not

critically equal, we assumed the criticality of the devices (W) are as follows:

Whpic = 110, Wumi =5, and Waps = 7

Table 6-22 shows the assumptions of the weight of criticality of each device used in this
research, the result of calculating the severity score for an entire environment using the
existing CVSS, and the recommended CVSS-ICS with the assumptions that all devices in ICS are
not critically equal using equation (6.8). The recommended CVSS-ICS(ENV) result was higher
than the existing CVSS, which reflects a more accurate severity when it comes to scoring the ICS
environment due the safety metric that was included in our calculations.

Table 6-22: Result of calculating both CVSS and CVSS-ICS(ENV) when all devices are not

critically equal.

Vulnerability \ CVSS(V) CVSs- W CVSS-
Metric ICS(V) ICS(D)

CVSS-ICS (PLC) 7.1 7.1 10 71

CVSS-ICS (HMI) 7.1 7.1 5 35.5

CVSS-ICS (ABB- 7.33 7.67 7 53.69
Drive)

CVSS (ENV) 7.18
CVSS-ICS(ENV) 7.28
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7. Summary of Contributions, Recommendations, and Future Work

This research presents the design of new framework—a manually executed and automated
penetration testing process for Connected Industrial Control Systems (CICS). Both frameworks
were built using open-source security software and controls equipment currently used in
critical infrastructure, manufacturing companies, and other institutions in the United States and
around the world. Existing penetration testing frameworks have largely been focused on
manual testing and are specific to Information Technology (IT). In addition, a new severity
scoring system framework, called Common Vulnerability Scoring System for Industrial Control
Systems (CVSS-ICS), was recommended for calculating the severity score in Industrial Control
Systems (ICS).The broader goal of this research is to build penetration frameworks, both

manual and automated, for Operations Technology (OT).

7.1 Contributions of This Research

First, an OT-based testbed was built comprised of PLCs (Programmable Logic Controllers), HMIs
(Human Machine Interfaces), a motor drive, and the expected embedded network devices that
enable connectivity to emulate a real manufacturing environment. In addition, special security
VMs (Virtual Machines) were used in the OT testbed. Second, this research ran a manual
process of penetration testing against the ICS network using open-source tools that are used by
many IT security professionals and hackers; the data was then collected and analyzed manually.
Third, a software program was created using Python programming language to automate the
above manual process. In addition, the program automates data acquisition, generates security

analyses, and makes recommendations. Fourth, a new severity scoring framework for ICS,
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Common Vulnerability Scoring System for Industrial Control Systems (CVSS-ICS), takes into
account the importance of safety as a key metric in addition to confidentiality, integrity, and
availability in calculating the severity of a single vulnerability, an individual ICS device, or the
entire ICS system. The recommended CVSS-ICS calculations presented the importance of adding
safety metrics to the existing CVSS 3.1 calculations when it comes to calculating severity scores

in ICS.

The test results revealed several vulnerabilities related to safety, confidentiality, integrity, and
availability of ICS devices used in this testbed. Since we are dealing with critical ICS devices, it is
recommended to run additional future testing and apply control measures to automate
penetration testing when applied in an ICS environment to ensure that the process does not get

out of hand in such an environment, where safety is always a big concern.

Due to the sensitivity and sometimes unpredictable results of using penetration tools to test critically
connected ICSs in manufacturing environments, this research output, analysis, and results are limited by
the equipment used in the testbed. To get more accurate results, testing of both the recommended
manual and automated penetration testing process should be done in a larger and more diverse

controlled production environment.
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7.2 Conclusion and Recommendations

This conclusion is related to research conducted on equipment used in this testbed and may differ from
other devices. If given the chance, the researcher would test it in a larger environment with a busier
network to get more accurate results. As a result of this research, these are some of the conclusions and

recommendations:

1. Nmap was very effective in identifying TCP and UDP port numbers that are open, closed, or
filtered on all devices.

2. The TCP scan of devices beyond the well-known ports (1-1023) caused the ABB drive to stop
working; the only way to recover was to reset the drive. More testing can be done to find the
cause and develop a solution, as this can be used as a DoS attack.

3. The UDP scan beyond the well-known ports (1-1023) did not affect any of the ICS devices.

4. Using Nmap to scan and identify operating systems running on these devices seems to be not
accurate, and the output reported the wrong operating system when it tried to identify an
embedded operating system. The researcher used other tools such as Wireshark and MITM to
identify the ICS operating system.

5. Both Rockwell Automation and ABB are using one or more non-secure services such as HTTP,
FTP, and SNMPv1. These protocols are communicating in a clear text, and the vendor should
phase these non-secure protocols out and replace them with secure ones such as HTTPS, sftp,
and SNMPv3.

6. All devices used in this testbed are dependent on CIP and Ethernet/IP (port 44818) for their
communications. This CIP protocol is using a clear text, and the recommendation is to use
encrypted communication protocols. This could be a challenge, as ICS devices may not be able
to handle encryption due to CPU and memory limitations. As technology advances, future ICS

devices may become capable of handling encrypted communications.
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7. Using different open-source penetration testing tools was very effective, as each tool has its
own strength and weaknesses.

8. The automated penetration testing program can be packaged as an open-source tool that is
freely available to be used by ICS companies to ensure that ICS devices were deployed with

“Good Security Practices”.

7.3 Future Work

This is a list of future work that can be done in addition to this research:

1. More accurate results can be obtained if both manual and automated penetration testing are
conducted in either a real production ICS environment (with safety measures) or using a similar
testbed with more devices and simulated traffic using a traffic generator to add more stress on
the ICS devices and emulate a real ICS environment.

2. Itis recommended to use both a manual and an automated program to test as many devices as
we can to create a baseline for ICS devices. The same vendor may apply or configure devices
differently, which may lead to a different outcome.

3. Nmap had difficulty identifying the operating system of the embedded firmware. Therefore,
more work can be done in this area to make sure that Nmap is more effective and accurate in
identifying the operating system of embedded firmware devices.

4. Additional attacks may be tested against ICS, such as replay attacks, distributed denial of service
attack (DDoS), and using scapy (security tool) to manipulate packets received by ICS devices.

5. The automated program can be easily modified to be used in testing other ICS devices and

sensors, including Industrial Internet of Things (lloT) devices to make it more robust and secure.
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Appendix A: Flow Chart of The Automated Program

Flow Chart — Part 1
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Flow Chart — Part 2

Main Menu
(List of options)

7.Scan all
Services

8.Scan for
Operating
systems

9. Intense Scan

Database

12. Scan for

Scan for Services: Call the function:
* ReportSummaryServices()

* Saveresultto log file * Generate Recommendation

* ReportSummaryOS ()

* Save resultto log file * Generate Recommendation

Scan for Operating Systems: Call the function: J

Intense Scan: Call the function:
* ReportintenseScan()

« Save resultto log file * Generate Recommendation

Call the function:
Comprehensive Scan: « ReportSlowComperhensive-
Scan()
* Save resultto log file » Generate Recommendation

CVE Database

* Generate Recommendation

Scan all devices for HW Call the function:
information:
* ReportSummaryHW ()
» Save result to log file « Generate Recommendation

SR S .

119



Flow Chart — Part 3
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Appendix B: Output of Manual Penetration Testing

Results of Scanning for Available Services

Results of scan for running services on the PLC:

a. The Nmap command scans the name and version of available services.

b. The output of the scan revealed the name of the service used to run the HTTP server.
The PLC is using the GoAhead webserver running on port 80. Vulnerabilities dating back
to 2011 were found for the GoAhead webserver such CVE-2011-4273, which would
allow an attacker to execute multiple cross-site scripting (XSS), and CVE-2009-5111,
which would allow a remote attacker to cause a denial of service attack via partial HTTP

requests [39].

rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap -n -sV 192,168.0.110
Starting Nmap 7.80 ( nttps://nmap.org ) at 2020-97-12 08:19 CDT
Nmap scan report for 192.168.0.110
Host is up (0.0049s latency).
Not shown: 999 closed ports
PORT  STATE SERVICE VERSION
80/tcp open http | GoAhead WebServer
MAC Address: F4:54:33:A1:1B:D9 (Rockwell Automation)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.23 seconds

1 |

Services running on the PLC

Results of scan for running services on the HMI:

a. Using Nmap to scan for services.
b. The output identified two services running on the HMI. First, with oftpd that runs the ftp

server on port 21, searching the CVE database [39], we found vulnerability with versions
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before 0.3.7 that allows remote attackers to cause a denial of service, with a high
warning score. Second was ChipPC Extreme httpd, running on both port 80 and port
5120/tcp. With no version number reported with this scan, also no information was

found on this service using the CVE database.

rafat@kali-1: ~
File Actions Edit View Help

$ sudo nmap -sV  192.168.98.1290

Starting Nmap 7.80 ( http /nmap.org ) at 2020-07-12 08:19 CDT

Nmap scan report for 192.168.0.120

Host is up (90.0032s latency).

Not_shown: 995 closed norts

PORT STATE SERVICE VERSION

21/tcp open ftp oftpd

88/tcp open http ChipPC Extreme httpd

443 /tep open tepwrapped

631/tcp open ipp

5120/tcp open http ChipPC Extreme htepd

T SEIVICE UNTeCoRnized gesploe recurninig daca. Lf you know the service/version, please submit

the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service

SF=POrt631-TCP:Ve7.80XI=7%D=7/12%Time =5F0BODFDORP=x86_64~pc~1inux-gnuXr(Get

SFiRequest,87, "HTTP/1\.1\x20501\x20Not \x20implemented\r\nContext-Type: \x20
ext/html\r\nContent-Length: \x2058\r\n\r\n<html><body><h2>Service\x2ono
\x20implemented</h2></body></ html>" )Xr(HTTPOptions 87, "HTTP/1\.1\x2050
\x28Not\x208implemented\r\nContext -Type :\x20text/html\r\nContent-Length
\x2058\r\n\r\nchtml><body><h2>Service\x20not\x20implemented</h2></ body
</ htal>" )Xr(GenericlLines, 1A, "HTTP/1\. 1\ x20400\x20Bad\x2@Reques t\r\n" )%
(RTSPRequest 87, "HTTP/1\.1\x20501 \x20Not\ x20implemented\r\nContext-Typ
\x20text/html\r\nContent-Length: \x2058\r\n\r\n<html><body><h2>Service
x2@not\x20implemented</h2></body></htm1>* YXr{ RPCCheck, 1A, “HTTP/1\.1\x2
400\ x20Bad\x20Request\r\n" )¥r(DNSVersionBindReqTCP 1A, "HTTP/1\ . 1\x2040
\x20Bad\ x28Request\r\n" )X r(DNSStatusRequestTCP 1A, "HTTP/1\.1\x20400\x2
Bad\x20Request\r\n" )Xr(Help, 1A, "HTTR/1\.1\x20400\x20Bad\x20Raquast\r\n
JXr(SSLSessionReq, 1A, "HTTP/1\.1\x20400\x208ad\x20Request\r\n" )Xr(Termi
alServerCookie,1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr( TLSSessi
nReq, 1A, "HTTP/1\.1\x20400\x208ad\ x20Reques t\r\n" )Xr(Kerberos , 1A, “"HTTR/
\.1\x20400\x20Bad\x20Request\r\n" )Xr( SMBProgNeg, 1A, “"HTTP/1\.1\x20400\x

:20Bad\x20Request\r\n" )¥r(X11Probe, 1A, "HTTP/1\.1\x20400\ x20B8ad \x20Reques
\r\n* )%r(FourOhFourRequest,87 , "HTTP/1\,1\x20501\x20Not \x20implemented\
\nContext-Type:\x20text/html\r\nContent-Length:\x2058\r\n\r\n<html><bo
y><h2>Service\x20not\x28implement ed</ h2></body></html> " )%¥r (LPDString,1
y "HTTP/1\ .1\ x20400\x20Bad\x20Request\r\n" )Xr( LDAPSearchReq, 1A, "HTTP/1\
1\x20400\x20B8ad\x20Reques t\r\n" )Sr{LDAPBindReq, 1A, "HTTP/1\.1\x20400\x2
Bad\ x2@0Request\r\n" )Xr(SIPOptions 87, "HYITP/1\.1\x20501 \xZ0Not\ x20imple
ented\r\nContext-Type:\x20text/htmil\r\nContent-Length: \x2058\r\n\r\n<h
ml><body><h2>Service\x20not\x20implemented</h2></body></html>" )Xr( LAND
sk-RC, 1A, "HTTP/1\ .1\ x20400\x20Bad \x20Request\r\n* )Xr(TerminalServer, 1A
HTTP/1\ .1\ x20400\x20Bad\ x20Reque st\r\n" )X r(NCP, 1A, "HTTP/1\ .1\ x20400\x
OBad\x20Request\r\n" )Xr(NotasRPC, 1A, "HTTP/1\. 1\x20400\ x20Bad\x20Raques

- \r\n")%Sr(JavaRMI, 1A, "HTTP/1\. 1\x20480\x20B8ad\ x20Requast\r\n");

MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Service Info: OSs: Unix, Windows CE 6.00; CPE: cpe:/o:microsoft:windows_ce

S
S
S
s
s
s
s
s
s
S
s
S|
S
S
S
S
S
S
s
s
s
s

Service detection performed. Please report any incorrect results at htips://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 135.87 seconds

Results of Nmap scan for services running on HMI

Results of scan for running services on the ABB drive:

a. Using Nmap to scan for services.
b. The output shows one service Mitel SIP DEC VolP phone running on port 80. The Nmap

scan failed to identify the type of webserver running on the ABB drive.
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rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap -n -sV 192.168.0.100
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 08:22 CDT
Nmap scan report for 192.168.0.100
Host is up (©.0035s latency).
Not_shown: 999 closed ports
PORT  STATE SERVICE VERSION
80/tcp open http Mitel SIP DEC VoIP phone http config
MAC Address: 80:1C:01:00:10:50 (ABB Oy Drives)
Service Info: Device: VoIP phone

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 8.98 seconds

ABB drive scan for services identification

Results of Scanning for Identifying Operating Systems (OS)

Results of scan for OS on the PLC :

a. Shows the Nmap command used to scan for OS.
b. Nmap failed to identify the correct OS running on the PLC; the result of the scan is a

Xerox phaser 6600DN printer running an embedded operating system.

rafat@kali
File Actions Edit View Help

:~$ sudo nmap -n -0 -v 192.168.0.110
Starting Nmap 7.80 ( hitps://nmap.org J at 2020-07-12 08:25 CDT
Initiating ARP Ping Scan at 08:25
Scanning 192.168.9.110 [1 port]
Completed ARP Ping Scan at 08:25, 0.03s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 08:25
Scanning 192.168.8.110 [1886 ports]
Discovered open port 88/tcp on 192.168.0.110
Completead SYN Stealth Scan at @R:25. @.26s elansad (1008 total ports)
Initiating OS detection (try #1) against 192.168.9.110
Retrying O0S detection (try #2) against 192.168.0.110
Retrying 0S detection (try #3) against 192.168.08.110
WARNING: OS didn’'t match until try #3
NEap SCan Teport Tor 19Z.i6H.6.116
Host is up (0.0011s latency).
Not shown: 999 closed ports
PORT STATE SERVICE
80/tep open http
MAC Address: F4:54:33:A1:1B:0@ (Rockwell Automation)
Device type: printer
Running: Xerox embedded
0OS CP cpe:/h:xerox: phaser_6698dn
0OS details: Xerox Phaser 6600DN printer
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=152 (Good luck!)
IP ID Sequence Generation: Broken little-endian incremental

Read data files from: /usr/bin/../share/nmap

0S detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.78 seconds

Raw pickets sent: 1067 (49.362KB) | Rcvd: 1043 (43.494KB)

Results of Nmap scan to identify PLC OS.
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Results of scan for OS on the HMI:

a. Shows the Nmap command used to scan for OS.
b. The output of the Nmap scan identified the OS for the HMI as Microsoft Windows

mobile 5.x/6.x Microsoft embedded.

rafat@kali-1: ~

File Actions Edit View Help

:~$ sudo nmap -n -0 -v 192.168.0.120
Starting Nmap 7.80 ( https://nmap.org ) at 2020-87-12 08:26 CDT
Initiating ARP Ping Scan at 98:26
Scanning 192.168.0.120 [1 port]
Completed ARP Ping Scan at 98:26, 9.83s elapsed (1 total hosts)
Initiating SYN Stealth Scan at @88:26
Scanning 192.168.0.120 [1000 ports]
Discovered open port 443/tcp on 192,168.9.120
Discoversd open port 21/tcp on 192.168.0.120
Discovered open port 86/tcp on 192.168.0.128
Discovered open port 5128/tcp on 192.168.8.120
Discovered open port 631/tcp on 192.168.9.120
Completed SYN Stealth Scan at 08:26, 0.17s elapsed (1808 total ports)
Initiating 0S detection (try #1) against 192.168.0.120
Mmap scan report for 192.168.8.120
Host is up (@.00085s latency).
Not shown: 995 closed ports
PORT STATE SERVICE
21/tcp open ftp
80/tcp openm http
443/tcp open https
631/tcp open ipp
5120/tcp open barracuda-bbs
MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)
Device type: general purpose|media davice
Running: Microsoft Windows Mobile 5.X|6.X, Microsoft embedded
0OS CPE: cpe:/o:microsoft:windows_mobile:S cpe:/o:microsoft:windows_mobile:6
0S details: Microsoft Windows Mobile 5.0 = 6.1 or Zune audio player (firmware 2.2)
Network Dastance: 1 hop
TCP Sequence Prediction: Difficulty=125 (Good luck!)
IP ID Sequence Generationm: Incremental

Read data files from: /usr/bin/../share/nmap
0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.89 seconds

Raw packets sent: 1017 (45.446KB) | Rcvd: 1017 (41.242KB)

Nmap was able to identify HMI OS as Windows mobile 5.x/6.x

Results of scan for OS on the ABB drive:

a. Shows the Nmap command used to scan for OS.
b. Nmap scan failed to identify ABB drive OS. The scan output shows the OS as Novatel
MiFi 2200 3G WAP or Idirect evolution XL satellite router, which may have simmilar OS

signature as the ABB drive.
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rafat@kali-1: ~
File Actions Edit View Help

:-% sudo nmap -n -0 -v 192.168,0.100
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 08:28 CDT
Initiating ARP Ping Scan at 88:28
Scanning 152.168.0.160 [1 port]
Completed ARP Ping Scan at 08:28, 0.03s elapsed (1 total hosts)
Initiating SYN Stealth Scan at @8:28
Scanning 192.168.0.100 [100@ ports]
Discovered open port 88/tcp on 192.168.0.188
Completed SYN Stealth Scan at ©8i28, 0.285 elapsed (1008 total ports)
Initiating OS detection (try #1) against 192.168.0.100
Nmap secan report for 192.168.0.100
Host is up (8.8016s latency).
Not shown: 939 closed ports
PORT  STATE SERVICE
80/tcp open http
MAC Address; ©0:1C:01:00:10:50 (ABB Ov Drives)
Device type: WAP
Running: iDirect embedded, Novatel embedded
0S CPE: cpe:/h:novatel:mifi_2200_3g
05 details: Novatel MiFi 2200 3G WAP or iDirect Evolution X1 satellite router
NEeTwOrK vistance: 1 mop
TCP Sequence Prediction: Difficultys=218 {(Good luck!)
IP ID Sequence Generation: Busy sérver or unknown class

Read data files from: Jusr/bin/../share/nmap
05 detection performed. Please report amy incorrect results at https://nmap.org/submits/ .
Nmap done: 1 IP address (1 host up) scanned in 2.68 seconds
Raw pickets sent: 1023 (45.806KB) | Revd: 1015 (408.906KB)
LB

Output of ABB drive

Results of Intense Scan — Warning

Results of intense scan of the PLC :

a. Shows the Nmap intense scan command.

b. This scan identified all the information found earlier such as port numbers, different
services, and OS. This scan, similar to previous ones, failed to identify the OS that the
PLC is using.

c. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify
more information regarding the PLC, such as the type of device, vendor, product name,
serial number, product code, revision, status, and state. This output is considered very

valuable information in the penetration testing reconnaissance phase.
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rafat@kali-1: ~

File Actions Edit View Help

$ sudo nmap -n -A -T4 -w -p 1-65535 192.168.0.110
Starting Nmap 7.80 ( https://mmap.org ) at 2020-087-12 @8:31 CDT
NSE: Loaded 151 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at ©8:31
Completed NSE at 08:31, 0.80s elapsed
Initiating NSE at 08:31
Completed NSE at 08:31, 0.80s elapsed
Initiating NSE at ©8:31
Completed NSE at 08:31, 0.00s elapsed
Initiating ARP Ping Scan at 08:31
Scanning 192.168.0.110 [1 port]
Completed ARP Ping Scan at 08:31, 0.04s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 08:31
Scanning 192.168.0.110 [65535 ports]
Discovered open port 88/tcp on 192.168.0.110
Discovered open port 44818/tcp on 192.168.0.110
Completed SYN Stealth Scan at @8:32, 14.67s elapsed (65535 total ports)
Initiating Service scan at 08:32
Scanning 2 services on 192.168.0.110
Completed Service scan at ©8:34, 156.80s elapsed (2 services on 1 host)
Initiating 0S detection (try #1) against 192.168.0.110
NSE: Script scanning 192.168.0.110.
Initiating NSE at 08:34
Completed NSE at 08:34, 2.15s elapsed
Initiating NSE at ©8:34
Completed NSE at 08:34, 0.01s elapsed
Initiating NSE at 08:34
Completed NSE at 08:34, 0.00s elapsed
Nmap scan report for 192.168.0.110
Host is up (0.0019s latency).
Not shown: 65533 closed ports
PORT STATE SERVICE VERSION
80/tcp open http GoAhead WebServer
_http-favicon: Unknown faviconm MD5: D9B704524A6DBEC6ESSF47CC295BBB3A
http-methods:
Supported Methods: GET HEAD
http-title: Rockwell Automation
_Requested resource was hrtp://192.168.0.110/home.asp
{_httns.redirect: ERROR: Script execution failed (use -d to debug)
44818/tcp open EtherNet-IP-2
| enip-info:
type: Programmable Logic Controller (14)
vendor: Rockwell Automation/Allen-Bradley (1)
productName: 1769-L30ERM/A LOGIXS5330ERM
serialNumber: ©x60aeda®?
productCode: 156
revision: 30.11
status: @x0030
state: ©0x03
_ devicelp: 192.168.0.110
fingerprint-strings:
TLSSessionReq:
= rando
MAC Address: F4:54:33:A1:1B:00 (Rockwell Automation)

Results of intense scan on the PLC — Part 1
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devicelp: 192.168.0.110
fingerprint=strings:
TLSSessionReq:
= rando
MAC Address: F4:54:33:A1:18:D0 (Rockwell Automation)
Device type: printer
Running: Xerox embedded
0S CPE: cpe:/h:xerox:phaser_6608dn
0S details: Xerox Phaser 6600DN printer
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=15@ (Good luck!)
IP ID Sequence Generation: Broken little-endian incremental

TRACEROQUTE
HOP RTT ADDRESS
1 1.86 ms 192.168.0.110

NSE: Script Post-scanning.

Initiating NSE at 08:34

Completed NSE at 08:34, 0.00s elapsed

Initiating NSE at 08:34

Completed NSE at 08:34, 0.00s elapsed

Initiating NSE at @8:34

Completed NSE at 08:34, 0.00s elapsed

Read data files from: fusr/bin/../share/nmap

0S5 and Service detection performed. Please report any incorrect results at https://nmap.org/su

bmit/ .

Nmap done: 1 IP address (1 host up) scanned in 177.84 seconds
Raw$pﬁckets sent: 65558 (2.885MB) | Rcvd: 65550 (2.623MB)

Results of intense scan on the PLC — Part 2

Results of intense scan of the HMI:

Q

The Nmap intense scan command.

b. Shows all open ports.

c. The intense scan successfully logged into the ftp server (ftp code 230) using an
anonymous username [40] and was able to display the directory on the server with the
name: MER.00O.

d. This scan identified all the information found earlier such as port numbers and different

services, including the OS as Windows CE 6.0.
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e.

f.

Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify
more information regarding the HMI, such as the type of device, vendor, product name,
serial number, product code, revision, status, and state. This is considered very valuable
information in the penetration testing reconnaissance phase.

The scan took about 4 minutes to complete, a longer time than previous commands.

rafat@kali-1: ~
File Actions Edit View Help

$ sudo nmap -n -A -T4 -v -p 1-65535 192.168.0.120
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 08:37 CDT
NSE: Loaded 151 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at @8:37
Completed NSE at ©8:37, 0.00s elapsed
Initiating NSE at 08:37
Completed NSE at ©8:37, 0.00s elapsed
Initiating NSE at 08:37
Completed NSE at ©08:37, 0.00s elapsed
Initiating ARP Ping Scan at 08:37
Scanning 192.168.0.120 [1 port]
Completed ARP Ping Scan at 08:37, 0.05s elapsed (1 total hosts)

Initiating SYN Stealth Scan at 08:37

Scanning 102 168 @ 124 [65535 porte]

Discovered open 80/tcp on 192.168.0.120

Discovered open port 443/tcp on 192.168.0.120

Discovered open port 21/tcp on 192.168.0.120

Discovered open port 5120/tcp on 192.168.0.120

Discovered open port 5241/tcp on 192.168.0.120

Discovered open port 631/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.120
Completed SYN Stealth Scan at 08:37, 7.02s elapsed (65535 total ports)
Initiating Service scan at 08:37

Scanning 7 services on 192.168.0.120

Service scan Timing: About 71.43% done; ETC: ©8:40 (0:00:52 remaining)
Completed Service scan at ©8:39, 156.12s elapsed (7 services on 1 host)
Initiating OS detection (try #1) against 192.168.0.120

Retrying OS detection (try #2) against 192.168.0.120
WARNING: OS didn't match until try #2

NSE: Script scanning 192.168.0.120.

Initiating NSE at ©08:39

NSE: [ftp-bounce] Couldn't resolve scanme.nmap.org, scanning 10.0.0.1 instead.
NSE: [ftp-bounce] PORT (low port) response: 501 Syntax error in parameters or arguments.
Completed NSE at ©8:40, 16.04s elapsed

Initiating NSE at ©8:40
Completed NSE at 08:41, 60.03s elapsed

Initiating NSE at 08:41
Completed NSE at 08:41, 0.01s elapsed

Nmap scan report for 192.168.0.120

Host is up (0.00079s latency).

Not shown: 65528 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp oftpd

ftp-anon: Anonymous FTP login allowed (FTP code 23@)
_06-09-09 23:30 <DIR> ~MER. 00
_ftp-bounce: server forbids bouncing to low ports <1825
ftp-syst:

| SYST: Windows CE version 6.0.

80/tcp open http ChipPC Extreme httpd

_http-favicon: Unknown favicon MDS5: C42818EC75CRE333613177EEB3807A9A

http-methods:

_  Supported Methods: GET HEAD

_http-server-header: Microsoft-wWinCE/6.00

_http-title: FTVP

Intense scan of HMI — Part 1
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rafat@kali=1: ~
File Actions Edit View Help

|_ SYST: Windows_CE version 6.0.
Bo/tcp open http ChipPC Extreme httpd
_http-favicon: Unknown favicon MDS: C42818EC7S5COE333613177EEB3807A9A
http-methods:
_ Supported Methods: GET HEAD
_http-server-header: Microsoft-WinCE/6.00
_http-title: FTVP
443/tcp open tcpwrapped
631/tcp open ipp
| fingerprint-strings:
DNSStatusRequestTCP, DNSVersionBindReqTCP, GenericlLines, Help, JavaRMI, Kerberos, LANDesk=
RC, LDAPBindReq, LDAPSearchReq, LPDString, NCP, NotesRPC, RPCCheck, SMBProgNeg, SSLSessionReq,
TLSSessionReq, TerminalServer, TerminalServerCookie, X11Probe:
HTTP/1.1 480 Bad Request
FourOhFourRequest, GetRequest, HTTPOptions, RTSPRequest, SIPOptions:
HTTP/1.1 501 Not implemented
Context=Type: text/html
Content-Length: 58
<html><body><h2>Service not implemented</h2></body></html>
i http-title: Site doesn't have a title.
5120/tcp open http ChipPC Extreme httpd
_http-favicon: Unknown favicon MDS: C42818ECVSCOE333613177EEB3B07A%A
http=methods:
__ Supported Methods: GET HEAD
_http-server-header: Microsoft-winCE/6.0@
|_http-title: FTVP
5241/tcp open unknown
44818/tcp open EtherNet-IP-2
enip=info:
typé: Human-Machinme Inmterface (24)
vendor: Rockwell Automation/Allen-Bradley (1)
productName: PanelView Plus 7 Std 1008 DLR
serialNumber: 0x60128¢ca9
productCode: 188
revision: 11.1
status: 0x0068
state: 900
_ | devicelp: 192.168.0.120
fingerprint-strings:
TLSSessionReq:
randomira
1 service unrecognized despite returning data. If you know the service/version, please submit
the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF=POrt631=TCP:Va7.80%I=7%D=7/12%XTime=5F0B1215%P=x86_64~pc~1inux-gnuXr(Get
SF:Request,87, "HTTP/1\. 1\x20501\x20Not\x20implamented\r\nContext -Type : \x20
SF:text/html\r\nContent-Length:\x2058\r\n\r\n<html><body><h2>Service\x2@no
SF:t\x20implemented</h2></body></html>" )¥r( HTTPOptions, 87, "HTTP/1\.1\x2050
SF:1\x20Not\x20implemanted\ r\nContext-Type: \x20text/html \r\nContent-Length
SF :: \x2058\r\n\r\n<html><body><h2>Service\x2@not\x20implemented</h2></body
SF:></html> " )%r(GenericLines, 1A, "HTTP/1\.1\x20400\x20Bad \x20Request\r\n" )%
SF:r(RTSPRequest,87, "HTTP/1\.1\x20501\x20Not\x20implemented\r\nContext-Typ
SF:e:\xzetext/html\r\nContent—Length:\x2058\r\n\r\n<htm1><body><h2>$ervice
SF:\x20not\x20implemented</ h2><¢/body></ html> " )Er(RPCCheck, 1A, "HTTR/1\.1\x2
SF:0400\x20Bad\x20Request\r\n" )Xr(DNSVersionBindReqTCP, 1A, "HTTP/1\.1\x2040
SF:0\x20Bad\x20Request\r'\n" )Xr(DNSStatusRequestTCP, 1A, "HTTP/1\.1\x20400\x2

Intense scan of HMI — Part 2
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rafat@kali-1: ~

File Actions Edit View Help

SF: text/html\r\nContent-Length:\x2058\r\n\r\n<html><body><h2>Service\x2@no
SF;: t\x20implement ed</h2> </ body></html> " )Xr{HTTPOptions, 87, "HTTP/1\.1\x2050@
SF: 1\x20Not\x20implemented\r\nContext-Type:\x28text/html\r\nContent-Length
5F :: \x2858\r\n\r\n<html><body><h2>Service\x28not\x26implemented</ h2></body
SF:></html>" )¥r(GenericLines,1A, "HTTP/1\. 1\x20400\x20Bad\x2@Request\r\n" )%
SF:r{RTSPRequest, 87, "HTTR/1\.1\x20501\x20Not\x20implemented\r\nContext=Typ
SF:e:\x20text/html\r\nContent-Length:\x2858\r\n\r\n<html><body><h2>Service
SF:\x20not\x20implemented</ h2></body></html>" )®r(RPCCheck, 1A, "HTTP/1\.1\x2
SF: 0400 \x20Bad\x20Reques t\r\n" )Xr(DNSVersionBindReqTCP, 1A, "HTTP/1\.1\x2040
SF:0\x20Bad\x20Request\r\n* )Xr(DNSStatusRequestTCP, 1A, "HTTP/1\.1\x20400\x2
SF:0Bad\x20Reques t\r\n" )%r(Help, 1A, "HTTP/1\. 1\x20400\x20Bad\x20Request\r\n
SF: * )8r(SSLSessionReq, 1A, "HTTP/1\. 1\x20400\x20Bad\x2@Request\r\n" )%r(Termi
SF:nalServerCookie,1A, "HTTP/1\. 1\x20400\x20Bad\x20Request\r\n" )Xr(TLSSessi
SF:onReq, 1A, "HTTP/1\.1\x204 00\ x20Bad\x28Request\r\n" )¥r(Kerberos, 1A, "HTTP/
11\, 1\x20400\x20Bad\x20Reques t\r\n" )Xr(SMBProgNeg, 1A, "HTTP/1\.1\x20400\x
:20Bad\x2@Request\r\n” )Xr(X11Probe, 1A, "HTTR/1\.1\x204608\x208ad\ x20Reques
s tA\rF\n " )2r( FourOhFourRequest , 87, "HTTP/1\.1\x20501\x20Not \x20imp lemented\
:r\nContext-Type:\x28text/html\r\nContent-Length: \x2058\r\n\r\n<html><bo
:dy>»<h2>Service\x20not\x2@0implemented</ h2></body></html> " )%r(LPDString,1
tA, "HTTP/1\.1\x20400\x20Bad\x20Request\ r\n" )Er(LDAPSearchReq, 1A, "HTTP/1\
SF:.1\x20400\x20Bad\x20Request\r\n* )¥r(LDAPBindReq, 1A, "HTTP/1\ .1\ x20408\x2
SF:0Bad\x20Request\r\n" )3r(SIPOptions,87, "HTTP/1\.1\x20501\x20Not\x20imple
SF:mented\r\nContext-Type:\x2@8text/html\r\nContent~-Length: \x2058\r\n\r\n<h
SF: tml><body><h2>Service\x20not\x28implemented</h2></body> </ html> " )¥r{ LAND
SF:esk-RC, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" }Xr(TerminalServer, 1A
SF:, "HTTR/1\. 1\x20400\x20Bad\x20Request\r\n" )Xr(NCP, 1A, "HTTR/1\.1\x20480\x
SF:20Bad\x20Request\r\n" )Xr(NotesRPC, 1A, "HTTP/1\.1\x20400\x20Bad\ x20Reques
SF: t\r\n")%r(JavaRMI, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n");
MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)
Device type: general purpose |media device
Running: Microsoft Windows Mobile S.XIG.X, Microsoft embedded
0S CPE: cpe:/o:microsoft ;windows_mobile:5 cpe:/o:microsoft :windows_mobile:6
0S details: Microsoft Windows Mobile 5.8 = 6.1 or Zume audio player (firmware 2.2)
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=123 (Good luck!)
IP ID Sequence Generation: Incremental
Service Info: 0Ss: Unix, Windows CE 6.00; CPE: cpe:/o:microsoft:windows_ce

TRACEROQUTE
HOP RTT ADDRESS
1 0.79 ms 192.168.0.129

NSE: Script Post-scanning.
Initiating NSE at 08:41
Completed NSE at 08:41, 0.00s elapsed
Initiating NSE at @8:41
Completed NSE at 08:41, 0.00s elapsed
Initiating NSE at 08:41
Completed NSE at 08:41, 0.00s elapsed
Read data files from: fusr/bin/../share/nmap
05 and Service detection performed. Please report any incorrect results at https://mmap.org/su
bmit/ .
Nmap done: 1 IP address (1 host up) scanned in 244.75 seconds
Raw packets sent: 65568 (2.886MB) | Rcvd: 65568 (2.624MB)
:~$

Intense scan of HMI — Part 3

Results of intense scan of the HMI:

a.

Shows the Nmap intense scan command.

b. Shows two ports open, similar to the previous scan.
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The scan failed to identify the type of webserver running on port 80.

Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify
more information regarding the ABB drive, such as the type of device, vendor, product
name, serial number, product code, revision, status, and state. This is considered a very
valuable information in the penetration testing reconnaissance phase.

The scan failed to identify the correct device and OS using Nmap.
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rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap -n -A -T4 -v -p 1-65535 192.168.0.100
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 @8:47 CDT
NSE: Loaded 151 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 08:47
Completed NSE at 08:47, 0.80s elapsed
Initiating NSE at 08:47
Completed NSE at @8:47, 0.008s elapsed
Initiating NSE at 08:47
Completed NSE at 08:47, 0.008s elapsed
Initiating ARP Ping Scan at 08:47
Scanning 192.168.0.100 [1 port]
Completed ARP Ping Scan at 08:47, ©.04s elapsed {1 total hosts)
Initiating SYN Stealth Scan at 08:47
Scanning 192.168.0.100 [65535 ports]
Discovered open port 80/t¢p on 192.168.08.100
Discovered open port 448i8/tcp on 192.168.0.100
Completed SYN Stealth Scan at @8:47, 15.90s elapsed (65535 total ports)
Initiating Service scan at @8:47
Scanning 2 services on 192.168.0.100
Completed Service scan at 08:50, 151.17s elapsed (2 services on 1 host)
Initiating 05 detection (try #1) against 192.168.0.100
NSE: Script scanning 192.168.0.100.
Initiating NSE at 08:50
Completed NSE at 08:50, 14.25s elapsed
Initiating NSE at 08:50
Completed NSE at 08:50, 9.08s elapsed
Initiating NSE at 08:50
Completed NSE at 08:50, 0.00s elapsed
Nmap scan report for 192.168.0.100
Host is up (©.8817s latency).
Not shown: 65533 closed ports
PORT STATE SERVICE VERSION
80/tcp open http Mitel SIP DEC VoIP phone http config
_http-favicon: Unknown favicon MD5: FCBEG693QEE712932CCF43D@DBBAADDDE
http=methods:
_ Supported Methods: GET HEAD POST OPTIONS
_http-title: ABB, FENA-01
44818/tcp open EtherNet-IP-2
enip-info:
type: AC Drive Device (2)
vendor: ABB Industrial Systems (46)
productName: ACS350
serialNumber: 0x00120166
productCode: 602
revision: 2.70
status: Ox@e74
state: 9x03
_ devicelp: 192.168.0.100
MAC Address: ©0:1C:01:00:10:50 (ABB Oy Drives)
Device type: WAP
Running: iDirect embedded, Novatel embedded
0S CPE: cpe:/h:novatel:mifi_2200_3g
0S details: Novatel MiFi 2200 3G WAP or iDirect Evolution X1 satellite router
Network Distamce: 1 hOp

Intense scan of ABB drive — Part 1
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_ devicelp: 192.168.0.100
MAC Address: 00:1C:01:00:10:50 (ABB Oy Drives)
Device type: WAP
Running: iDirect embedded, Novatel embedded
0S CPE: cpe:/h:novatel:mifi_2200_3g
0S details: Novatel MiFi 2200 3G WAP or iDirect Evolution X1 satellite router
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=205 (Good luck!)
IP ID Sequence Generation: Busy server or unknown class
Service Info: Device: VoIP phone

TRACEROUTE
HOP RTT ADDRESS
1 1.71 ms 192.168.0.100

NSE: Script Post-scanning.
Initiating NSE at 08:50
Completed NSE at 08:50, 0.00s elapsed
Initiating NSE at 08:50
Completed NSE at 08:50, 0.00s elapsed
Initiating NSE at 08:50
Completed NSE at 08:50, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/su
bmit/ .
Nmap done: 1 IP address (1 host up) scanned in 185.87 seconds
Raw packets sent: 65561 (2.885MB) | Rcvd: 65550 (2.622MB)
S |

Intense scan of ABB drive — Part 2

Results of Slow-Comprehensive Scan — Warning

The results of the slow comprehensive scan of the PLC:

Shows the Nmap intense scan command.

a. The scan showed that by using Nmap and broadcast Internet Group Management
Protocol (IGMP), we can detect neighbor ICS devices.
b. Port UDP 161/SNMPv1 — simple network management protocol (SNMP), version 1 and

v2 is a nonsecure communication; SNMPv3 should be used.
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=3 5000 nmap =55 «n «sU =Th =A «v =PE PP =PSB0, 443 ~PAI3ES ~PUANIZS -BY «p1-65534
covery and safe)* 192,168.0.110
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 09:08 COT
NSE: Loaded 292 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 09:00
NSE: [mrinfo) Nsock connact failed immediately
NSE: [mtrace] A source IP must be provided through fromip argument.
NSE: [shodan-api] Error: Please specify your ShodanARI key with the shodan-api.apikey argument
NSE: [knx-gateway-discover] Nsock connect failed immediately
NSE: (broadeast-pim-discovery] Nsock connect failed immediately
109 short
Completed NSE at 09:00, 10.30s elapsed
Initiating NSE at 09:00
Conpleted NSE at 09:00, 0.005 elapsed
Initiating NSE at 09:00
Completed NSE at 09:00. 0.005 elapsed
Pre-scan script results:
broadeast-igmp-discavery:
192.168.0. 119
Interface: etho
Version: 2
Group: 224.0.1.129
Description: PTP-primary
192.168.0.120
Interface: othd
Version: 2
Group: 239.255.255.250
Description: Organization-Local Scope (rfc2365)
Use the newtargats script-arg to add the resiles as targets
knx-gateway-discover:
_ ERROR: Couldn't get interface for 224.9.23.12
targets~asn:
. LAFZOtS-asn.A8N 15 3 BANJATOPY paramEter
Initiating ARP Ping Scan at #9:89
Scanning 192.168.0.110 [1 port)
Completed ARP Ping Scan at @9:00, 0.04s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 09:00
Scanning 192.168.0.118 [65534 ports)
Discovered open port 88/tcp on 192.168.9.110
Discovered open port 44818/tcp on 192,168.9.110
Completed SYN Stealth Scan at 89:09, 14,515 elapsed (65534 total ports)
Initiating UOP Scan at #3:80
Scanning 192.168.0.110 (65534 ports)
Completed UDP Scan at 89:01, 25.06s elapsed (65534 total ports)
Initiating Service scan at 9:01
Scanning & services on 192.168.0.119
Discovered open port 161/udp on 192.168.9.1190
Discovered open|filtered port 161/udp on 192,168.9.110 is actually open
Service scan Timing: About 37.50% done; ETC: 09:05 (0:02:42 remaining)
Completed Service scan at €9:03, 156,155 elapsed (8 services on 1 host)
Initiating 0§ detection (try #1) against 192.168.9.119
Retrying OS5 detection (try #2) against 192,168.0.119
Reteying OS detection (tey 3) agadnst 192.168.0.110
WARNING: OS didn't match until try #3

Slow comprehensive scan of PLC — Part 1
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WARNING: OS didn't match until try 23

NSE: Script scanning 192.168.9.110.

Initiating NSE at 99:03

Discovered open port A4818/udp on 192.168.0.110

Completed NSE at 09:05, 71.90s elapsed

Initiating NSE at 09:05

Completed NSE at 09:05, 1.08s elapsed

Initiating NSE at 99:05

Completed NSE at 99:05, 0.11s elapsed

Nmap scan report for 192.168.0.110

Host is up (0.0010s latency).

Not shown: 131068 closed ports

PORT STATE SERVICE VERSION

80/tcp open http GoAhead WebServer
http-comments-displayer:
Spidering limited to: maxdepths=3; maxpagecount=20; withinhost«192.168.0.110

Path: http://192.168.0.110:80/home.asp
Line number: 27
Comment :

¢--= Start tab background -

Path: http://192.168.0.110:80/home.a5p
Line number: 26
Comment :

=~ End tabs -

Path: http://192.168.9.110:80/home . 25p
Line nusber: 127
Comment :

¢~~~ End right side column —

Path: http://192.168.0.110:80/home.asp
Line number: 9
Comment :

—

Path: http://192.168.0.110:80/css/radevice.css
Line number: 50
Comment :

/* Sortable table headers »/

Path: http://192.168.0.110:80/home.asp
Line number: 144
Comment :

¢-= End body background —»

Path: http://192.168.0.110:80/hone . a5p
Line number: 33
Comment :

¢—— Body starts here —

Path: http://192.168.0.110:80/hone.asp

Slow comprehensive scan of PLC — Part 2
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Help

168.0.110:80/home . asp

Path:
Line musber: o
Comment :

—

Line number
Commant :
#— Start tabs —

modify below this point —

1:2& 197R

92.168.0.118/home . asp

proxy detected.
Ler:

nse. himl )

Slow comprehensive scan of PLC — Part 3
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|_ Possible reverse proxy detected.
hittp-useragent-tester:
Allowed User Agents:
Moxilla/5.0 (compatible; Nmap Scripting Engine; https://mmap.orgrbook/nse.htal)
libwew
lwp-trivial
Forbidden/Redirected User Agents
NTTP::Lite:
Different Most: hitp://192.166.0.119/home.asp
http client:
Different Host: http://192.168.0.110/home.asp
W-Mechanize/1.34;
ifferent Most: hutp://192.168.8.110/home.asp
GT :: W :
Different Hast: hitp://192.168.9.110/home,asp
libcurl=agent/1.0:
Different Host: hetp://192.168.8.118/home.asp
PHP/:
Different Nost: http://192.168.0.110/home.asp
wget/1.13.4 (Linux-gnu):
Rifferent Host: hitp;://192.168.0.110/home.asp
PECL ::HTTP:
Different Most: http://192.168.0.110/home.asp
MFC_Tear _Sample:
Different Host: http://192.168.0.110/home.asp
URX :: Fetch:
Different Most: hitp://192.168.0.110/home.asp
Zend_Metp Cliant:
Different Most: http://192.168.0.110/home.asp
Python-urllib/2.5:
Different Most:z http://192.168.8.110/home.asp
Snoopy:
Different Most: http://192.168.0.110/home.asp
PHPCrawl :
1 Different Host: hitp://192,168.0.110/home,asp
!_nttp-xssvd: ERROR: Script executiom failed (use =d to dedbug)
|_https-redirect: ERROR: Script execution failed (use -d to debug)
4481871¢p onen EtherNet-IP-2
enip-info!
type: Programmable Logic Controller (14)
vendor: Rockwell Awtomation/Allen-Bradley (1)
productName: 1769-L30ERM/A LOGIXSIIOERM
serialNusber: O«bdaedad?
productCode;: 156
revision: 30.11
status: O=0038
state: 9x03
_ devicelp: 192.168.0.110
fingerprint-strings:
TRSSess 1onReq:
o ranéo
68/udp open |filtered dhepe
161/udp open snap SMMPv1 server (public)
i snap-natsTat!
TCP 192.168.0.110:80 192.168.0.15:51598
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TCP  291.168.0, 11860
TER 0. 118848 192,158 .0,
TCR []
TCP L]
TCP 191. 0.
TCP 0, 11080
M, iidc AL Bin
0. 11051385 CAEE 0. 1004 AB1E

opan |Filtersd ptp-ewent

open |Filtered ptp=general

epen | Filtered msantipiracy
Etherlet-IP-2

Controller (14}
7 Al lEn-Erad
productNam LIGERM/A LOGINSIIRERM
seriallNumber: &

PAL:1BIDD (Mackwell Autesatisn)
i printer
enbedded
haser_6&688dn
GEQR0H printer
Netwirk Diztan
quence Pradic DAf ficuLty=155 Tuck! )

Ik Eb Sequence Gemeration: Breken little-endian incresental

ipt results:
FAIL (Mo PTR rec

HOP  HOST
] 1 G8.@.
_ipidseqz execotion failed (Use -d to debugh
_path-mtu; PUTU = 15408
gecan: ERROR: Seript executiion failed (use -d to debug)
eroute-gealocation:
"

LOCATION

TRACERDUTE
HOP ETT ADDRE
i 1.8 ms 8931
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UDP 0.0.0.0:44818
_ DR 127.0.08.1:20073 e
snmp-sysdescr: Rockwell Automation 1769-L30ERM
o SyStésm Uprime: ZRI2eZ1.4bs (/9A1ab timaticks)
319/udp open|filtered ptp-event
320/udp open|filtered ptp-general
2222/udp _open|filtered msantipiracy
44818/udp open EtherNet-IP-2
endp-ianfa;
type: Programmable Logic Controller (14)
vendor: Rockwell Automation/Allen-Bradley (1)
productName: 1769-L30ERM/A LOGIXS330ERM
serialNumber: Ox6Qaedad’
productCode: 156
revision: 30.11
status: 0x0030
state: Ox03
_ devicelp: 192.168.0.110
MAC Address: F4:56:33:A1:1B:D0 (Rockwell Automation)
Device type: printer
Running: Xerox embedded
05 CPE: cpe:/h:xerox:phaser_6600dn
05 details: Xerox Phaser 66000N printer
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=155 (Good luck!)
IP ID Sequence Generation: Broken little-endian incremental

Host script results:
_fcrdns: FAIL (No PTR record)
firewalk:
HOP HOST PROTOCOL BLOCKED PORTS
0 192.168.0.15 udp 68,319-320,2222,44818
_ipidseq: ERROR: Script execution failed (use -d to debug)
_path-atu: PMTU == 1500
_qscan: ERROR: Script execution failed (use -d to debug)
traceroute-geolocation:
HOP RTT ADDRESS GEOLOCATION
1 1.02 192.168.0.110 - ,-

TRACEROUTE
HOP RTT ADDRESS
1 1.02 ms 192.168.0.110

NSE: Script Post-scanning.
Initiating NSE at 09:05
Completed NSE at 09:05, 0.00s elapsed
Initiating NSE at 09:05
Completed NSE at 99:05, 0.90s elapsed
Initiating NSE at 09:05
Completed NSE at 99:05, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://mmap.org/submsit/ .
Nmap done: 1 IP address (1 host up) scanned in 288.75 seconds
Raw nickels sent: 131154 (4.729MB) | Recvd: 131105 (6.297MB)
e

Slow comprehensive scan of PLC — Part 5

Results of slow comprehensive scan of the HMI:

a. Shows the Nmap intense scan command.
b. Scan discovered a Windows NetBIOS name: PVP61289.
c. The scan lasted for about 6 minutes.

d. The rest of the scan output is the same as the previous ones.
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:~% sudo nmap -s5 -n -sU -T& -A -v -PE -PP -P53 -P4B125 -PY -pl-65534 —script “default or (dis
very and safe)® 192.168.9.120
Starting Wmap 7. ( mmap.org ) at 2828-a7-12
! Loaded 292 ipts nning.
cript Pre-

Initiating MSE at @9:13

MSE: -pim-di
argument.
with the shodan-api.apikey argument

Initiating MSE at @
Completed MSE at @9
Initiating NSE at @9:13
Completed WSE at @9:13, 0.9035 elapsed
Sre=scAn s rEsnl

broadcast-igmp-di

192, 168, 8. 110
Interface: ethi

255,

- LArgets-asn.asn is a mandatory parameter
Initiating ARP Ping Scan at @9:13
Scanning 192,
Completed ARP Ping Scan at 09:13, @.983s elapsed (1 total he
Initiating SYN Stealth Scan at 13
Seanning 103 15

open
d open
apen
open

ports)
pert 137/udp 2.168.8.128
an at 89314, 18,735 elapsed (65534 total ports)
Scanning 11 Servic

red open port 44818/ udp on 192,168.8.128
red open|filtered port 44818 udp on 192.168.8.120 iz actually open

Slow comprehensive scan of HMI — Part 1
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Discovered open|filtered port 44818/udp on 192.168.0.120 is actually open
Service scan Timing: About S54.55% done; ETC: ©9:17 (0:01:22 remaining)
Completed Service scan at 99:16, 156.09s elapsed (11 services on 1 host)
Initiating OS5 detection (try #1) against 192.168.0.120
Retrying OS detection (try #2) against 192.168.9.120
WARNING: OS didn't match until try #2
NSE: Script scanning 192.168.0.120.
Initiating NSE at 09:16
NSE: [ftp-bounce] Couldn't resolve scanme.nmap.org, scanning 10.9.0.1 instead.
NSE: [ftp-bounce] PORT (low port) response: 501 Syntax error in parameters or arguments.
Discovered open port 1900/udp on 192.168.9.129
Completed NSE at 09:18, 108.465 elapsed
Initiating NSE at 09:18
Completed NSE at 09:19, 60.06s elapsed
Initiating NSE at 09:19
Completed NSE at 99:19, 9.07s elapsed
Nmap scan report for 192.168.0.120
Host is up (0.00050s latency).
. T s na L
< - porte
STATE SERVICE VERSION
21/tcp open ftp oftpd
_banner: 220 Service ready for new user
ftp-anon: Anonymous FTP login allowed (FTP code 230)
_06-05-09 23:30 <DIR> ~MER .00
_ftp-bounce: server Torbids bouncing to low ports <iezs
ftp-syst:
1. SYST: Windows CF version f.8.
§0/tcp open http ChipPC Extreme httpd
_hEfnacommontEadisnlaver: Couldn 't find any comments
_http-date: Wed, 10 Jun 2009 08:54:48 GMT; -11y32d405h21mS9s from local time.
_htto-favicon: Unknown favicon MDS: CA281BECTSCRE333613177EEBIBATAIA
http-headers:
Date: Wed, 10 Jun 2009 08:54:51 GMT
Connection: close
Server: Microsoft-winCE/6.00
Last-Modified: Mon, 24 May 2010 19:22:36 GNT
Content-Type: text/htal
Content-Length: 570

(Request type: HEAD)
http-methods:
. Supported Methods: GET HEAD
http-mobileversion-checker: No mobile version detected.
http-referer-checker: Couldn't find any cross-domain scripts.
_http-security-headers:
_http-server-header: Microsoft-WinCE/6.00
http-title: FIVP
http-traceroute:
Passible revearse proxy detected
http-useragent-tester:
Status for browser useragent: 200
Allowed User Agents:
Mozilla/S.0 (compatible; Nmap Scripting Engine; https://mmap.org/book/nse.htal)
L1bwww
lwp-trivial

Slow comprehensive scan of HMI — Part 2
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ed Wser Agents:
ozilla/5.8 (compatible; Mmap Scripting Engine; https://nmap.o
1 s
Twp=trivial
libcurl-agent/1.8
;

PHPCrawl
URI :: Fetch
Http_Client
:HTTR
1.13.4 (linux-gnu)
echanize/1.34
n failed (use -d to debug)

mments-displayer: Couldn't find any comments.
leversion=checker: No mobile version detected
_http-referer-ch
http-securit

nmap.org/boc

Tear_Sample
Lite

Fat
Zend_Http_
http client

& {linwe-gnu)
anize/1.34
cript axecution failed (use -d to debug)

n failed {use -d to debug)
ecution failed {use -d to debug)

BindReqTCP, Genericlines, Help, JavaRMI, Kerberos, LANDesk-RC, LDAPBindReq, LDAFSearchi
eq g, MC C, RPCChe SMBProgheg, S55LSessionReq, TLSSessionReq, Termin: er, TerminalServer e, X1
1Frobe:

HTTP/1.1 &2@ Bad Request
Fm.lrEIhFEru!Hé-:]uéi'[, El'_*lﬂl'.'-:]ué:'.t, HTTPOptions F!TSPRI'_'qué:'.'I'., Fﬂlpf_i-ﬂni.:

Slow comprehensive scan of HMI — Part 3
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eq, LPDString, MWCP, MotesRPC, RPCCheck, SMBProgNeg, S55LSessionReqg, TL onReq, TerminalServer, TerminalServerCookie, X1
1Probe:
HTTP/1.1 &80 Bad Request
FourdhFourReques tRequest, HTTPOptions, RTSPRequest, SIPOptions:

Conte Typ
Content-Length

ady></ html>

Context-Type:
ntant-Length:

_ (Request type: GET)
|_http-title: 5ite doesn't have a title.
5110 tcp o http ChipPC Extreme httpd
_http-comments-displayer uldn't find any comment
_http-date: Wed, 18 Jun 2089 BB:54:52 GMT; -11y32d@5h2imées from local time.
http-favicon: Unknown favi MD5: CA2BLIBECTSCREI3361317TEERIBOTADA
http-headers:
50 GMT

(1)
2018 19:22:36 GMT

_  (Request ty
http-methods:

ecker: No mobile wi
fir er: Couldn't find anmy cr
rity-headers
server-header: M f6.08

- proxy detected.
http-useragent-tester:
Status eragent: 108
Al lowed
Mozill
T 4 v
lwp-trivial
libcurl-agent/1.9
FHE/
Python-urllib/2.5

FPHPCrawl
URI :: Fetch
Zend_Http_Client

Llignt

HTTP

134 (Uimux-gou)

Slow comprehensive scan of HMI — Part 4
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wget/1.13.4 (lipux-gnu)

} a1 failed (use -d to debug)
5241/tcp open unknown
44818/tcp open EtherNetIP-2?
| fingerprint-strings:
TLSSessionReq:
| randomira
137/udp open netbios-ns Apple Mac 05 X netbios-ns
138/udp open|filtered netbios-dgm
1900/udp open upnp?
upnp-info:
192.168.0.120
Server: Microsoft-WinCE/6.00 UPnP/1.8 UPnP-Device-Host/1.0
Location: htto://192.168.0.120:5120/upnp/1779¢350-5062-b010-6392-010011322443 . xal
44818 /udp_open EtherNat-TP-2
j enip-into:
type: Human-Machine Interface (24)
vendor: Rockwell Automation/Allen-Bradley (1)
productName: PanelView Plus 7 Std 1009 DLR
serialNumber: 0x60128ca%9
productCode: 188
revision: 11.1
status: 0x0060
state: Oxff
. devicelp: 192.168.0.120
fingerprint-strings:
DNSYersionBindReq:
version
Kerberos:
“0\xa0
NBYStat:
CKAAAMAAAAAA
SIPOptions:
SIP/2.0
sybaseanywhere:
e NECTIONLESS
2 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints
at hteps://nmap.org/cgi-bin/submit.cgi?new-service :
sesnnssssnnnnaNEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)s=sssssssssnsns
§ SF-POrt631-TCP:Ve7.80K1«7%De7/12%Time«SFOBIABLXPx86_64-pc-1inux-gnukr(Get
SF:iRequest,B87, "HTTP/1\.1\x20501\x20Not\x20implemented\r\nContext-Type:\x20
SF:text/htal\r\nContent-Length: \x2058\r\n\r\n<html><body><h2>Service\x20no
SF:t\x20implemented</h2></body></html> " )Xr(HTTPOptions, 87, "HTTP/1\.1\x2050
SF:1\x20Not\x2@implemented\r\nContext-Type:\x20text/html\r\nContent-Length
SF :: \x2058\r\n\r\n<html><body><h2>Service\x20not\x20implemented</ h2></body
SF:></htal>" )%r(GenericLines, 1A, "HTTP/1\.1\x20400\x208ad \x20Request\r\n" )%
SF:r(RTSPRequest,87, "HTTP/1\.1\x20501\x20Not \x20implemented\r\nContext-Typ
SF:e:\x20text/htal\r\nContent-Length: \x2058\r\n\r\n<htal><body><h2>Service
SF:\x20not\x20implemented</h2></body></htal>" )Xr(RPCCheck, 1A, *HTTP/1\.1\x2
SF:0400\x20Bad\x20Request\r\n* )Xr(ONSVersionBindReqTCP, 1A, "HTTP/1\.1\x20480
SF:0\x208ad\x20Request\r\n" )Xr(DNSStatusRequestTCP, 1A, "HTTP/1\. 1\x20400\x2
SF:0Bad\x20Request\r\n" )Xr(Help, 1A, "HTTP/1\.1\x20400\x20Bad \x20Request\r\n
SF:*)Xr(SSLSessionReq, 1A, "HTTP/1\.1\x20400\x208ad \x20Request\r\n* )Xr(Terni
SF:nalServerCookie, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n* )Xr(TLSSessi
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SF:nalServerCookie, 1A, "HTTP/1\.1\x20480\x20Bad \x20Request\r\n" )Xr{TLSSessi
SF:onReq, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr{Kerberos, 1A, "HTTP/
SF:I\.1\x20400\x20Bad \x20Request\r\n" )Xr{SMBProgNeg, 1A, "HTTP/1\. 1\x20400\x
SF:20B8ad\x20Request\r\n" )Xr(X11Probe, 1A, "HTTP/1\.1\x20400\x20Bad\x20Reques
SF:t\r\n" )Xr(FourOhFourRequest,87, "HTTP/1\.1\x20501\x2@Not\x28implemented\
SF:r\nContext-Type:\x20text/html\r\nContent-Length:\x2058\r\n\r\n<html><bo
SF:dy><h2>Service\x2@not\x20implemented</h2></body></htal>" )Xr(LPDString,1
SFIA, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr( LDAPSearchReq, 1A, "HTTP/1\
F:.1\x20400\x208ad\x20Request\r\n" )Xr(LDAPBindReq, 1A, "HTTP/1\.1\x20400\x2
SF:0Bad\x20Request\r\n" )Xr(SIPOptions,87, "HTTP/1\.1\x20501\x20Not\x20imple
SF:mented\r\nContext~-Type:\x20text/html\r\nContent~-Length: \x2058\r\n\r\n<h
SF:tml><body><h2>Service\x2@not\x20implemented</h2></body></ html>* )Xr( LAND
SF:esk-RC, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr{TerminalServer, 1A
SF:, "HTTP/1\.1\x20400\x20Bad \x20Request\r\n" JXr(NCP, 1A, "HTTP/1\.1\x20400\x
SF:208ad\x20Request\r\n" )Xr(NotesRPC, 1A, "HTTP/1\.1\x20400\x208ad\x20Reques
SF t\r\n" JXr(JavaRMI, 1A, "HTTP/1\.1\x20400\x208ad \x20Request\r\n"
wans w=aNEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)wen= anmmm

SF POrta4818-TCP: Va7 80XI=7XD=7/12XTime~SFOBIAEAXP=x86_64~-pc~-Llinux-gnuXr(sS
SF:SLSessionReq,18, '\x16\:83\0\05\191\0\&\101\0\0\96\:d7\xf7\xba \xee\xea\
SF:xb2 ~\xf3\0" )Xr(TLSSessionReq, 18, "\x16\x03\0\01\x01\0\0\x01\0\0\0\x1c\x
SF:a7\xe4randomira® )Xr(LDAPSearchReq, 18, "0\x84\0\0\0-\x02\x01\x01\0\02\0\0\
SFIO\$\x04\0\n\x01\0\n\x01\0\x02" )Xr(NotesRPC,18," \e\e/s\e\e\o\xe1\e\e\e
SF:\x02\x0f\0\x01\0=\x05\0\0\0\0\0" )xr{oracle-tns, 18, "\0Z\0\0\x01\0\0\0\x0
SF:1\0\0\0\0\0\xe8\8\x7f\xff\x7f\xe8\0\0\0\x01"
MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)
Device type: general purpose|media device
Running: Microsoft Windows Mobile 5.X|6.X, Microsoft embedded
0S CPE: cpe:/o:microsoft:windows_mobile:S cpe:/o:microsoft:windows_mobile:6
0S details: Microsoft Windows Mobile 5.8 - 6.1 or Zune audio player (firmware 2.2)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=120 (Good luck!)

IP ID Sequence Generation: Incremental
Service Info: Host: PVP61289; OSs: Unix, Windows CE 6.00, Mac 0S X; CPE: cpe:/o:microsoft:windows_ce, cpe:/o:apple:mac_os_
x

Host script results:

_clock-skew: mean: -4050d05h21m59s, deviation: @s, median: -4050405h22m00s

_fcrdns: FAIL (No PTR record)

firewalk:

HOP HOST PROTOCOL BLOCKED PORTS

o 192.168.0.15 wudp 138,190

_dpidsea: ERROR: Scriot execution failed (use -d to debug)

nbsta NetBIOS name: PVP61289, NetBIOS user: <unknown>, NetBIOS MAC: f4:54:33:51:ef:69 (Rockwell Automation)

Names:

_  PVP61289<00> Flags: <unique><active>

_path-mtu: PMTU == 1500

_gscan: ERROR: Script execution failed (use -d to debug)
traceroute-geolocation:

HOP RTT ADDRESS GEOLOCATION
o 9.90 192.168.90.120 - ,-
TRACEROUTE
HOP RTT ADORESS
1 0.90 ms 192.168.0.120

Slow comprehensive scan of HMI — Part 6

TRACEROUTE
HOP RTT ADDRESS
1 0.90 ms 192.168.0.120

NSE: Script Post-scanning.

Initiating NSE at 09:19

Completed NSE at 09:19, 0.00s elapsed
Initiating NSE at 09:19

Completed NSE at 09:19, 0.00s elapsed
Initiating NSE at 09:19
Completed NSE at 09:19, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 358.69 seconds
Rawspickets sent: 131116 (4.726MB) | Rcvd: 131100 (6.297MB)

Slow comprehensive scan of HMI — Part 7
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Results of slow comprehensive scan of the ABB drive:

Shows the Nmap intense scan command.

a. The ABB drive failed after about 9 seconds after starting the scan. We had to restart the

motor manually using the HMI.

File Actions Edit View Help

:~$ sudo nmap -sS -n -sU ~T& -A -v -PE -PP -PS80,443 -PA3389 -PU4O125 -PY -p1-65534 --script "default or (dis
covery and safe)® 192,168.0,100
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 09:24 COT
NSE: Loaded 292 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 09:24
NSE: [mtrace] A source IP must be provided through fromip argument.
NSE: [= €3] Nsoek ¢ ect failed immediately
NSE: [shodan-api] Error: Please specify your ShodanAPI key with the shodan-api.apikey argument
NSE: - {broadcast discovery] Nsock connect failed immediately
NSE: [knx-gateway-discover] Nsock connect failed immediately
too short
Completed NSE at 09:24, 10.60s elapsed
Initiating NSE at 09:24
Completed NSE at 09:24, 0.00s elapsed
Initiating NSE at 09:24
Completed NSE at 09:24, 0.00s elapsed
Pre-scan scrint results:
broadcast-igmp-discovery:
192.168.0.110
Interface: ethe
Version: 2
Group: 224.0.1.129
Description: PTP-primary
192.168.0.120
Interface: ethe
Version: 2
Group: 239.255.255.250
Description: Organization-Local Scope (rfc2365)
Use the newtargets script-arg to add the results as targets
knx-gateway-discover:
_ ERROR: Couldn't get interface for 224.0.23.12
targets-asn:
. targets-asn.asn is a mandatory parameter
Initiating ARP Ping Scan at 09:24
Scanning 192.168.0.100 [1 port)
Completed ARP Ping Scan at 09:24, 0.03s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 09:24
Scanning 192.168.0.100 [65534 ports]
Discovered open port 80/tcp on 192.168.0.100
Discovered open port 44818/tcp on 192.168.0.100
Completed SYN Stealth Scan at 09:25, 25.36s elapsed (65534 total ports)
Initiating UDP Scan at 99:25
Scanning 192.168.0.100 [65534 ports]
UDP Scan Timing: About 23.90% done; ETC: 09:27 (9:01:39 remaining)
UDP Scan Timing: About 59.80% done; ETC: 909:26 (0:00:41 remaining)
Completed UDP Scan at 09:26, 87.85s elapsed (65534 total ports)
Initiating Service scan at 09:26
Scanning 65462 services on 192.168.0.100
Service scan Timing: About 0.30% done
Service scan Timing: About ©.33X done
Service scan Timing: About 0.36X done
Service scan Timing: About ©.38% done
Service scan Timing: About 0.42% done
Service scan Timing: About 0.44X done

Slow comprehensive scan of ABB Drive — Part 1
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rafat@kali-1: ~
File Actions Edit View Help

192.168.0.120
Interface: ethe
Version: 2
Group: 239.255.255.250
Description: Organization-Local Scope (rfc2365)
Use the newtargets script-arg to add the results as targets
knx-gateway-discover:
ERROR: Couldn't get interface for 224.0.23.12
targets-asn:
_ targets-asn.asn is a mandatory parameter
Initiating ARP Ping Scan at 09:24
Scanning 192.168.0.100 [1 port]
Completed ARP Ping Scan at 09:24, 0.03s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 09:24
Scanning 192.168.0.100 [65534 ports]
Discovered open port 80/tcp on 192.168.0.100
Discovered open port 44818/tcp on 192.168.0.100
Completed SYN Stealth Scan at 09:25, 25.36s elapsed (65534 total ports)
Initiating UDP Scan at 09:25
Scanning 192.168.0.100 [65534 ports]
UDP Scan Timing: About 23.90% done; ETC: ©9:27 (0:01:39 remaining)
UDP Scan Timing: About 59.80% done; ETC: ©09:26 (0:00:41 remaining)
Completed UDP Scan at ©9:26, 87.85s elapsed (65534 total ports)
Initiating Service scan at 09:26
Scanning 65462 services on 192.168.0.100
Service scan Timing: About 0.30X done
Service scan Timing: About 0.33%X done
Service scan Timing: About ©.36%X done
Service scan Timing: About ©.38% done
Service scan Timing: About 0.42X% done
Service scan Timing: About ©.44X done
Service scan Timing: About ©0.47% done
Service scan Timing: About 0.49% done
Service scan Timing: About ©.51% done
Service scan Timing: About ©.54% done
Service scan Timing: About ©.57% done
Service scan Timing: About ©.59%X done
Service scan Timing: About ©.61% done
Service scan Timing: About 0.64%X done
Service scan Timing: About 0.66% done
Service scan Timing: About ©.68% done
Service scan Timing: About ©.71% done
Service scan Timing: About ©.74X done
Service scan Timing: About ©.75% done
Service scan Timing: About 0.79% done
Service scan Timing: About ©.81% done
Service scan Timing: About ©.82% done
Service scan Timing: About 0.86% done
Service scan Timing: About ©.88X done
Service scan Timing: About 0.90%X done
Service scan Timing: About 0.93% done
Service scan Timing: About ©.95% done
Service scan Timing: About ©.98% done
Eervice scan Timing: About 1.01%X done; ETC: 18:32 (32:45:36 remaining)
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Slow comprehensive scan of ABB Drive — Part 2

Results of Searching for Vulnerability Using CVE Database

To search manually for vulnerability, we used the browser to connect to the National Institute
of Standards and Technology’s (NIST) National Vulnerability Database (NVD)[41] and searched

by port number, vendor, product, or any phrase.

As an example, we searched for port 44818, the port Ethernet/IP used to communicate with
other ICS devices, as shown below. As a result of searching the database, we were able to

retrieve the CVE ID, severity, date, the product and version of software, and the description and
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impact of the vulnerability. This is useful for companies so that they ensure that these
vulnerabilities are secure; however, hackers can also use this as part of the reconnaissance

phase to find out what weaknesses there are related to ICS.

NST

Information Technology Laboratory:

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES

Search Vulnerability Database

Try a product name, vendor name, CVE name, or an OVAL query

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions.
Search results will only be returned for data that is populated by NIST or from source of Acceptance Level "Provider".

Search Type Contains HyperLinks

® Basic O Advanced [JUS-CERT Technical Alerts
[JUS-CERT Vulnerability Notes

Results Type [JOVAL Queries

@ Overview O Statistics

Keyword Search
44818
[ Exact Match

NIST database to search for 44818 vulnerabilities — Part 1

VULNERABILITIES SEARCH AND STATISTICS

Q Search Results (Refine Search) Sortresultsby: Publish Date Descending |~ | ISl

Search Parameters: There are 18 matching records.
o Results Type: Overview Displaying matches 1 through 18
* Keyword (text search): 44818

® Search Type: Search All

vuln 1D % Summary @

CVE-2019-12379 ** DISPUTED ** An issue was discovered in con_insert_unipair in drivers/tty/vt/consolemap.c in the Linux kernel through 5.1.5. There is a memory V3.0: | 5.5 MEDIUM
leak in a certain case of an ENOMEM outcome of kmalloc. NOTE: This id is disputed as not being an issue. V2.0: | 4.9 MEDIUM

Published: May 27, 2019; 11:29:00 PM -0400

CVE-2018-14829 ||Rockwell Automation RSLinx Classic Versions 4.00.01 and plior[rhis vulnerability may allow a remote threat actor to intentionally send a

malformed CIP packet toPort 44818 fcausing the software application to stop ding and crash. This vulnerability also has the potential to V2.0: -
exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code.

|Puhlisl|ed: September 20, 2018; 3:29:00 PM -0400

CVE-2018-14827 IF?ockwell Automation RSLinx Classic Versions 4.00.01 and prior. fA remote, icated threat actor may il i send specially crafted V3.0:
Ethernet/IP packets to|Port 44818, kausing the software application to stop responding and crash. The user must restart the software to regain V2.0: | 5.0 MEDIUM

functionality.

l’ublished: September 20, 2018; 3:29:00 PM -0400

CVE-2018-14821 | [Rockwell Automation RSLinx Classic Versions 4.00.01 and prior] This vulnerability may allow a remote, unauthenticated threat actor to intentionally
send a malformed CIP packet to ausing the RSLinx Classic application to terminate. The user will need to manually restart the software
to regain functionality.

| Pubtished: september 20, 2018; 3:29:00 PM-0400 |

NIST database to search for vulnerabilities — Part 2
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JIXCVE-2018-14829 Detail

VOIERIED QUICK INFO
This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may resultin further changes to CVE Dictionary Entry:
the information provided. CVE-2018-14829
NVD Published Date:
. 09/20/2018
Current Description VD Last Modified:
I Rockwell Automation RSLinx Classic Versions 4.00.01 and Erior] his vulnerability may allow a remote threat actor to intentionally send a 10/09/2019
malformed CIP packet to Port 44818, causing the software application to stop responding and crash. This vulnerability also has the potential Source:
o exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code. MITRE

=+iew Analysis Description

Seve rity [VAAVIENES S Cyss version 2.0

CVSS 3.x Severity and Metrics:
@ NIST: NVD Vector: CVSS-3 0/AV-N/AC-L/PR-N/UIN/S-U/C:H/I-H/AH

VD Anatysts use publicly avallobie Information to associate vector strings and CVSS scores. We also display any CVSS Information provided within the
CVE Listrrom the ca.

Note: NVD Analysts have pubtished a CVSS score for this CVE based on publicly avallable Information at the time of anatysis. The cha hos not provided
@ seore within the CvE List.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. Mo inferences should be drawn on account of other sites being referenced, or net, from this
page. There may be other web sites that are more appropriate for your purpese. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

hitps://ics-cert.us-cert.gov/advisories/ICSA-18-263-02
https://www tenable com/secunty/research/tra-2018-26 [ Exploic J Third Party Advisory

Weakness Enumeration

CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer 'u NIST
CWE-121 Stack-based Buffer Overflow X rcs-cerT

NIST database to search for vulnerabilities — Part 3

Results of Searching for Hardware Information

Results of hardware information scan of the PLC:

a. Shows the Nmap intense scan command.

b. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify
hardware and software information regarding the PLC, such as the type of device,
vendor, product name, serial number, product code, revision, status, and state. This is

considered very valuable information in the penetration testing reconnaissance phase.
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rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap -—script enip-info -sU -p 44818 -v 192.168.0.110
Starting Nmap 7.86 ( herps://nmap.org ) at 202e-97-12 19:18 COT
NSE: Loaded 1 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 10:18
Completed NSE at 10:18, 0.00s elapsed
Initiating ARP Ping Scan at 10:18
Scanning 192.168.9.110 [1 port]
Completed ARP Ping Scan at 10:18, 0.05s elapsed (1 total hosts)
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using —system-dns or specify valid s
ervers with —dns-servers
Initiating UDP Scan at 10:18
Scanning 192.168.0.110 [1 port]
Completed UDP Scan at 10:18, 0.24s elapsed (1 total ports)
NSE: Script scanning 192.168.90.110.
Initiating NSE at 10:18
Discovered open port 44818/udp on 192.168.0.110
CONpLETEa NSE BT 10118, ¥.005 elapsed
Nmap scan report for 192.168.0.110
Host is up (0.9912s latency).

PORT STATE SERVICE
44818/udp open EtherNet-IP-2
enip-info:
type: Prograsmable Logic Controller (14)
vendor: Rockwell Automation/Allen-Bradley (1)
PproouctName: 1769-L3I0ERM/A LOGIXS3I3I0ERM
serialNumber: Ox60aedad?
productCode: 156
revision: 30.11
statu =030
state: o0xe3
. OeVICElp: 192.168.9.11¢
MAC Address: FA:54:33:A1:18:00 (Rockwell Automation)

NSE: Script Post-scanning.
Initiating NSE at 10:18
Completed NSE at 10:18, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 1.31 seconds
Raw pickets sent: 3 (84B) | Rcvd: 1 (288)
:~$

PLC hardware info

Results of hardware information scan of the HMI:

a. Shows the Nmap intense scan command.

b. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify
hardware and software information regarding the HMI such as the type of device,
vendor, product name, serial number, product code, revision, status, and state. This is

considered very valuable information in the penetration testing reconnaissance phase.
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rafat@kali-1: ~
File Actions Edit View Help

:~$ sudo nmap --script enip-info -sU -p 44818 -v 192.168.0.120
Starting Nmap 7.80 ( https://mmap.org ) at 2020-97-12 19:20 COT
NSE: Loaded 1 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 10:20
Completed NSE at 10:20, 0.00s elapsed
Initiating ARP Ping Scan at 10:20
Scanning 192.168.0.120 [1 port)
Completed ARP Ping Scan at 10:20, 0.04s elapsed (1 total hosts)
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using -—-system-dns or specify valid s
ervers with -—dns-servers
Initiating UDP Scan at 10:20
Scanning 192.168.0.120 [1 port)
Completed UDP Scan at 10:20, 0.24s elapsed (1 total ports)
NSE: Script scanning 192.168.0.120.
Initiating NSE at 10:20
Discovered open port 44818/udp on 192.168.9.120
Completed NSE at 10:20, 0.00s elapsed
Nmap scan report for 192.168.90.120
Host is up (0.00079s latency).

PORT STATE SERVICE

44818/udp open EtherNet-IP-2

enip-info:
type: Human-Machine Interface (24)
Véndor: Rockwell Automation/Allen-Bradley (1)
productName: PanelView Plus 7 Std 1000 DLR
serialNumber: 0x60128ca9
productCode: 188
revision: 11.1
status: 0x0060
state: Oxff

. devicelp: 192.168.0.120

MAC Address: Fa:54:33:51:EF:69 (Rockwell Automation)

NSE: Script Post-scanning.

Initiating NSE at 10:20

Completed NSE at 10:20, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 1.34 seconds
Raw packets sent: 3 (848) | Rcvd: 1 (288)
~$

Hardware info for HMI

Results of hardware information scan of the ABB drive:

a. Shows the Nmap intense scan command.

b. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify
hardware and software information regarding the ABB drive such as the type of device,
vendor, product name, serial number, product code, revision, status, and state. This is

considered very valuable information in the penetration testing reconnaissance phase.
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rafat@kali-1: ~

File Actions Edit View Help

:~$ sudo nmap —script enip-info -sU -p 44818 -v 192.168.0.100
Starting Mmap 7.80 ( https://nmap.org ) at 2029-907-12 10:21 COT
NSE: Loaded 1 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 10:21
Completed NSE at 10:21, 0.90s elapsed
Initiating ARP Ping Scan at 10:21
Scanning 192.168.0.100 [1 port)
Completed ARP Ping Scan at 10:21, 0.03s elapsed (1 total hosts)
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid s
ervers with —dns-servers
Initiating UOP Scan at 10:21
Scanning 192.168.0.100 [1 port)
Completed UDP Scan at 10:21, 0.23s elapsed (1 total ports)
NSE: Script scanning 192.168.0.100.
Initiating NSE at 10:21
Discovered open port 44818/udp on 192.168.0.100
Completed NSE at 10:21, 0.00s elapsed
Nmap scan report for 192.168.0.100
Host is up (0.00097s latency).

PORT STATE SERVICE
44818/udp open EtherNet-IP-2
enip-info:
type: AC Drive Device (2)
vendor: ABB Industrial Systems (46)
productName: ACS350
serialNumber: 0x00120166
productCode: 602
revision: |2.79
STAtUS: 00074
state: x93
. Gdevicelp: 192.168.0.100
MAC Address: 00:1C:01:00:10:50 (ABB Oy Drives)

NSE: Script Post-scanning.
Initiating NSE at 10:21
Completed NSE at 10:21, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 1.31 seconds
Raw packets sent: 3 (848) | Rcvd: 1 (288)
e

Hardware information for ABB drive

Results of Captured Traffic

To capture traffic, we used Tcpdump, Tshark, and Wireshark.

Results of capturing traffic of the PLC:

Since the traffic is completely in clear text, we were able to capture any information that was
sent on the wire, from device name and serial number to CIP communications. This means

capture and replay or man-in-the-middle attack can be done easily.
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File Actions Edit View Help

S 2 File Actions Edit View Help

€« ¢ @ © 192.168.0.110, A n @ ® :~$ sudo tcpdump -i eth® -vv -c 5 host 192.168.0.110 and dst port 80

tcpdump: istening an thd, Link-type ENIGMB (Ethernet), capture size 262144 bytes
Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter | Offensive Security » 4.455625 IP (tos @x0, ttl 64, id 39810, offset @, flags [DF], proto TCP (6), length 68)
kali-1.33470 > 192.168.0.110.http: Flags [S], cksum 0x81fc (incorrect - Oxd4fc), seq 335251.3925 win 66240,
1769-L.30ERM/A LOGIX5330ERM Rockwell  1460,sackok,Ts val 839953705 ecr 0,nop,wscale 10], length @
Automation 4.457341 IP (tos 0x@, ttl 64, id 39811, offset 0, flags [DF], proto TCP (6), length 40)
kali-1.33470 > 192.168.0.110.http: Flags [.], cksum 0x81e8 (incorrect — Oxbef5), seq 3852643927, ack 32285
Tength @
1 4.458016 IP (tos 0x0, ttl 64, id 39812, offset @, flags [DF], proto TCP (6), length 493)
763 L30ERMA LOGIXSSI0ERM kali-1.33470 > 192.168.0.110.http: Flags [P.], cksum @xA3ad (incorrect — Ax49d), seq 0:453, ack 1, win 63,
HTTP, length: 453
GET /index.html?redirects/home.asp HTTP/1.1
Host: 192.168.0.110
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xnl,application/xm
Accept-Language: en-US,en;qs0.5
Accept-Encoding: gzip, def
Referer: http://192. 168.0. 110/home.asp
Connection: keep-alive
Upgrade-Insecure-Requests:
Copyrht ©2009 Rockwed Automation,inc. A& Rghts Reserved T oModi ied-since: THU JAN 01 00:00:00 1970
Cache-Control: max-age=0

4.461932 IP (tos 0x0, ttl 64, id 39813, offset 0, flags [DF], proto TCP (6), length 40)
kali-1.33470 > 192.168.0.110.http: Flags [.], cksum 0x81e8 (incorrect — Oxbcff), seq 453, ack 50, win 63, 1
4.462714 TP (tos 0x0, ttl 64, id 39814, offset 0, flags [DF], proto TCP (6), length 40)
kali-1,32478 > 192.168.0.110.http: Flags [.], cksum 0x81e8 (incorrect —» Oxbcaa), seq 453, ack 135, win 63,
packets captured
packets received by filter
packets dropped by kernel
=3[0

Capturing PLC home page using Tcpdump

File Actions Edit View Help

Ge "y N

le Edit View Go Capture Analyze Statistics Telephony MWireless Tools Help

mER B &= =
Kali Training Kali Tools  Kali Docs Kali Forums letHunter | Offensive Security @ r q

-Ia P 1769-L30ERM/A LOGIX5330ERM P — ‘ i

& D 192.168.0.110, @ ¥

1336 FTTP/1.0 200 OK (te
1442 6.879680586 y 166, 489 GET /css/radevice. cs.
1447 6,880936456 1166.0. 486 GET /redirect.htnl K
1768.L30ERMA LOGIXS3I0ERM 1
Resouces J 168, 493
Vist A5 comfor agatona| X s 0. 11 436 GET /M
ot 76 6.804184681  102.168.0.11 1168.6.15 109
F4S49TATIBO0 |168.0. 224
i 908224374 978
18eien 010 L 909519261 . 1168.0.15 282
w0011 921674295 483
= 921755141 387 GET /scripts/URLhand
soneon 1554 0920030600 192.108.0.110 0,18 1380 Cont nuation
0sn50mss 1555 6026030050  192.168.0.110 1168.0. 362 Cont inuation
1564 6.031155061 _ 102.168.0.15 .168.0. 305 GET /css/radevice. cs. M
p Erase 417: 507 bytes on wire (1056 Bits) SO bytes captured (4356 bits) on interface D, 11 o
Ethernet II, Src: PcsCompu_e9:3:ab (68:00:27:e9:39:ab), Dst: Rockwell al:1b:dd (f4:

@)
Internet Protocol Version 4, Src: 192.168.0.15 (192.168.6.15), Dst: 192.166.0.110 1192 Toaco: m:
Transnission Control Protocol, Src Port: 33652, Dst Port: 86, Seq: 1, Ack: 1,
Hypertext Transfer Pratocol

fhsBaii doos 0o 270030 @ 08004500 T3 e E B
1 ed ac 2e 49 60 40 86 b OF cO a8 60 OF cO a8 00
G50 B3 000t race s T copddnc st P w e

Capturing PLC home page using Wireshark with HTTP filter
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Kali Linux Kali Training  KaliTo

Flle Edit View Go Capture Analyze Statistics Telephony
Adm i@ miRE QeasEF I

W[tep.stream eq 2

less Tools Help

®Qq@Qi

= Kali Kali Forums unter

|| Offensiv

Rockwell
Automation

c @ 192.168.0.110)

Kali Linux

Kali Too

Kali Training

‘Copyih 2009 Rockwed Automation, Inc. Al Rights Reserved.

* Kali Docs

1769-L30ERM/A LOGIX5330ERM

No.  Time Sour Destination Frooce [ungti
1430 6878434743 197.168.0.15 102.166.0.110 74 23554
T 1440 6.879609545 68.0.15 1o 56 80 - 335
1441 6.879622579
144 6.879680586.
mhm‘ Devic Nams 1769 LIDERWA LOGIXSI30ERM 1466 6.898568712 8.

Deves Descraton Aesoures 1467 6.896575918  192.168.9.15] |GET /css/radevice,css HTTP/1.1
1460 6891228466 192.168.0.11( | Host: 192.168.9.116

iy nfomaion 1460 6.891283015  102.168.0.15(  User-Agent: Mozilla/s.o (xu Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0

et Addess WG FA5430AL1B00 10 6 SEIGHTIGD 167,168 0,54 docepts text/css, /'

[Riode] FLEKLXED ] 1472 6.803322401 192, 168.0. 14| ﬁzi:st é:@%:iﬁ; g“f e"'q 9 F

Product Rsson 001 W1 0.893S20873  192.168.0.19) Roferer: http://192.168. o140/ tndex. htaLoratirects/hose asp

Bl 7 7 183 192.168.0.14] | Connection: keep-alive
:::"""E :Z:Er'::"m Lu7s . ssasiesa IF-Mogaried-Since: THI 0 61 09:09:00 1970

476 6 Cache-Control; max-age=9
R

Frane 1476: 100 bytes on wire (8]
Ethernet I1, Src: Rockwell_a1:1bl
Internet Protocol Version 4, Sr¢
Transnission Control Protocol, §
[6 Reassenbled TCP Seqnents (217
Hypertext Transfer Protocol
Line-based text data: text/css (

HTTP/1.0 260 0K
Date: THU JAN 01 03:50:36 1970

Server: GoAhead-Webs

Last-nodified: THU JAN @1 09:00:00 1970
Content-length: 1093

Content-type: text/css

connection: Close

devicenane {
font-fanily :
font-size :
i
color: HFFFFFF;
Line-height: 1.25
}

vwani, helvetica, arial, sans-serif;

none;

copy {

font-fanily : verdana, helvetica, arial, sans-serif;
font-size : 1ipx;
text-decoration :
color: #333333;
Line-height: 1.25
)

none;

subhead {
font-fanily:
font px;
font-weignt: bold;
Reassembled TCP| | 1ine-height : nornal;
color: 4333333

}

verdana, helvetica, arial, sans-serif;

9800 27 €9 3 ab 4 54 33 af

Frame (109 bytes)
@ 7 wireshark_etho_202007121042

Manual page tshark(1) line 724 (press h for help or g to quit P, td,ul {

font-fanily: verdana, helvetica, arial, sans-serif;

1 clien pie, 6 server pits, 1 tum,

Entire conversation (2,558 bytes) * | show and save data as | ASCII L

Display unencrypted traffic using Wireshark

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

AR OmMERG R &= T

W [tcpstream eq 0

Packet detalls ~

Help

Qe

=

Kali Forums  NetHunter

Narrow & Wide ~ | casesensitive |string

serial

Protocol _Lengt Info
5

- 80 [SVW] Seg
54 [SYN, ACK.

stream |2 |3/

Find |

[x]=> KIR

Cancel

10110 1P 108 Class (0xb2) - Servi
153 168.0.120 e %8 adsts - dote k)
192.168.0.120 cIe 140 Succes s (0xb2.
192.168.9.110 Tce 50 30157~ adois [ACK]
192.168.0.110 cIp 108 Class (6xb2) - Servi
192.168.9.120 TcP 60 44818 ~ 49157 [ACK]
192.168.0.120 cIp 140 Success: Class (0xb2
192.168.0.110 cp 60 49157 - 44818 [ACK]

192,680,410 192.168.0.110 cIp 108 Class (6xb2) - Servi

001 192.168.0.120 Tcp 60 44818 ~ 49157 [ACK] _
192.168.0.120 cIP 140 Success: Class (0xb2

SOAEDAOY 192.168.0.110 P 49157 ~ 44818 [ACK]

a3n5om33s 192.168.0.110 cIP 108 Identity - Get Attri

[IB8.0-10" (197, 368-0-110), Dt 192.168.0.1%0 (192.168-0. 120)
Ack:

lt: 44818, Dst Port: 49157, Seq: 1176, en:
lsion: 6x00936001, Send Unit Data, Comneceion To: oxsoastoee

ke)

bxeo01]

0.1 769-L30E
RM/A L0G IXS330ER
"

Packets: 2673 - Displayed: 60 (2.2%) - Marked: 1 (0.0%) - Dropped: 0 (0.0%)

Manual page tshark(l

17 cllent pkts, 17 server pkts, 33 turns.

Entire conversation (2,660 bytes)  ~ | Show and save data as | ASCIl ~ | stream [0 %

Capturing machine name in clear text using Wireshark
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Profile: Default




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEN IO mMRRR Qe EFIEEQQQE
I‘ﬂp}, y a display filter ... <Ctrl-/> -]+
Packet details ~ Narrow & Wide - Case sensitive String - lseria\l “ Find ] Cancel

No. Time Source Destination Protocol Lengtt Info =
] 172 ©.810149946 192.168.0.100 192.168.0.110 CIP I/0 86 Connection: ID=0x802. ——
' 173 0.811099225 192.168.0.110 192.168.0.100 CIP I/0 90 Connection: ID=0x000..
! 174 0.820221294  192.168.0.100 192.168.0.110 CIP I/0 86 Connection: ID=0x802..
! 175 0.821041398  192.168.0.110 192.168.0.100 CIP I/0 90 Connection: ID=0xB00..
| 176 0.830289072 192.168.0.100 192.168.0.110 CIP I/0 86 Connection: ID=0x002..
' 177 0.830946310 192.168.08.110 192.168.0.100 CIP 1/0 90 Connection: ID=0x8660..
! 178 0.840299217 192.168.0.100 192.168.0.110 CIP I/0 86 Connection: ID=0x802..
' 179 ©.841129484  192.168.0.116 192.168.0.100 CIP I/0 90 Connection: ID=0x800..
' 180 6.850243950 192.168.0.100 192.168.0.110 CIP I/0 86 Connection: ID=0x862..
| 181 0.850963387 192.168.0.110 192.168.0.100 CIP I/0 90 Connection: ID=0x800..
~‘- 182 0.858361895 192.168.0.120 192.168.0.110 cIp 168 Identity - Get Attri.
183 0.858464981  192.168.0.110 .0. TcP 60 44818 - 49157 [ACK] ..
] 0. ion: ID=0x062.

184 0.8608251917 CIP I/0 86 Connecti

186 0.863265516

» [Request Path: Identity, Instance: 6x8601]
~ Get Attributes All (Response)
- Attribute: 1 (Vendor ID)

Vendor ID: Rockwell Automation/Allen-Bradley (0x@0081) ‘
- At I
Device Type: Programmable Logic Controller (@x808e) |
Attrd odE]

Product Code: 156

Minor Revision: 11
~ Attribute: 5 (Status)
»[ Status: 0x3060 ]
Attribute: & (Serial Number)
Attribute: 7 (Product Name)

[ Product Name: 1769-L30ERM/A LOGIXS330ERM |

[l

0960 4 54 33 51 ef 69 al 1b d6 88 680 45 6c El
910 ©9 83 £3 16 40 00 48 86 cd bb cO a8 BB Ge cO a8 e
00 78 af 12 c0 05 e7 2c 8b f2 @1 12 3c Bd 50 18 <P
20 60 Oe f9 60 00 76 00 43 00 O1 60 63 0O 0O 60 :

00 60 00 00 00 00 00 00 00 00 0P 00 00 60 0O 00

60 B0 B0 PO D2 00 al G0 B4 00 be 10 60 89 bl DO R

@ 2f 00 45 23 81 00 00 00 01 00 Oe 00 9c 0@ e Ob /B2 - o

B70 60 30 87 da ae 60 1a 31 37 36 39 2d 4c 33 30 45 0. -1 769-L380i

0 52 4d 2f 41 20 4c 4f 47 49 58 35 33 33 30 45 52 RM/A LOG IX5330ER
4d M

@ 7 Attribute (cip.attribute), 4 bytes Packets: 4345 * Displayed: 4345 (100.0%) * Dropped: 0 (0.0%) Profile: Default

Capturing machine information using Wireshark in clear text

Results of capturing traffic of the HMI:

a. Capturing clear traffic from HTTP.
b. Capturing clear traffic form FTP.

c. Capturing hardware information in clear text using Wireshark.
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File Actions Edit Vie

< Re

cC @ D 192.168.0.12

KaliLinux ~ Kali Training  Kali Tools # Kali D

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdAmi@mRERR Q&=

@

B3 -]+

Protocol_Lengtt Info
Tcp 74 4109 - 80 [sm Seq=0 Wi

. Jo2.168%0. 0. , ACK) Seq
J GET /HTTP/L1 1168.0. 02 160 5220 2 Seq=1 Ac
e 2 Y S— Host: 192.168.0.120 168.0.
Unable to open the Web application User- Age"t Mcxl\la/S 0 (X11; Linux )(85 _64; 1v:68.0) Gecku/}olﬂolol Firefox/68.0 +168.0.. v oo " R v AL
Accept: text/t 0.9.474:q=0.8 2.168.0. 1 0. 66 41990 - 80 [ACK] Sex
The FactoryTalk View ME application is not running on the| Accept LGguage il 1168.0. 192.168.0.15 636 HTTP/1.0 200 OK
connecting later. Accept-Encoding: gzip, deflate .168.. 192.168.0. 66 41990 - 80 [ACK]

102
192 .0.15
1168.0. 192 5 750 [Ack] Sequods ac
lo2. 168.0. 192 %
wm 10 ]un zoae 10:49:20 GMT sg'm'a'zs :ggvmv 3 - Sez 646 Ac.
Conmctwn keep-aliy 11680, e % A K 4 A
Server: Mcrosoft WincE/6.00 e 166:0:120 192 850~ 0% (a0 Soqi2isd

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Content-Type: text/html
Content.Length: 570

[n wire (3032 bits). 370 bytes captured (3632 bits) on intarface ethd, id O

ompu_e9:30:ab (08: ; Dk Bockow 1 133:51:1:69)
lston 4, Src: 192.168.0.15 (192.168.0.15), Dst: 192.168.9.120 (m 168.6.120)
Protocol, Src Port: 41999, Dst Port: 89, Seq: 1, Act Len: 313

<htmi>
<head>
<META HTTP-EQUIV="CONTENT-TYPE" CONTENT="text/html; charset=UTF-8"> rn
<META HTTP-EQUIV="CACHE-CONTROL" CONTENT="NO-CACHE"> B/5.0 (X11; Linux x86_64; rv:68.0) Gocko/20106101 Firofox/es.o\r\n
<META HTTP-EQUIV="PRAGMA" CONTENT~"NO-CACHE"> Bopication/ahialal ot cat i/l o
<META HTTP-EQUIV="EXPIRES" CONTENT="0"> e AT
<META HTTP-EQUIV="Refresh® CONTENT="0; URL=/ftvp/ViewPoint.aspx"> e
<title>FTVP<titie>
<link rel"shortcut icon" hrefa"/ftvp/images/favicon.ico® type="image/x-icon”/>
</head>
<body> .0.47001
>If your browser doesn&#39:t automatically redirect to its new location, click - 2
et rvpNiewPoint aspx->here</as. <ips L B4
shooy 78 60
Snimis 78 64
GET /ftvpIViewPoint.aspx HTTP/L.1 30 2
Host: 192.168.0.120 78 61 6

User-Agent: Mozilla/5.0 (X11; Linux x86_64; 1v:68.0) Gecko/20100101 Firefox/68.0 3 30
Accept: texthtml, )Dpu(zllov\/xh(m\vxmlapplwczuenlxm\q-OS =08 6f 64 69
Accept-Language: en-Us,en;q=0. 6c 61
Accept-Encoding: gzip, deflate
Connection: keep-alive

Upgrade-Insecure-Requests: 1 757265 20 52 65 71 75 de-Insec ure-Requ
0a 0d ests: 1
HTTP/L.G200 0K iage (http.accept_language), 33 bytes Packets: 1431 - Displayed: 15 (1.0%) - Dropped: 0 (0.0%) _Profile: Default
Date: e, 10Jun 2009 10:49.20 G R s l e
Manual pagél  server: Microsoft-WinCE/
F AHTIP-EQUN CONTENT="text/html
charset=t

5 <MIETA HTTP-EQUIV-CACHE.CONTROL* CONTENT="NO. ucuz'xmm
HTTP EQUIV- mcm- CONTENT="NO-CACHE"><META HTTP-EQUIV="EXPIRES"

Capturing http traffic in clear text for HMI

lo Edit View Go Capture Analyze Statistics Telephony Wireless Tools
AN @ EARGE Q «= SRR

N [tcpstream eq 4 B -]+ [
No. Time Protocol Lengtr Info.
1 T 1

Help

KaliLinux - KaliTraining ~ Kali Tools = Kali D

Index of ftp://192.168.0.120/~MER.Q0/

Up to higher level directory

Name hark - Follow TCP Stream (tcp.stream eq 4)- ethD

m ProjectSettings

m RSLink Enterprise
i wire (895 bits), 112 bytes captured (896 bits) on interface ethd, i
11 E:0F 60 (F4164.35:81ref 68}, Dot Pescompe.c8-38ab (86: 80527 30:20)
- Gix n 4, Src: 192.168.0.120 (192.168.0.120), Dst: 192.168.8. 15 [152 168.9.15)
tocol, Src Port: 49178, Dst Port: 59158, Seq: 1, Ack: 1, n:

= PAR
™ Cache
= Local
L] f ry: /]
ComPr Lines)
= images
= Macros
™ Startup 54 3351ef6908004500 - 'O T3Q1 E
m FTDLocal 06 b8 fecOaB 89 78 cO a8 -b.-Q x
02 Gc d113 74 13 67 89 18 1tg
m CSVExport o1 06 0a 00 02 6c 10 L
24 3339202032 33 3a 33 [gO6-09- 69 23:3
= KepServer 20 3c 44 4952 3e 2020 20 <DIR>
= AuditTrail Te 4 4552 2¢ 30 30 8 0a ~ MER.00

0ctentpit. 1 servr gkt 0 tums
B RecipePlus

=t Entire conversation (46 bytes) ~ | show and save dataas |ASCHl  ~ | stream 4 |

information

File: Test_Bed_T405.med Find: [Find Neat |
Filter Out This Stream Print Save as. Back X Close S iHelp

10712111555 415xNV.pcapng Packets: 4299 - Displayed: & (0.25%) - Dropped: 0 {0.0%) _Profile: Default

Manual page tshark(1) line 724 (press h for help or g to quit)

List of the files in the FTP directory MER.0O using anonymous log in
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<« c

Kali Linux

Status cConfiguration Support

rums

FENA-O1 erued@

Status information

Common software version

Application software version

Software version date

0062

0246

Nov 26 2010

801 00
T B T T TR T

1000000
00000010 07 9 86
00020 1

20 00 00 22 00 00 00

00 05 04

Wireshark - Follow TCP Stream {tcp.stream eq2) - eth®

of ﬁn 0d 00 04

BT 9KA. U [T
i)

(
i 20

2.9.0...

Rerere:

tp:,

Connection: keep-alive
Cache-Control: max-age=0

“Wac_address":
il

Host: 182.168.9.

-Agent
Accept: text/nt;

06",
760:16:01:60:10:50",

100
Mozilla/s 0 (xi1; Linux x86_64; rv

tatus  Cal K T TV
; et W3l sloMyL L
AT, VM. ). ] 5NN
— [iost: 152.168.0.100
s | —
pecept: spplication/sson, e avaserig,
Common| [Accept-Language: en-
uccept-encoving: gzi, Gertate
162

oHT
-store, no-cache, must-revalidate
=0

Softwarg HTTP/1.1 200 OK
: toxt/platn
52
Serial nf | Expires: Hon, 26 Ju1 197 05:60:00
Cache-Control: uosl check=0, pre-chec|
Pragma: no-cache
MAC ad

gz1p.
Connection: keep-alive

Entire conversation (77 kB)

Find: |serial

Accept - Language n-U, en;

Filter Gut This Stream

+app

.5
pt-Enc
Referar: mp 1185 Seao Jnﬂlcnm‘Jg ntm

6 cllent pkts, 74 server pkts, 11 tums.

= Show and save data as | ASCI

Print Save as... Back

68.0) Gecko/20100101 Firefox/68.6
;9=0.9,"/%;q=0.8

90 02 85 0
00 00 00 01 0

X Close

File Edit View Go GCopture Analyze Statistics Telephony Wireless Tools

*etho - o x

Help

AN @ MERED QA em =7 2=
Y a displa ol

604 2139444108
685 2.139680581
806 213061504

Request UR
e Batar

152 byrar

0627,

=

“ow 26 znm”

8.160/Service/statusinfo?1=COMNVERAZ=AP PLVERG3=DATEG4=SERNUMES=MAC]

TereTieeTIoToe

6130
140

Frame (206 bytes)

0d 6a 70 22 69
63 G 6d 64 Gd 67 6e 5T

Ga 20 20 22
20 22 38 32
66 77 5f 64 61 74 65 22
3 36 20 32 30 31 30 22 2c
[PW5 70 22 73 05 72 60 B4 6c 27 3a 20 77 30 3
5150 30 30 30 36 22 2c CoETETETETEWEELY
6106464 7200 73 73 22 3a 28 22 30 30 3a 31 43
33 30 31 32 30 30 3a 31 30 3a 35 30 22 2¢ 0a 7d

e 66 6F

Roassembled TCP (370 bytes)

@ 7 Textitem (text). 24 bytes

“cache
= " conmor
veo oo

ersi o

("info B

Packets: 1712 - Displayed: 1712 (100.0%) - Dropped 0 (0.0%) _Profile; Default

Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

®@MERT § «=

pstream eq 2

A
(x]= K3

Stream 2 |2
| Find Next |

SiHelp

Wanual page tshark(1) Uine 724 (press h for help or g to quit)

Packet details ~ | | Narrow & Wide -

Source

[HTTP response 3/6]
0.049608988 seconds]
78

ame
[Request URT: http://192, fid, 100/abblogo. png]
File Data: 152 bytes

lne-based text data: text/plain (7 lines)

{"anfo": (\n
“commmon_sw
“sw_version

w09z, \n
"0246",

"Nov 26 29:0“ \n

61166006"

2 63 6163 66 65 0d 08 & Ga To 22 09 Ge 66 f

63 6 0d 6d 6d 6 Ge 5

3 32 72 3¢ 0a 70 70 22

3a 30 31 3a 30 30 3a 31 30 3a 35 30 22 2c Oa 7

e (206 bytes) | Reassembled TCP (370 bytes)

P Textitem (text). 24 bytes

Case sensitive

string - Cancel

Destination

Crme ]

ACK]

Protocol_Lengtf Info

[ACK] Seq
[ACK] Seq.
[ACK] Seq
[ACK] Seq

{*info g
" commmon_
W' 00 627, *
swversi on':
47,

cache

712 - Displayed: 142 (8.3%) - Dropped: 0 (0.0%) _ Profile: Default

Clear text of device information using Wireshark TCP stream
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Appendix C: Output of Automated Penetration Testing

Option 9: Perform Intense Scan — Warning

In selecting option 9 for the intense scan, the ABB drive stopped and gave an error fault 28. We
had to reset the drive manually and restart using the HMI. After waiting for extra time, the scan

went through, with the following results:

rafat@kali-1: ~

File Actions Edit View Help

Menu 9 has been selected

Intense Scan - Warning

This scan will take lone time comparing to other ones
List of Available IP addresses to scan:

192.168.0.100

192.168.0.110

192.168.0.120

Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 13:19 CDT

NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 13:19

Completed NSE at 13:19, 0.00s elapsed

Initiating NSE at 13:19

Completed NSE at 13:19, 0.00s elapsed

Initiating NSE at 13:19

Completed NSE at 13:19, 0.00s elapsed

Initiating ARP Ping Scan at 13:19

Scanning 3 hosts [1 port/host]

Completed ARP Ping Scan at 13:19, 0.03s elapsed (3 total hosts)
Initiatine SYN Stealth Scan at 13:19

Scanning 3 hosts [65535 ports/host]

Discovered open port 88/tcp on 192.168.0.120

Discovered open port 88/tcp on 192.168.0.100

Discovered open port 443/tcp on 192.168.0.120

Discovered open port 80/tcp on 192.168.0.110

Discovered open port 21/tcp on 192.168.0.120

Discovered open port 5120/tcp on 192.168.0.120

Discovered open port 631/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.110

Discovered open port 5241/tcp on 192.168.0.120

Discovered open port 44818/tcp on 192.168.0.100

Completed SYN Stealth Scan against 192.168.0.120 in 17.11s (2 hosts left)
Completed SYN Stealth Scan against 192.168.0.110 in 17.13s (1 host left)
Completed SYN Stealth Scan at 13:19, 21.13s elapsed (196605 total ports)
TnktletiagServive scanr e Tisvid

Scanning 11 services on 3 hosts

Service scan Timing: About 63.64% done; ETC: 13:22 (9:01:14 remaining)
Completed Service scan at 13:22, 156.14s elapsed (11 services on 3 hosts)
Initiating OS detection (try #1) against 3 hosts

Retrying 05 detection (try #2) against 192.168.0.100

Retrying 0S detection (try #3) against 192.168.0.100

Retrying 0S detection (try ®4) against 192.168.0.100

Retrying OS detection (try #5) against 192.168.0.100

NSE: Script scanning 3 hosts.

Initiating NSE at 13:22

NSE: [ftp-bounce] Couldn't resolve scanme.nmap.org, scanning 10.0.0.1 instead.
NSE: [ftp-bounce] PORT (low port) response: 581 Syntax error in parameters or arguments.
Completed NSE at 13:22, 15.73s elapsed

Initiating NSE at 13:22

Completed NSE at 13:23, 60.11s elapsed

Option 9: Intense scan — Part 1
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File Actions Edit Help

Initiating NSE at 13:2
C 5 60.11s elapsed

Fomnl atad MSF af 13:71% a Ale n'lanl:n:'j

Mmap scan report for 192.168.8.108

MOSL 1% UD LW.00L1% LALENCY)

Mot shown: 655 osed ports

PORT TATE SE VERSION

88/tep open  http Mitel SIP DEC VeIP phone http config
_http-favicon: Unknown favicon MD5: FCBEG93QEET12932CCF&3DADESAADDDE
hl't|:| methods:

ods: GET HEAD POST OPTIONS

enip-info:
type: AC Drive Device (2)
vendor: ABB Indu’lr1a1 Syste

revision
status: @x=0ars
state: @=@3

5 15 running on it

T-" =2 208%0
T’{ﬁ:NITL

TE_Th Senuence Genaratinn: Rusy seryer or unknown class
Service Info: Device: VoIP phone

TRACEROUTE
HOP RTT ADDRESS
1 1.14 ms 192.168.0.108

Mmap scan report for 192.168.9.118
MOSL 1% UP (0.00L048% L4L

VERSION
open p GoAhead We
_http-favicon: Unknown favicon MD5: D9BT@4524AGDBECGESSFATCC295BBB3A
http-methods:

Option 9: Intense scan — Part 2
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rafat@kali-1: ~
File Actions Edit View Help

Not shown: 65533 closed ports
PORT STATE SERVICE VERSION
80/tcp open http GoAhead WebServer
_http-favicon: Unknown favicon MD5: D9B704524A6DBECGESSF47CC295BBB3A
http-methods:
. Supported Methods: GET HEAD
http-server-header: GoAhead-Webs
http-title: Rockwell Automation
_Requested resource was http://192.168.0.110/home.asp
httos-redirect: ERROR: Scriot execution failed (use -d to debug)
44818/tcp open EtherNet-IP-2
enip-info:
type: Programmable Logic Controller (14)
vendor: Rockwell Automation/Allen-Bradley (1)
productName: 1769-L30ERM/A LOGIXS5330ERM
serialNumber: Ox60aeda@?
productCode: 156
revision: 30.11
status: 0x0030
state: 0x@3
_ devicelp: 192.168.0.110
fingerprint-strings:
TLSSessionReq:
. rando
MAC Address: F4:54:33:A1:18:0@ (Rockwell Automation)
Device type: printer
Running: Xerox embedded
0S5 CPE: cpe:/h:xerox:phaser_6600dn
0S details: Xerox Phaser 6600DN printer
NeTWOrK Listance! 1 nop
TCP Sequence Prediction: Difficulty=155 (Good luck!)
IP ID Sequence Generation: Broken little-endian incremental

TRACEROUTE
HOP RTT ADDRESS
1 1.35 ms 192.168.0.110

Nmap scan report for 192.168.9.120
HOST 15 LD (¥,WeeYes Latencvi.
Not shown: 65528 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp oftpd
ftp-anon: Anonymous FTP login allowed (FTP code 230)
_06-09-09 23:30 <DIR> ~MER. 00
_ftp-bounce: server forbids bouncing to low ports <1025
ftn-svsr:
SYST: Windows CE version 6.0.
8o/ TCp opeén ntep LNIPPL EXTreme nTTpa
http-favicon: Unknown favicon MD5: CA2818EC7SCOE333613177EEB3807A9A
http-methods:
Supported Methods: GET HEAD
_http-server-header: Microsoft-WinCE/6.00
_http-title: FTVP

Option 9: Intense scan — Part 3
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rafat@kali-1: ~
File Actions Edit View Help

ftp-syst:
_  SYST: windows_CE version 6.0.
80/tcp open http ChipPC Extreme httpd
_http-~favicon: Unknown favicon MDS: C42818EC75COE333613177EEB3807A%A
http-methods:
Supported Methods: GET HEAD
_http-server-header: Microsoft-WinCE/6.00
httn-titla: FTVP
443/tcn  onen  tcowranned
631/tcp open 1ipp
fingerprint-strings:
DNSStatusRequestTCP, DNSVersionBindReqTCP, Genericlines, Melp, JavaRMI, Kerberos, LANDesk-RC, LDAPBindReq, LDAPSearchReq, LPOString,
NCP, NotesRPC, RPCCheck, SMBProgNeg, SSLSessionReq, TLSSessionReq, TerminalServer, TerminalServerCookie, X11Probe:
HTTP/1.1 400 Bad Request
FourOhFourRequest, GetRequest, HTTPOptions, RTSPRequest, SIPOptions:
HTTP/1.1 501 Not implemented
Context-Type: text/html
Content-Length: 58
<html><body><h2>Service not implemented</h2></body></html>
http-title: Site doesn't have a title.
5128/tcp open http ChipPC Extreme httpd
_http-favicon: Unknown favicon MDS: C42818EC75COE333613177EEB3BO7A%A
http-methods:
~ Supported Methods: GET HEAD
_http-server-header: Microsoft-WinCE/6.00
htto-title: FTVP
5241/tco _ooen  unknown
44818/tcp open EtherNetIp-27
fingerprint-strings:
TLSSessionReq:
randomira
2 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nma
p.org/cgi-bin/submit.cgi?new-service :
=NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)= =
SF-POrt631-TCP:V=7,.80%I=7%D=7/12%Time=5F0B543CXP=x86_64-pc-linux-gnulr(Get
SF:Request,87, "HTTP/1\.1\x20501\x20Not\x20implemented\r\nContext-Type:\x20
SF:text/html\r\nContent-Length:\x2058\r\n\r\n<html><body><h2>Service\x2@no
SF:t\x20implemented</h2></body></html>" )Xr(HTTPOptions, 87, "HTTP/1\.1\x2050
SF:1\x20Not\x20implemented\r\nContext-Type: \x20text/html\r\nContent-Length
SF :: \x2058\r\n\r\n<html><body><h2>Service\x2@not\x20implemented</ h2></body
SF:></html>" )¥r(GenericLines, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )%
SF:r(RTSPRequest,87, "HTTP/1\.1\x20501\x20K0t \x20implemented\r\nContext-Typ
SF:e:\x20text/html\r\nContent-Length:\x2058\r\n\r\n<html><body><h2>Service
SF:\x20not\x20implemented</h2></body></html>" )Xr(RPCCheck, 1A, "HTTP/1\.1\x2
SF:0400\x20Bad\x20Request\r\n" )Xr(DNSVersionBindReqTCP, 1A, "HTTP/1\.1\x2040
SF:0\x20Bad\x20Request\r\n" )Sr(DNSStatusRequestTCP, 1A, "HTTP/1\.1\x20400\x2
SF:0Bad\x20Request\r\n" )Sr(Help, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n
SF:")%r(SSLSessionReq, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )%r(Termi
SF:nalServerCookie, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(TLSSessi
SF:onReq, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(Kerberos, 1A, "HTTP/
SF:1\.1\x20400\x20Bad\x2@Request\r\n* )Xr(SMBProgNeg, 1A, "HTTP/1\.1\x20400\x
SF:20Bad\x20Request\r\n" )%r(X11Probe, 1A, "HTTP/1\.1\x20400\x208ad\x20Reques
SF:t\r\n" )¥r(FourOhFourRequest,87, "HTTP/1\.1\x20501\x20Not\x20implemented\
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SF:20Bad\x20Request\r\n" )Xr(X11Probe, 1A, "HTTP/1\.1\x20400\x208ad\x20Reques

SF:t\r\n")%r(FourOhFourRequest,87, "HTTP/1\.1\x20501\x2@Not \x20implemented\
\nContext-Type:\x20text/html\r\nContent-Length:\x2058\r\n\r\n<html><bo
y><h2>Service\x2@not\x20implemented</h2></body></htal>" )¥r(LPOString,1
, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(LDAPSearchReq, 1A, "HTTP/1\

1. 1\x20400\x20Bad\x20Request\r\n* )3r(LDAPBindReq, 1A, "HTTP/1\.1\x20400\x2

Bad\x20Request\r\n" )%r(SIPOptions,87, "HTTP/1\.1\x20501\x20Not\x20imple
ented\r\nContext-Type:\x20text/htal\r\nContent~-Length:\x2058\r\n\r\n<h

SF:tml><body><h2>Service\x20not\x20implemsented</h2></body></html>" )Xr(LAND
sk-RC, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(TerminalServer, 1A
"HTTP/1\.1\x20400\x20Bad\x20Request\r\n" )Xr(NCP, 1A, "HTTP/1\.1\x20400\x
0Bad\x20Request\r\n")Xr(NotesRPC, 1A, "HTTP/1\.1\x20400\x20Bad\x20Reques

SF:t\r\n®)%r(JavaRMI, 1A, "HTTP/1\.1\x20400\x20Bad\x20Request\r\n*);

e wunnunnsNEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)sswssssssnusnnn

SF-Port44818-TCP:V=7,80%XI=7%D=7/12XTine=5FOBS46CXP=x86_64~pc~Linux-gnuXr(S

SF:SLSessionReq, 18, *\x16\x03\0\05\x01\0\0\x01\0\0\0G\xd7\xf7\xba, \xee\xea\

SF:xb2 ~\xf3\0" )Xr(TLSSessionReq, 18, "\x16\x03\0\01\x01\0\0\x01\0\0\0\x1c\x
7\xe4randomira” )Xr(LDAPSearchReq, 18, "0\x84\0\0\0-\x02\x01\x01\0\0\0\0\
\$\x04\0\n\x01\0\n\x01\0\x02" )Xr(NotesRPC, 18, *:\0\0\0/\0\0\0\x01\0\0\0
x02\x0f\0\x01\0~\x05\0\0\0\0\0" )%r(oracle-tns,18, "\02\0\0\x01\0\0\0\x0

SEIAA\ANANA\ A\ AR\ AN ¥ TF\ ¥ FF\ ¥ 75\ v AR\ A\ A\ A\ v 1% )

MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

Device type: general purpose|media device

Running: Microsoft Windows Mobile 5.X|6.X, Microsoft embedded

0S CPE: cpe:/o:microsoft:windows mobile:5 cpe:/o:microsafr:windows_mobile:6

0S details: Microsoft Windows Mobile 5.8 - 6.1 or Zune audio player (firmware 2.2)
NETWorx Uistance: 1 nop

TCP Sequence Prediction: Difficulty=122 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: 0Ss: Unix, Windows CE 6.00; CPE: cpe:/o:microsoft:windows_ce

TRACEROUTE
HOP RTT ADDRESS
1 0.96 ms 192.168.0.120

NSE: Script Post-scanning.
Initiating NSE at 13:23
Completed NSE at 13:23, 0.00s elapsed
Initiating NSE at 13:23
Completed NSE at 13:23, 0.00s elapsed
Initiating NSE at 13:23
Completed NSE at 13:23, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://mmap.org/submit/ .
Nmap done: 3 IP addresses (3 hosts up) scanned in 267.23 seconds
Raw packets sent: 197735 (8.706MB) | Rcvd: 196710 (7.871M8)

AREAARAAEAARARAARRAAAARAAARARAARAARAARAARAAR A AR AR AR At d At d bt d bttt
B e e e e e
Report summary and recommendations:

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.81 and prior. This vulnerability may allow a remote, unauthenticat
ed threat actor to intentionally send a malformed CIP packet to Port 44818, causing the RSLinx Classic application to terminate. The use
r will need to manually restart the software to regain functionality.*
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AR RARARARARR AR R AR ARARAARArARAARAan IMARRARAARAARARAARAARAARAARARRARRAARAARRAR AR
Report summary and recommendations:

“value® @ “Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote, unauthenticat
ed threat actor to intentionally send a malformed CIP packet to Port #4818, causing the RSLinx Classic application to terminate. The use
r will need to manually restart the software to regain functionality.®

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. A remote, unauthenticated threat actor may intention
ally send specially crafted Ethernet/IP packets to Port 44818, causing the software application to stop responding and crash. The user m
ust restart the software to regain functionality."

"value®™ : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote threat actor t
o intentionally send a malformed CIP packet to Port 44818, causing the software application to stop responding and crash. This vulnerabi
lity also has the potential to exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code.

[

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote, unauthenticat
ed threat actor to intentionally send a malformed CIP packet to Port 44818, causing the RSLinx Classic application to terminate, The use
r will need to manually restart the software to regain functionality.®

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. A remote, unauthenticated threat actor may intention
ally send specially crafted Ethernet/IP packets to Port 44818, causing the software application to stop responding and crash. The user m
ust restart the software to regain functionality."®

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote threat actor t
o intentionally send a malformed CIP packet to Port 44818, causing the software application to stop responding and crash. This vulnerabi
lity also has the potential to exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code.

)

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote, unauthenticat
ed threat actor to intentionally send a malformed CIP packet to Port 44818, causing the RSLinx Classic application to terminate. The use
r will need to manually restart the software to regain functionality.*

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. A remote, unauthenticated threat actor may intention
ally send specially crafted Ethernet/IP packets to Port 44818, causing the software application to stop responding and crash, The user m
ust restart the software to regain functionality.*

*value® : "Rockwell Automation RSLinx Classic Versions 4.80.01 and prior. This vulnerability may allow a remote threat actor t
o intentionally send a malformed CIP packet to Port 44818, causing the software application to stop responding and crash. This vulnerabi
lity also has the potential to exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code.

L)

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote, unauthenticat
ed threat actor to intentionally send a malformed CIP packet to Port 44818, causing the RSLinx Classic application to terminate. The use
r will need to manually restart the software to regain functionality.®

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. A remote, unauthenticated threat actor may intention
ally send specially Crafted EUNErnet/IP packets TO POrt 44818, causing the software application to stop responding and crash. The user m
ust restart the software to regain functionality."

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote threat actor t
o0 intentionally send a malformed CIP packet Tto POrt 44818, causing the software application to stop responding and crash. This vulnerabi
lity also has the potential to exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code.

L)

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow a remote, unauthenticat
ed threat actor to intentionally send a malformed CIP packet to Port 44818, causing the RSLinx Classic application to terminate. The use
r will need to manually restart the software to regain functionality."

*value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. A remote, un enticated threat actor may intention
ally send specially crafted Ethernet/IP packets to Port 44818, causing the software application to stop responding and crash. The user m

Option 9: Intense scan recommendation and CVE results — Part 7
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0

‘value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior, This vulneradility may allow a remote, umauthenticat
ed threat actor to intemtiomally send a maltormed CIP packet to Port 44818, causing the RSLinx Classic applicatiom to terminate. The use
r will need to manually restart the software to regain functionality.*

*valeve® : "Rockwell Automation RSLinx Classic Versions 4.00.91 and prior. A remote, unauthenticated threat actor may intention
ally send specially crafted Ethernet/IP packets to Port 44818, causing the software applicationm to stop respomding and crash. The user m
ust restart the software to regain functiomality.*

*value® : "Rockwell Automat RSLinx Classic Versions 4.00.01 and prior. This vulnerability may allow & resote threat actor t
0 intentionally send a malformed CIP packet to Port 44818, causing the software application to stop responding and crash. This vulnerabi
Lity also has the potential to exploit a buffer overflow condition, which say allow the threat actor to remotely execute arbitrary code.

o

‘value® : “"Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. This wulnerability may allow 2 remsote, usauthenticat
ed threat actor to inteatiomally send a maiformed CIP packet to Port 44816, causing the RSLinx Classic application to terminate. The use
r will need to manvally restart the software to regain functiomality,.*®

‘value® : "Rockwell Automation RSLinx Classic Versions 4.00.01 and prior. A remote, unauthenticated threat actor may intention
ally send specially crafted Ethernet/IP packets to Port 44818, causing the software application to stop responding and crash. The user m
ust restart the software to regain functionality. *

*value* *Rockwell Automation RSLinx Classic Versions 4.00.901 and prior. This vulmerability may allow a remote threat actor t

0 intentiomally send & BALTormed CIP packet TO POrt AABLN, Causing the software application to stop responding and crash. This vulnerabi
Lity also has the p ntial to exploit a buffer overflow condition, which may allow the threat actor to remotely execute arbitrary code.
.

0
Line 15! Discovered open port 80/t <p on 192.168.0.120
warning - Nont Secure Port- Lime 15: Discovered open |» 80/t cp 92.168.0.120
e 167 Discovered open port 80/tcp on 192.168.0.100
Warning - Nont Secure Port- Lime 16: Discovered open 80/tcp 8§.0.100
Line 17: Discovered openm port &43/tcp on 192.168.9.129
Line 18: Discovered open port 80/tcp on 192,.168.0.110
Warning Nont Secure Port- Lime 18: O overed open 80/tcp on 168.0.110
Line 19: Discovered open port 21/tcp on 2. .10
Warning - Nont Secure Port- Lime 19: Discovered open 21/t¢p on 168,010
Line 20: Discovered open port 5120/tcp on 192.168.0.12¢
Warning - Nont Secure Port- Lime 20! Discovered open $120/t¢p on 192.168.0.120
Line 21! Discovered open port 631/tcp on 192.168.0.129
Line 22: Discovered openm port 44818/tcp on 192.1 12
Warning - Nont Secure Port- Lime 22: Discovered open port 44818/tcp on 192.168.0.12
Line 23: Discovered open port A4S18/tcp on 192.168.0.110
warning - Nont Secure Port- Lime 23: Discovered open port A43158/tcp on 192.168.9.110
Cine 2 Discovered open port S241/tcp on 192,.168.0.12
Line 25: Discovered open port 44818/tcp on 192.168.0.1
Warning ~ Nont Secure Port~ Lime 25: Discovered open port A4318/tcp on 192
Mmap scan report for 192,168.0.100
Line 51: 80/tcp open http Mitel SIP DEC VoIP phone http config
Warning - Nont Secure Porti- Lime S51: 80/tcp open http Mitel SIP DEC VoIP phone http config
Line 56: 44818/tcp open EtherNet-1P-2
Warning - Nont Secure Port- Lime 56: 4A818/tcp open [UtherNet-IP-2
Line 67: MAC Address: 00:1C:01:00:10:50 (ABB Oy Drives)
Nmap scam report for 192.168.0.110
Line 93: 80/tcp open http head WebServer
Warning - Nont Secure Port- Lime 93! 8$8/tcp open  http GoAhead WebServer

Option 9: Intense scan recommendation and warning — Part 8

Line 101: 44818/tcp open EtherNet-IP-2
Warning - Nont Secure Port- Line 101: 44818/tcp open EtherNet-IP-2
Line 115: MAC Address: F4:54:33:A1:1B:D® (Rockwell Automation)
Nmap scan report for 192.168.0.120
Line 132: 21/tcp open ftp oftpd
Warning - Nont Secure Port- Line 132: 21/tcp open ftp oftpd
Line 138: 8@/tcp open http ChipPC Extreme httpd
Warning - Nont Secure Port- Line 138: 80/tcp open http ChipPC Extreme httpd
Line 144: 443/tcp open tcpwrapped
Line 14 631/tcp open ipp

Line 15 5120/tcp open http ChipPC Extreme httpd
Warning - Nont Secure Port- Line 155: 512@/tcp open http ChipPC Extreme httpd
Line 161: 5241/tcp open unknown
Line 162: 44818/tcp open EtherNetIP-2?
Warning - Nont Secure Port- Line 162: 44818/tcp open EtherNetIP-2?
Line 206: MAC Address: F4:54:33:51:EF:69 (Rockwell Automation)

The scan is completed successfully!

e s e i e v s e v e e v e v e v e e v sl v e v e e s e s e s e e s e sl e s e e e e e e e e e e e sk e e e e ke e e e e s ke el e e e ek e e e e e e e e de e e
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Output: Drive failed, fault 28, serial 1 error, the motor stopped, and the operation was

interrupted.

Option 10: Perform Slow Comprehensive Scan — Warning

Results from this scan as shown below

rafat@kali-1: ~

File Actions Edit View Help

Menu 1@ has been selected

SL0W LOompeErneEnsaive scan - darnimz

List of Available IP addresses to scan:
192.168.0.100

192.168.0.110

192.168.0.120

This scan will take long time comparing to other ones
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-12 13:34 CDT
NSE: Loaded 292 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 13:34
NSE: [shodan-api] Error: Please specify your ShodanAPI key with the shodan-api.apikey argument
NSE: [broadcast-pim-discovery] Nsock connect failed immediately
NSE: [mrinfo] Nsock connect failed immediately
NSE: [mtrace] A source IP must be provided through fromip argument.
NSE: [knx-gateway-discover] Nsock connect failed immediately
too short
Completed NSE at 13:34, 10.56s elapsed
Initiating NSE at 13:34
Completed NSE at 13:34, 0.00s elapsed
Initiating NSE at 13:34
Completed NSE at 13:34, 0.00s elapsed
Pre-scan script results:
broadcast-igmp-discovery:
192.168.0.110
Interface: eth®
Version: 2
Group: 224.0.1.129
Description: PTP-primary
192.168.0.120
Interface: ethe
Version: 2
Group: 239.255.255.250
Descriprion: Organizatvion-Local Scope (rfc2365)
Use the newtargets script-arg to add the results as targets
knx-gateway-discover:
_ ERROR: Couldn't get interface for 224.0.23.12
targets-asn:
_ targets-asn.asn is a mandatory parameter
Initiating ARP Ping Scan at 13:34
Scanning 3 hosts [1 port/host]
Completed ARP Ping Scan at 13:34, 0.04s elapsed (3 total hosts)
Initiating SYN Stealth Scan at 13:34
Scanning 3 hosts [65534 ports/host])
Discovered open port 443/tcp on 192.168.0.120
Discovered open port 88/tcp on 192.168.0.120
Discovered open port 80/tcp on 192.168.0.110
Discovered open port 80/tcp on 192.168.0.100
Discovered open port 21/tcp on 192.168.0.120
Discovered open port 44818/tcp on 192.168.0.120
Discovered open port 44818/tcp on 192.168.0.110

Option 10: Slow comprehensive scan — Part 1
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Discovered open port 44818/tcp on 192.168.0.120
Discovered open port 44B18/tcp on 192.168.0.110
Discovered open port 5241/tcp on 192.168.0.120
Discovered open port 5120/tcp on 192.168.0.120
overed open port 44B18/tcp on 192.168.0.100
Discovered open port 631/tcp on 192.168.0.120

LompLeted SYN STealth Scan against 192.168.0.11¢ in 17.31s (2 hosts left)

Completed SYN Stealth Scan against 192.168.0.120 in 17.31s (1 host left)
Completed SYN Stealth Scan at 13:34, 21.35s elapsed (196602 total ports)
Initiating UDP Scan at 13:34

Scanning 3 ho [65534 ports/host]

Discovered open port 137/udp on 192.168.0.120

Completed UDP Scan against 192.168.0.12@ in 32.88s (2 hosts left)
Completed UDP Scan against 192.168.0.11@ in 35.93s (1 host left)
Completed UDP Scan at 13:36, 84.80s elapsed (196602 total ports)
Initiating Service scan at 13136

Scanning 65481 services on 3 hosts

Service scan Timing: About @.30% done

Service scan Timing: About 8.34X done

Service scan Timing: About 9.37% done

Service scan Timing: About 0.40X done

Service scan Timing: About 9.44% done

Service scan Timing: About 0.48% done

Service scan Timing: About 9.51X done

Service scan Timing: About @.55% done

Service scan Timing: About @.59% done

Service scan Timing: About 9.62% done

Service scan Timing: About 0.65% done

Service scan Timing: About 9.69% done

Service scan Timing: About 8.72% done

Service scan Timing: About @.75% done

Service scan Timing: About 9.79% done

Service scan Timing: About @.83% done

Service scan Timing: About @.86X done

Service scan Timing: About @.90X done

Service scan Timing: About 8.93X done

Service scan Timing: About 9.96X done

Service scan Timing: About 1.00X done; ETC: 15:19 (25:27:27 remaining)
Stats: 0:21:8
Service scan Timing: About 1.30X done; ETC: 15:14 (25:18:01 remaining)

3 elapsed; 0 hosts completed (3 up), 3 undergoing Service Scan

Stats: 0:23:13 elapsed; @ hosts completed (3 up), 3 undergoing Service Scan

Service scan Timing: About 1.39% done; ETC: 15:10 (25:12:54 remaining)

Option 10: Slow comprehensive scan — Part 2
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Report summary and recommendations:
LINe 38: U1ISCOVErea open port &4s/tcp on 192.168.0.120
Line 39: Discovered open port 80/tcp on 192.168.0.120
Warning - Nont Secure Po Line 39: Discovered open port
Line 4@: Discovered open port 80/tcp on 192.168.0.110
Warning - Nont Secure Port- Line 4@: Discovered open port
Line 41: Discovered open port 80/tcp on 192.168.0.100
Warning - Nont Secure Port- Line 41: Discovered open port
Line 42: Discovered open port 21/tcp on 192.168.0.120
Warning - Nont Secure Port- Line 42: Discovered open port
Line 43: Discovered open port 44818/tcp on 192.168.0.120
Line 44: Discovered open port 44818/tcp on 192.168.0.110
Line 45: Discovered open port 5241/tcp on 192.168.0.120
Line 46: Discovered open port 5120/tcp on 192.168.0.120
Warning - Nont Secure Port- Line 46: Discovered open port
Line 47: Discovered open port 44818/tcp on 192.168.0.100
Line 48: Discovered open port 631/tcp on 192.168.0.120
Line 54: Discovered open port 137/udp on 192.168.0.120

80/tcp on 192.168.0.120
80/tcp on 192.168.0.110
80/tcp on 192.168.0.100

21/tcp on 192.168.0.120

5128/tcp on 192.168.0.120

Option 10 slow comprehensive scan — Part 3
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Option 11: Search CVE Database for Vulnerabilities

A local copy of the NIST database in JavaScript Object Notation (JSON) format was downloaded
locally. The program is designed to search for any vulnerability in that database using any word,
number, or string. The program is designed to search the database for any vulnerabilities
related to our search selection and extract the eight fields listed below regarding the

vulnerability and print the results for port 44818.

1. Confidentiality
2. Integrity

3. Availability

4. Base score

5. Base server

6. Impact score

7. Description
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wait!
L

cription: £ [ o i 1SLAnx i d i ity may allow a remote, unauthenticated thre
AT BELAT TE d 1 ! t to Port & e C ¢ application to terminate. The user will
ionality

4.00.21 and prior. A remote, wmauthenticated threat actor may intentionally se
Etharn packe t sing the software appl to stop responding and crash. The wser 2
tart the software to regain functiomality.®

CYE ID: “CWE-2@818-14829°
Confidentiality Impac
I i pact:

Impcat:
8

re: 5.9
tion: "Rockwell Automation £3 fers 4.99.01 and prior. This vulnerability may allow & re & threat actor to inten
tionally send a malformed CIP p sing tl tware application to s g 2 . This vulmerability al
s0 has the potential to exploit a buffe flow condition, t elly e arbitrary code.®

Total number of records searched: 16324
i e e i i i e e

Option 11: CVE database search

Options 12 and 13: Hardware Information

Option 12 gives us the option of selecting a specific node, where option 13 gives search
information for all connected ICS devices. The program uses Nmap, port 44818 (Ethernet/IP),
and a Nmap script to scan ICS devices and retrieve hardware and software information. An
example of this information is type of device, vendor, product name, serial number, product
code, revision, status, and state. This is considered very valuable information in the penetration

testing reconnaissance phase.
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Fila ons Edit View Help

Menu 12 has been sel d
n - Warning
TAKE Inne Time comparine to other ones depending on the network and node
ilable IP addresses to scan:

tem-dns or specify valid serw

canning.
E at 14:91
Completed NSE at 14:81, @.9d8s elapsed
Initiating ARP Pi can at 1&:81
Scanning 3 hosts ast]
Completed ARP Ping . 81, B.04s elapsed (3 total ho
Ini i

elapsed (3 total ports)

overed open port
covered open port
ered open port
13
Mmap scan report for
HOST 15 UP W.@desys Latency).

PORT STATE SERVICE
EtherNst-IP-2

Industrial
i AC5350
BxBR1ZR16E
682
[}
a=a3

elp: 192.168.0.1090
Address: @@ 19:58 (ABE Oy Drives)

Option 12: Discover hardware information scan of nodes
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Nmap scan report for 192
HOST 15 Up (W.WWlis Late

PORT STATE SERVICE
44818/ udp open EtherNet-IP
enip-inf
type: Programmable Logie Controller (14)
wendor: Rockwell Aut
productName: 1769
serialNumbe

PORT

44816/ udp
i nf

_ 168.8.129
MAC Address: t33:51:EF:69 (Rockwell Automation)

WSE: Script Po

Initiating

Completed

Read data fil

Kmap dome: 3 1
Raw pac

tIOWrapper nam xt' mode='r"' encoding
skl de e st i e i e e e el e e e e e e ek

Option 13: Hardware information scan

Option 14 to 18: Traffic Analysis

These options will give us a variety of ways to capture traffic, starting from more specific
traffic for a specific node, port number, direction, and protocol to capturing all traffic on the ICS

network.
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Menu 14 has been selected

Capture traffic for a selected node, port, direction of traffic, and a number of pa
LIST of AvA1LaDLE 1P agdresses 1o

192.168.9.100

192.168.0.110

192.168.9.120

Training

1769-L30ERM/A LOGIX5330ERM

® Kali Docs NetHunter »

Rockwell
Automation

Enter the IP addres to capture traffic from: 192 -

Enter the port number to capture for: 80 [P
Enter port source, destination, or both [:n..,.mm
Enter the number of packets to be

LR Ul e, LR plure size 262144 bytes
od [amsen
FES33.A1 ik
192,0680.110 Cantacts
reading from file captureHostTraffic.pcap, link-type EN1OMB (Etherdet) 00N
14:0 B kali-1,41132 g 3621377333, win 64248, options [mss 1460, sackoK,T SADATT

0

168.9.110.http: Flags [.], ac win 63, length @

> 192.168.8.110.http: Flags [P.], seq

2,168.0.110.http:

Flags [.]; ack 2

k 1, win 63

length @

length 313

HITP: GET / HTTI

Al

Capyrgnt

40.689747 TP kali=1.A1132 > 192.168.0.100.http: Flags [.], ack 74, win 63, length &
turing traffic | ully!

R TR A A

Option 14: Capture traffic for a selected number of packets for a specific node, port, and direction of

traffic.

rafat@kali-1: ~

File Actions Edit View Help

Menu 16 has been selected

Capture traffic for a selected node, and display the structure of all packets
List of Available IP addresses to scan:

192.168.0.100

192.168.0.110

192.168

c o

Kali Linux

ARB

KaliTraining ~ KaliTools @ KaliDocs ~ KaliForums  NetHunter

Enter the IP addres to capture traffic form: 192.168.0.100
Enter the number of packets to be captured: 2
KUNING a8 USEr “Foot- ana GroUp “Yoot-. INis COUld Be Gangerous.
Capturing on ‘ethe’
Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface etho, id @
Interface id: @ (ethd)
Interface name: eth®
Encapsulation type: Ethernet (1)
Arrival Time: Jul 12, 2020 14:06:21.703433627 CDT
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1594580781,703433627 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Lengt 86 bytes (688 bits)
Capture Length: 86 bytes (688 bits)
[Frame is marked: False)
[Frame is ignored: False)

Status Configuration Support

Status information

Common software version 0062

Application software version 0246
Software version date Nov 26 2010

Serial number 01180006

[Protocols in frame: eth:ethertype:ip:udp:cipio:cipio)
Ethernet II, Src: 0 (

Destination

ABBDrive_00:10:5f

:10:50), Dst: Rockwell ai:1b:de (f4:54:33:a1:1b:de)
Rockwell_a1 de)

MAC address

Address: Rockwell_al
o Tl Globally unique address (factory default)
Individual address (unicast)

)

Source: ABBOrive 00:10:50 (9
Address:| ABBDrive_00:10:5 0:10:50)
555 5 T 1 Globally unique address (factory default)

. e, . . = I6 bit: Individual address (unicast)
ype: IPv4 (9x0800)

Internet Protocol Version 4, Src: 192.168.0.100 (192.168.0.100), Dst: 192.168.0.110 (192.168.0.110)
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CS8, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
00 = Explicit Congestion Notification: Not ECN-Capable Transport ()

Total Length: 72
Identification: @xdf5f (57183)
Flags: 0x0000

. .

. = Reserved bit: Not set
. = Don't fragaent: Not set
.0. 3 . = More fragments: Not set
Fragment offset: 0
Time to live: 60

Protocol: UDP (17)

Option 15: Capture number of packet and display the structure of the packets
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rafat@ali-1

File Actions Edit View

toeol: UDP (17) 192.16
er checksu
[Huder che tatus: U d] Kali Training ~ Kali T K Kali Forums.
.168

NetHunter

User

Status  Configuration  Support

erified]

mps
[hm since first frame: 3.000000800 second:
ime_since previous fram 000000000 secands Status information
strial Protocol)

. Common seftware version 0062
d Address Ttem (x8002)
Application software version 0246
Type ID:
Length: 26 Software version date Nov 26 2010
Common Industrial Protocal
Data: bSalfidic

Serial number 01180006

on interface ethe, id o

MAC address 00:1C:01:00:10:50

Frame Wumbe:
Frame Lengt

Len,
[Frame is marked
[Frame is ignore:
[Protocols in lr«me
Ethernet II, Sr
Destination
d;

o Lobally unique address (factory default)
= 16 bit: Individual address (unicast)

rafat@kali-1: ~
Edit View Help
ABBDrive_00:10:50 m 1c:01:09:18:58)
L

bally unique address (factory default)
dual addres cast)

1
sren wees * LG Iu(‘ Globally unique address
reas » = IG bit: Individual address (un

20 bytes (
s Field: Bxbc (DSCP: Unknown, ECN: Not-ECT)
Differentiated Services Codepoint: Unknown
Not ECH-Capable Transport (9)

Status Configuration  Support

Status information

Common software version 0062

sion 0246

Application software

2 [validation disabled] Software version date Nov 26 2010
Unverified]

110)
168.9.100) Serial number 01180006
Dst Port:

urce Fort: 2227

Destination Port: 2222 1. MAC address 00:1€:01:00:10:50
56

[Timestamps]
Time si

Type ID: Sequenced Address Item (@x80e2)
Length: &

Length
Common lndustrul Pro
o

Option 18: Capture number of packet and display the structure of the packets
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