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ABSTRACT 

DESIGN OF A NOVEL MANUAL AND AUTOMATED PENETRATION TESTING FRAMEWORK FOR 
CONNECTED INDUSTRIAL CONTROL SYSTEMS(ICS) 

by 

Rafat Elsharef 

The University of Wisconsin-Milwaukee, 2021 
Under the Supervision of Professor Wilkistar Otieno 

 

This research presents the design of new framework—a manually executed and an automated 

penetration testing process for Connected Industrial Control Systems (ICS). Both frameworks 

were built using open-source security software and ICS equipment currently used in critical 

infrastructure, manufacturing companies, and other institutions in the United States and 

around the world. Existing penetration testing frameworks have largely been focused on 

manual testing and are specific to Information Technology (IT). In addition, a new severity 

scoring system framework, called Common Vulnerability Scoring System for Industrial Control 

Systems (CVSS-ICS), was recommended for calculating the severity score in Industrial Control 

Systems (ICS).The broader goal of this research is to build penetration frameworks, both 

manual and automated, for Operations Technology (OT). Four objectives were used to achieve 

this goal. First, an OT-based testbed was built comprised of PLCs (Programmable Logic 

Controllers), HMIs (Human Machine Interfaces), a motor drive, and the expected embedded 

network devices that enable connectivity to emulate a real manufacturing environment. In 

addition, special security VMs (Virtual Machines) were created and used in the OT testbed. 

Second, this research ran a manual process of penetration testing against the ICS network using 
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open-source tools that are used by many IT security professionals and hackers; the data was 

then collected and analyzed manually. Third, a software program was created using python 

programming language to automate the above manual process. In addition, the program 

automates data acquisition, generates security analyses, and makes recommendations. Fourth, 

a recommended framework of a new severity scoring system, Common Vulnerability Scoring 

System for Industrial Control Systems (CVSS-ICS), takes into account the importance of safety as 

a key metric in addition to confidentiality, integrity, and availability in calculating the severity of 

a  single vulnerability, an individual ICS device, or the entire ICS system.  

The test results revealed several vulnerabilities related to safety, confidentiality, integrity, and 

availability of ICS devices used in this testbed. It is recommended to run additional future 

testing and apply control measures to automate penetration testing in the ICS environment to 

ensure that the process does not get out of hand in such in an environment, where safety is of 

concern. 
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1 Introduction 

1.1 Background of Industrial Control Systems (ICS): 

The term Industrial Control Systems (ICS) refers to the collection of components that are 

responsible for controlling and monitoring critical infrastructures such as advanced 

manufacturing, electrical power grids, water supply, wastewater collection and treatment 

systems, natural gas pipelines, railroad and transportation networks, air traffic control, and 

operations in chemical plants and the pharmaceutical and food and beverage industries.  

ICSs have been in use for many institutions; they are expected to stay operational after 

installation for many years, providing high availability [1]. ICSs consist of main components such 

as Supervisory Control and Data Acquisition (SCADA) systems, Distributed Control Systems 

(DCS), Programmable Logic Controllers (PLC), Remote Terminal Units (RTU), Servo Drives (SD), 

and Human Machine Interfaces (HMIs).  

The ICS network is the heart of the new industrial revolution; it has been and remains a key part 

of Operational Technology (OT). For many years, ICSs ran with no fear of interruptions because 

such control systems were completely isolated from the rest of the information technology (IT). 

Such isolation gave OT a sense of security that prevented any threat to disrupt its operation. 

There were no advantages or needs for IT and OT to be connected or to converge—that is, 

before the era of cyber-physical systems. This isolation is no longer valid, with the explosion of 

the Internet, and the availability and advantages of the Connected Enterprise (CE), where 

systems and devices are connected to and through the Internet.  
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The great benefits and values of having a connected enterprise are driving many companies and 

institutions to be part of this network of academics and industry practitioners working on the 

emerging areas of enabling the OT-IT convergence. The connected enterprise empowers 

companies to gain valuable benefits such as quality, standardization, scalability, reliability, 

usability, and integration [2]. The increasing demand for collecting real-time data that enables 

decision-makers to apply faster and better business decisions, as well as utilize new techniques 

such as artificial intelligence (AI), machine learning (ML), data analytics, real-time monitoring, 

and remote configuration and control, has left companies with no choice but to digitize and be 

part of a connected enterprise(CE). According to Rockwell Automation, “Smart manufacturing 

and industrial operations embrace a new way forward. This new direction is highly connected, 

so devices and processes can be continually monitored and optimized [3].” 

1.2 The Connected Enterprise (CE) 

The connected enterprise (CE) is the idea of connecting companies, people, processes, and 

equipment together. Such connectivity is vital to deepening the understanding of events and 

optimizing decision-making [4]. CE brings IT and OT into a single architecture to capitalize on 

business data and improve the enterprise, operation, and supply chain performance. According 

to a white paper by Fujitsu titled “The Connected Enterprise: Making the industrial IoT Happen- 

Right Here, and Right Now [5],” “The advantages of being connected are priceless to companies 

and vital to their existence. Manufacturing and energy companies have a strong desire to adopt 

digital technology. The reason for this is clear: automated routines, asset optimization, 

operating efficiencies, and central manufacturing concerns are all key aspects of being 
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connected. Indeed, the Industrial Internet of Things (IoT), and connected technologies will have 

the biggest economic impact: up to $ 3.7 trillion by 2025 [5].” 

1.3 Industrial Control Systems’ (ICS) Main Components Overview 

ICS consists of many components that make up the control systems [6]. These ICS components 

will be covered in the next subsections. 

1.3.1 System Control and Data Acquisition Systems (SCADA): 

SCADA is the management component in the ICS system, usually a server with specialized 

software that can monitor, configure, and troubleshoot ICS devices. A SCADA system allows 

operators to control distributed control systems located within a Local Area Network (LAN) or a 

Wide Area Network (WAN) from a centralized location.  

1.3.2 Programmable Logic Controllers (PLC): 

This is a small industrial computer with limited memory and limited processor power that is 

designed to perform logic functions that usually are performed by electrical hardware such as 

relays, switches, mechanical counters, and timers.  

1.3.3 Remote Terminal Units (RTU): 

These are field devices. Some PLCs serve as a field device and are often referred to as RTUs. 

1.3.4 Human Machine Interface (HMI): 

HMIs are devices that are generally placed close to production lines. The location, platform, and 

interface may vary. Some HMIs could be dedicated platforms in a computer room, while others 

may use a laptop, a browser, or dedicated hardware and software. HMIs are used to display 

process status information, historical information, and reports. They also  allow human 
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operators to monitor the state of a process under control, modify control settings to change 

control objectives, and manually override automatic control operations in the event of an 

emergency. 

1.3.5 Servo Drives (SD):  

Servo drives are sometimes called amplifiers because they take the control signal from the 

controller and amplify it to deliver a specific amount of voltage and current to the motor. They 

also can control torque, velocity, or position of the servo motor. Current servo drives are 

network aware and have their own IP address that enables them to communicate with the rest 

of the ICS devices. 

1.3.6 Sensors and Actuators 

ICS may include different sensors that are used for measurements as well as controlled 

actuators that include devices such as valves, breaks, switches, and motors. 

1.4 ICS Operation: 

An ICS operation is enabled by three features, as shown in Figure 1-1. It consists of the 

following key aspects [6]: 

1.4.1 Control loop 

Controlled variables are sent from the sensors to the controllers; the controller manipulates the 

variables according to set points and sends action signals to the actuators that control the 

process and use the sensors again to relay the change in a feedback loop. 
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1.4.2 Human-Machine Interface (HMI) 

HMIs are used by operators and engineers to monitor, configure, and control PLCs. They are 

also used to display process status for data visualization and to convey historic information. 

1.4.3 Remote Diagnostics and Maintenance Utilities (RDMU) 

These are used to identify, prevent, and recover from failure or unexpected operation. 

 

Figure 1-1. ICS operation [6] 

1.5 The Purdue Model for Control Hierarchy 

The Purdue model is considered as a reference for designing Industrial Control Systems 

architecture, as shown in Figure 1-2. It is divided into levels of operations that are separated 

into different zones and isolated by using an industrial demilitarized zone (DMZ). 



 

6 
 

 

Figure 1-2. The Purdue Model [7] 

The Purdue model identifies five recommended levels in this architecture, categorized into 

three zones, as follows: [8] 

• Enterprise Zone 

o Level 5: Enterprise network: corporate applications 

o Level 4: Enterprise servers: IT services 
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• Demilitarized Zone (DMZ):  

o These devices can access and be accessed by both the enterprise security zone 

and the operational zone; it acts like a buffer zone or airgap. 

• Control zone 

o Level 3: Operations and control. 

o Level 2: Supervisory control: communications to level 1 such as PLC and HMI. 

o Level 1: Basic control: PLC and HMI communicate with level 0 and with each 

other. 

o Level 0: Process: this level includes sensors, actuators, drives, and motors that 

communicate with level 1. 

1.5.1 Distributed Control Systems (DCS) Implementation Example 

Different topologies support DCS. Figure 1-3 [6] shows a basic example of a DCS network 

topology, where IT and OT networks are shown, including field-controlled devices such as 

SCADA, PLC, HMI, Servo Drives, and Motors. 
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Figure 1-3. DCS implementation example 

Figure 1-4 shows a diagram of a PLC controlling a manufacturing process using a fieldbus 

network. The figure also shows the connections between PLCs, servo drives, and motors [6]. 
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Figure 1-4. PLC control system implementation [6] 

Another example of ICS architecture is shown in Figure 1-5, in which the architecture shows the 

segmentation of the whole network into four areas. First, the corporate local area network 

(LAN) connects to SCADA via a firewall to isolate both IT and OT. Second, an independent 

control network communicates with SCADA network via a wide area network (WAN). Finally, 

the link between SCADA network and field devices connects via a communication link, as shown 

in Figure 1-5.  
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Figure 1-5. Example of SCADA architecture [8] 

1.5.2 History of SCADA Architectures 

SCADA architecture went through four different generations; early ones were very limited and 

completely isolated with very specific tasks, whereas the current generation is fully connected 

and remotely monitored and configured. The four different types of SCADA include [9]: 

1. Monolithic (first generation) SCADA systems 
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These systems were developed when common network services were not available. 

They function as a standalone system. The first-generation architecture consists of a 

SCADA master controlling multiple remote terminal units (RTU), as shown in Figure 1-6 

below. These early systems were limited to monitoring sensors and sending alerts in 

case of emergency. 

 

Figure 1-6. Monolithic or early SCADA systems [9] 

2. Distributed SCADA systems 

This is the second-generation SCADA, where control functions are distributed across 

several SCADA systems connected via a LAN, as shown in Figure 1-7. 
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Figure 1-7. Distributed SCADA systems [9] 

3. Networked SCADA systems 

This type of networked system is considered the third generation of SCADA architecture. 

These systems use PLCs for controlling operations. SCADA is networked and able to 

communicate over a WAN through telephone or data lines, as shown in Figure 1-8. 

 

Figure 1-8. Networked SCADA systems [8] 
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1.5.3 Advantages of ICS/SCADA Systems Implementation 

Some of the advantages gained by implementing ICS/SCADA systems include [9]: 

• Reduction in cost 

• Reduction in manpower 

• Minimizing downtime 

• Improving the quality of service 

• Improving reliability 

• Realtime monitoring 

• Realtime information on demand 

• Value-added services 

2 Research Motivation 

2.1 Motivating Cases of Cyberattacks 

Cyberattacks against critical infrastructure, ICS, and manufacturing environments pose a real 

threat to the safety, productivity, and quality of operations. Cyber incidents can affect the 

operator’s ability to view, monitor, or control the processes. Some examples of these incidents 

that had national and international impact include Stuxnet, the Ukraine attacks, and the 

Triton/Trisis attack, as described below. 

2.1.1 Stuxnet 

Stuxnet is a computer worm that was originally aimed at Iran’s nuclear plant facilities. It was 

first released in June 2009. Stuxnet has since mutated and spread to other industrial and 
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energy-producing facilities. The Stuxnet attack was different from other known IT cyberattacks 

in that instead of stealing sensitive data or damaging computer data, it damaged devices that 

were controlled by these computers. For example, an early version of the attack targeted the 

valves on the centrifuges at the Iranian nuclear plant, where the goal was to increase the 

pressure inside the centrifuges and damage them as well as the enrichment process.  

In January 2010, a year after the malware targeted the nuclear plant, inspectors with the 

International Atomic Energy Agency visiting the Natanz uranium enrichment plant in Iran 

noticed that centrifuges used to enrich uranium were failing at unprecedented rates without 

any clear reason. “The cause was a complete mystery for both the Iranian technicians replacing 

the centrifuges, and the inspectors observing them [10].”  A computer security firm in Belarus 

was called in to troubleshoot another problem, in which computers were crashing and 

rebooting constantly, but again, the investigators were not able to identify the cause of the 

problem [9].  

Later, researchers found a small number of malicious files on one of the systems, which led to 

the discovery of the first digital weapon targeting physical systems such as PLCs. Stuxnet 

targeted the Step 7 software that is used to program the German-made Siemens S7-400 PLCs. 

Stuxnet was a targeted cybersecurity attack that was designed to only affect a specific 

controller. Despite its ability to spread and infect many computers, it does no harm, unless that 

infected device is involved in uranium enrichment and connected to specific models of 

programmable logic controllers that are manufactured by Siemens.  
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Siemens PLCs control and monitor the speed of the centrifuges in the nuclear plant. To secure 

these controllers from any outside attack, the plant network was air-gapped, which means 

there is no physical connection between IT and OT. To reach the OT network and deliver the 

payload inside that isolated network, the attackers first infected the computers of a few 

support companies that work on installing and programming industrial control and automation 

systems for the plant. They used an infected USB flash drive and windows autorun feature or 

through the print spooler that Kaspersky Lab and Symantec later found in the code [9]. The 

attack generated media attention when it was discovered in 2010, since “it was the first known 

virus that was able to cripple industrial control systems [10].”  

2.1.2 Ukraine Attack 

This cyberattack, which occurred on December 23, 2015, was the first known successful 

cyberattack on a power grid. “According to results from an extensive investigation of the attack, 

attackers were skilled and stealthy, they carefully planned their hack over many months, first 

doing the reconnaissance to study the IT and OT networks and siphon operator credentials, 

then launched a synchronized assault in a well-choreographed dance,” according to an article 

by Wired magazine [11]. Attackers were able to control the SCADA systems, resulting in seven 

110 KV and twenty three 35 KV substations to be disconnected for three hours, an outage that 

caused about 225,000 customers to lose power across various locations in Ukraine [11].  

Many U.S. experts say that despite the successful attack on Ukraine’s power plant, the control 

systems in Ukraine were surprisingly more secure than some in the U.S. Ukraine’s network was 

well-segmented from the control center business networks with robust firewalls. But they were 

not secure enough in implementing remote login to control the SCADA network that controls 
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the power grid, and there were no requirements for employees to use two-factor 

authentication.  

One-factor authentication made it easier for the attackers to hijack their credentials and gain 

access to their SCADA networks and control the breakers [10]. The attackers spent many 

months inside the Ukraine network conducting extensive reconnaissance, exploring, and 

mapping both IT and OT key network nodes and getting access to Windows domain controllers 

and administrator credentials. These included virtual private network (VPN) logins and 

passwords that are used remotely to log in and manage the SCADA networks.  

2.1.3 Triton/TRISIS Attack 

According to Julian Gutmanis, who was involved with an oil and gas organization in Saudi Arabia 

at the time of the attack, “The publicly revealed attack on August 7, 2017, was not the first 

incident suffered by the victim at the hands of the Triton/Trisis attacks” [12]. He also indicated 

that the organization that was affected was a petrochemical plant owned by Tasnee in Saudi 

Arabia. The attack started earlier in June 2017 when the attackers managed to shut down an 

emergency plant processor. According to Schneider Electric, the petrochemical’s vendor that 

manufactures Triconex Emergency Shut Down (ESD), the initial investigation of the shutdown 

was not identified as an attack, as they examined the Triconex ESDs equipment offline and 

found no indication that there were any problems with it. So, they returned it to the 

organization.  

As a result of this attack, six infected Triconex ESDs machines triggered an unexplained 

shutdown. “The June investigation by Schneider Electric was insufficient, Schneider attributing 
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the attack to a mechanical failure of the ESD system rather than a cyberattack,” said Gutmanis. 

“They should have investigated what occurred in the plant” [12]. As a result, the attackers 

remained unnoticed in the plant network, and it was not until the second attack in August 2017 

that it becomes clear that the attackers were inside the network.  

According to Gutmanis’ team, there were some clues of a spreading attack, including Remote 

Desktop Protocol (RDP) sessions to the plant’s engineering workstations from within the IT 

network and a poorly configured demilitarized zone (DMZ) infrastructure that led the attackers 

to compromise the DMZ located between IT and OT. In addition, the VPN network was 

compromised and infiltrated [12].  As a further result of the attack, the organization suffered 

multiple outages for at least one full week per attacked plant within the site, but no 

catastrophic physical disaster occurred. As a clear lesson from the Triton/Trisis  attack, 

according to Phil Neray, Vice President of Industrial Cybersecurity at CyberX, the lack of 

communication between the organization’s IT and OT network operators and the unclear 

definitions of which team was responsible for ensuring that security controls had been properly 

implemented were the major contributing factors for such an attack.  

2.1.4 Probing the Networks of Electric Utility Organizations in the U.S. 

A destructive Advanced Persistent Threat (APT) called XENOTIME, linked to Russian hackers 

who were behind the TRISIS industrial control system (ICS) attack, had been seen probing 

electric companies. According to Sergio Caltagirone, Vice President of Threat Intelligence at 

Dragos, a well-known ICS cyber security consulting company “Offensive government programs 

worldwide are placing more emphasis and resources into attacking and disrupting industrial 

processes like oil, power, and water. This means more attacks are coming and people will die, 
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we just do not know when. XENOTIME is the most dangerous cyber threat in the world, it 

provides a prime example of threat proliferation in ICS [13].” 

2.1.5 Other Related Attacks 

“Back in late August 2019, FortiGuard Labs discovered a Malspam campaign that had targeted a 

large U.S. manufacturing company with malware, a variant of the LokiBot infostealer family. In 

another incident, Bloomberg reported on the efforts of bad adversaries targeting Airbus by 

infiltrating its suppliers’ networks [14].  Airbus is considered by the National Security Agency as 

one of the vital companies in the country; they may have created a vulnerability that hackers 

used by failing to ensure that their suppliers have good security measures in place [14]. 

2.2 The Need for ICS Cybersecurity 

In September 2019, a survey was conducted by Dimensional Research that surveyed 263 ICS 

professionals. All participants had direct responsibility for securing the ICS system at energy, 

manufacturing, chemical, dams, nuclear, water, food, automotive, or transportation companies. 

The survey asked them about their concerns regarding cyberattacks on their organizations’ 

infrastructure and the effect of such attacks. Figure 2-1 [15] shows the distribution of 

responsibility, job level, and region of the respondents who participated in this research survey. 
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Figure 2-1. Distribution of responsibility, job level, and region of professionals who participated 

in the research 

Figure 2-2 shows the company size and distribution by type for those who participated in the 

survey [15]. 

 

Figure 2-2. Company size and distribution by industry type 

Figure 2-3 shows an answer to the survey question: Is your company worried about the risk of 

cybersecurity attacks on your ICS? The answers according to the research showed very clearly 



 

20 
 

the concern of these professionals about the status of their ICS security. Of the respondents, 88 

percent said yes, and 12 percent said no. Of those who responded yes, 82 percent were in the 

automotive and transportation sectors, 89 percent were in manufacturing, and 97 percent were 

in the energy, oil, and gas sectors. Cyberattacks, to these industries, may lead to shutdowns and 

unplanned downtime, low quality of production, lost reputation, and data exfiltration. 

 

Figure 2-3. The percentage of answers about the risk of cybersecurity attacks on ICS 

Security assessments are usually a good starting point for building a cybersecurity program, as 

they provide an organization with a comprehensive understanding of its security vulnerabilities 

and risks. According to the research from Tripwire [15], only a third of the organizations that 

were surveyed (34 percent) had an industrial security assessment, but more than half (55 

percent) were thinking about having one; see Figure 2-4.  



 

21 
 

 

Figure 2-4. This figure shows the answer to whether the organization had a security 
assessment. 

 

2.3 Information Technology (IT) Versus Operational Technology (OT) 

2.3.1 Information Technology (IT) 

The building blocks of Information technology (IT) include devices such as routers, switches, 

firewalls, protocols, and end nodes. Transmission control protocol/internet protocol (TCP/IP), 

the main protocol used on the Internet, is a collection of communication protocols required to 

communicate over an Ethernet. The three most important protocols are: (1) Internet protocol 

(IP), which is responsible for moving packets between source and destination; (2) transmission 

control protocol (TCP), which is a connection-oriented protocol responsible for managing and 

maintaining a reliable connection between source and destination; and (3) user datagram 

protocol (UDP), a connectionless protocol responsible for sending data between source and 

destination nodes using less overhead and faster transmission compared with TCP.  

Transmission Control Protocol/Internet Protocol (TCP/IP) is the most famous and widely used 

protocol in IT. There are two main models in IT that are used as reference models, namely, 
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Open System Interconnection (OSI) and Transmission Control Protocol/Internet Protocol 

(TCP/IP). These two models are used to show how communications are done in various network 

stages.  

Data gets encapsulated at the source node as it leaves the application layer, going through 

multiple layers until it reaches the physical layer, where data is converted into signals 

represented by ones and zeros. Then signals are transferred through the connected media and 

any connected network devices until they reach their destination. There, the process of 

encapsulation is reversed, reaching the target application at the destination node. The OSI 

reference model consists of seven layers, starting with the application layer at the top, followed 

by presentation, session, transport, network, data link, and, finally, the physical layer, as shown 

in Figure 2-5 [16].  
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Figure 2-5. OSI model with list functions and protocols in each layer  

The Transmission Control Protocol/Internet Protocol (TCP/IP) Model consists of four layers, 

with the application layer on top, then the transport Internet and the network access layer, 

shown in Figure 2-6 [17]. 
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Figure 2-6. TCP/IP model with list functions and protocols in each layer  

IT Communication Protocols 

Protocols are the rules that allow devices to connect to the network and be able to 

communicate with reliability and integrity. Modern protocols generally use packet switching for 

communication. Each packet has a header with multiple fields, including addressing, that are 

used to assist devices to move packets from source to destination through the network.  

Three types of addressing are needed for IT communications: 

1. Media Access Control (MAC) addresses 

MAC addresses are typically assigned by vendors who created the network interface card (NIC); 

MAC addresses belong to layer 2 of the OSI model. Each MAC address consists of 12 
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hexadecimal numbers that are unique. Each node may have one or multiple MAC addresses 

depending on the number of NIC cards installed in that device. 

2. IPv4 /IPv6 addressing 

IPv4/IPv6 addresses are needed for each node to join the network. IPv4 can belong to one of 

five different classes of IP addresses, A, B, C, D, and E, as shown in Figure 2-7. The first three 

classes are used in an IPv4 addressing assignment, class D is used for multicast, and class E is 

reserved for research and development purposes. 

 

Figure 2-7. Five classes of IPv4 addressing [18] 

 

An IPv4 address consists of 32 bits or four bytes. It is usually represented in four octets using 

decimal notation. IP addresses are divided into two groups; the first group, called public IP 
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addresses, are routable across the Internet. There are three classes of public IP addresses, class 

A, class B, and class C.  

The second group of IP addresses is called private IP addresses, which are a list of IP addresses 

allocated by the network information center (InterNIC). They exist behind routers that are using 

network address translation (NAT) and are not publicly routable on the global Internet. 

According to standards set forth by the Internet Engineering Task Force (IETF), the following 

addresses shown in Table 2-1 are IPv4 address ranges that are reserved for private internets.   

Table 2-1: List of reserved private IP addresses 

IP Addresses Range 

10.0.0.0/8 10.0.0.0 – 10.255.255.255 

172.16.0.0/12 ▪ 172.16.0.0 – 172.31.255.255 

192.168.0.0/16 192.168.0.0 – 192.168.255.255 

 

IPv4 packet, Figure 2-8 [18], has many fields in the header that are needed for communication 

between nodes. Source and destination IP addresses are part of the 20-byte IP header in 

addition to other fields needed for communications on the network. 
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Figure 2-8. IPv4 header 

 

IPv6 addresses are 128-bit numbers and expressed using hexadecimal string notation; No IP 

version 6 were detected on any of the ICS devices used in this testbed. 

3. Port numbers 

In networking, port numbers range from 0 to 65535. Port numbers identify a specific 

connection on the client or a specific service that is running on the server. These port numbers 

either relate to Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) traffic, as 

shown in Figure 2-9. 

 
Figure 2-9. Three types of port numbers [18] 
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 There are three ranges of port numbers: 

1. Ports 0 to 1023: this range referred to as “well-known ports” that are assigned to 

specific services by the Internet Assigned Numbers Authority (IANA). An example would 

be port 80, which is assigned to hypertext transfer protocol (HTTP) or port 123, which is 

assigned to network time protocol (NTP). 

2. Ports 1024 to 49151: these are ports that organizations can register with IANA to be 

used for specific applications. 

3. Ports 49152 to 65535: these are used by client programs; for example, when a client 

visits a website, the browser will assign the session a port part of this range.  

2.3.2 Operation Technology (OT) 

Operation technology is referred to as both the SCADA and field devices that are connected to 

the SCADA using network devices and protocols designed specifically to work for OT. The most 

used protocol is Ethernet/IP (Ethernet/Industrial Protocol) (EIP), which is the implementation of 

the Common Industrial Protocol (CIP) over an Ethernet. This research will use Ethernet/IP to 

communicate between field devices [19]. 

ICS Standards: 

1. International Society of Automation (ISA)99 

The International Society of Automation (ISA) 99 standards development committee is 

responsible for developing ISA standards on industrial automation and control systems security 

to ensure that industrial and critical infrastructure are secure. The standard addresses issues 

related to [20] include the following: 

o Safety for public and employees 
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o Loss of public confidence 

o Violation of regulatory requirements 

o Loss of proprietary or confidential information 

o Economic loss 

o Impact on national security. 

In addition, ISA 99 addresses manufacturing and control systems areas such as: 

o Networking, monitoring, and diagnostics of DCS, PLC, SCADA and its related hardware 

and software. 

o Human Machine Interface (HMI) that provides control or safety and manufacturing 

operations functionality to continuous or discreet processes. 

2. International Society of Automation (ISA)/International Electrotechnical Commission (IEC) 

(ISA/IEC 62443) 

The ISA/IEC 62443 is a series of standards that were developed by the ISA 99 committee and 

adopted by the International Electrotechnical Commission (IEC). These standards are 

specifically designed to address and mitigate current and future security vulnerabilities in ICS. 

The standards see cybersecurity as an ongoing process and not as a goal that must be reached. 

The key standards in the IEC 62443 series are the following [20]: 

o IEC 62443-2-4, a standard that covers the policies and practices for system integration 

o IEC 62443-4-1, a standard that covers the secure development lifecycle requirements 

o IEC 62443-4-2, a standard that covers the IACS components security specifications 

o IEC 62443-3-3, a standard that covers the security requirements and security levels.  
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ICS Communication Protocols 

There are many communications protocols that are used in SCADA/ICS in comparison with IT 

protocols. Different vendors may use standard SCADA/ICS protocols or may develop their own 

proprietary protocols. This is a list of some major manufacturers of SCADA/ICS: 

o Rockwell Automation 

o Siemens 

o Schneider Electric 

o Honeywell 

o General Electric 

o Toshiba 

o Mitsubishi 

Each of one these companies make different products that use different protocols, some of 

which are proprietary. Proprietary protocols may add some sense of security, as attackers are 

unfamiliar with the structure and weaknesses of these protocols. The major disadvantage of 

proprietary protocols is the lack of ability to integrate with other devices in the network. 

Integration of these proprietary protocols with other products from other vendors becomes a 

big challenge. Many SCADA/ICS protocols work and behave differently from each other, and 

that by itself creates a big challenge to integrators and security professionals. A few examples 

of the many communications protocols are Modbus, DNP3, Common Industry protocol ((CIP) — 

CompoNet, DeviceNet, ControlNet, Ethernet/IP), and Profibus.  

The common industry protocol (CIP) 
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CIP is a mechanism for organizing and sharing data in industrial devices [21]. It is the core 

technology behind ControlNet, DeviceNet, and Ethernet/IP (EIP), and it organizes data objects 

with data elements called attributes. Figure 2-10 illustrates how ControlNet, DeviceNet, and 

Ethernet/IP share the CIP common layers. 

 

 

Figure 2-10. CIP common overview 

CIP defines two classes of objects that are used with the protocol. The first class of objects is 

referred to as the required objects that are present in every CIP device. One example of a 

required object is the identity object that includes vendor, catalog number, and revision 

number. All information related to this object can be accessed via a CIP read attribute message. 

The second class of objects is referred to as application objects, which reflect how the device 

vendor would like to show the application data. The protocol uses two types of messages. 

Explicit messages are asynchronous messages using TCP protocol to ensure reliability. An 

example would be changing the operational setpoint. Implicit messages, on the other hand, are 
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synchronous messages using UDP protocol where another message will be transferred in the 

next cycle of communication if a message fails. 

Ethernet/IP (EIP) 

Ethernet/IP (Ethernet/Industrial Protocol) is a communication protocol that is designed to be 

used in an industrial environment to allow industrial devices to exchange time-critical 

application information. An example of such devices are the complex control devices, which are 

programmable logic controllers, robots, welders, and process controllers. Ethernet/IP uses the 

implementation of CIP over an Ethernet, which is built on top of TCP/IP protocol to transport 

CIP messages over an Ethernet [21]. 

The major advantages of Ethernet/IP include interoperability and the support of plug and play 

between different devices from multiple vendors, which enables the connections of complex 

devices such as drives, robot controllers, bar code readers, and weigh scales without custom 

software. Such interoperability results in faster startups and superior diagnostics, as shown in 

Figure 2-11, where Ethernet/IP uses a common application layer protocol and shares a common 

object library, a common device profile, and a common routing with other protocols.  
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Figure 2-11. Ethernet/IP benefits [21] 

Ethernet/IP has two types of messaging connections between nodes: explicit messaging with 

point-to-point relationships and used to facilitate request-response transaction, and implicit 

connections that are used to move applications-specific input/output (I/O) data between one-

to-one or one-to-many relationships.  

Ethernet/IP can provide one-to-many communication for the exchange of real-time critical data 

such as control data. For example, an Ethernet/IP device can send the same application 

information to multiple devices at the same time. It accomplishes this by making use of a CIP 

network and transport layers along with IP multicast capabilities.  

2.4 The Need for Security 

Due to the important role that ICS plays in controlling critical infrastructure processes, 

manufacturing companies, and other institutions, there is a great need to secure such devices 

and ensure that they run without any interruption. One way to test the systems’ weaknesses 
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and finding vulnerabilities is through penetration testing. These tests identify vulnerabilities in 

the ICS network and enable us to apply fixes to ensure that IT/OT environments are cyber safe 

[22].  

2.4.1 CIA Triad of Information Security 

The confidentiality, integrity, and availability (CIA) triad model was created to be used as the 

baseline standard for any implementation of security systems regardless of the underlying 

infrastructure or organization. These three elements are considered the most important in 

ensuring security [33], as shown in Figure 2-12 [23].  

 

Figure 2-12. CIA triad of information security  

1. Confidentiality 

Confidentiality is the principle that controls access to information. It is the ability to hide data 

from unauthorized users. Different available algorithms are used to scramble data to allow only 

authorized users to access it. An example of confidentiality implementation is in the use of data 

encryption. There are two types of encryption algorithms: symmetric ones that allow 

encryption and decryption of data using the same key, and asymmetric ones that have two 
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keys, a public one that can be used by anyone to encrypt data, and a private one that only 

authorized users have and can be used to decrypt data that was encrypted using the paired 

public key. Examples of the symmetric algorithms are data encryption standard (DES), triple 

data encryption standard (3DES), and advanced encryption standards (AES). Asymmetric 

encryption is used to transfer keys.  

2. Integrity 

Integrity is the protection of data from unauthorized modification, to ensure consistency, 

accuracy, and trustworthiness of information that should be sustained over its life cycle. To 

achieve integrity in data communication, a hash is calculated and added to a packet. This can be 

achieved by using hashing algorithms such as MD5, SHA-1, and SHA-2, among others. 

3. Availability 

Availability ensures that resources, devices, and information are available to authorized users 

when needed. Redundancy, failover, RAID, and clustering are different measures to ensure the 

availability of data when needed.  

In addition to the CIA triad, other areas that are related to security may be as important as the 

CIA triad. These areas are authenticity, nonrepudiation, and privacy. In the area of ICS, human 

safety is paramount [45]. 

Authenticity 

This is the process of identification and authentication of users or processes that are trying to 

access the network resources. 



 

36 
 

Nonrepudiation 

This is the ability to ensure that the originator of a communication or message is the true 

sender and owner of the message by using a digital signature that identifies the sender. 

Safety 

Safety ensures that the controlled process is safe when it starts, as it is working, and when it 

is terminated. 

2.5 Penetration Testing 

Penetration Testing is an action done by security professionals, who are sometimes called 

ethical hackers, to identify strengths and weaknesses in the system and exploit vulnerabilities 

and loopholes. Security professionals use tools and methods to mimic real hackers’ actions to 

test the system. The outcome is a report detailing their findings and their recommendation to 

harden the system and make it more cyber secure. 

2.5.1 Information Technology (IT) versus Operation Technology (OT) Penetration Testing 

Usually in an IT environment, the goal of a penetration tester would be to accomplish three 

tasks [13]: 

1. Identify hosts, nodes, and networks. 

2. Identify services available such as operating systems and applications related and found 

in # 1 above. 

3. Identify possible vulnerabilities for services found in # 2 above.  
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On the other hand, in an OT network, in addition to being able to run the penetration testing 

and accomplish the above-listed tasks, safety, confidentiality, integrity, and availability of ICS 

are considered top priorities 

Each step listed above has an action plan, scope, tools, and results that are associated with it. 

Due to the critical nature of running such tools in production ICS compared with IT, it is 

preferred to use passive tools instead of active tools when dealing with production ICS. Table 2-

2 shows a list of tools that can be used in penetration testing of both IT and OT, and the 

recommended actions that can be used [24]. 

Table 2-2: The difference in actions performed for IT and ICS by penetration testing 

professionals 
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2.5.2 The Five Phases of Penetration Testing 

Phase 1: Planning and Reconnaissance 

The planning and reconnaissance phase is the longest phase; it sometimes may last for weeks 

or months. The first step in the planning phase is defining the scope and goals of the attack, 

including the systems to be attacked and the best methods to be used to get the most results. 

The second step is to gather intelligence (e.g., type of network and type of hardware and 

software used) and may involve Internet searches, social engineering, dumpster diving, domain 

name management, search services, and nonintrusive network scanning. Some measures that 

can be taken to mitigate the impact of this phase are [25]:  

o Prevent the leak of information about the system’s hardware and software used. 

o Ensure proper disposal of printed information related to systems used. 

o Install and configure the proper local area network (LAN) and wide area network (WAN) 

security devices such as firewalls and intrusion detection systems (IPS) that monitor and 

deny any scanning attempts of the internal network. 

Phase 2: Scanning 

Attackers move to this phase once they have enough information from phase 1. Such valuable 

information will enable attackers to select the right tools and to work with the given 

environment. In this phase, different tools can be used to enable penetration testers to have a 

more in-depth understanding of the network, devices (hardware and software), operating 

systems and applications used, open port numbers, and any vulnerabilities associated with all 

findings. A list of valuable information can be gained in this phase such as: 
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o Hardware used 

o List of open ports 

o List of open services and revision number.  

o Different applications and version number depending on the tool used 

o Operating systems and version used 

o Capturing of data in transit and the ability to capture unencrypted information. 

Phase 3: Gaining Access 

In this phase, weaknesses found in phase 2 are exploited to gain access to systems. 

Phase 4: Maintaining Access 

After access, usually attackers will leave a backdoor or a rootkit to maintain access and be able 

to get back in again. 

Phase 5: Analysis / Covering Tracks 

This is the last phase; in this phase, penetration testing professionals write a report with an 

analysis of their findings and recommendations to prevent such attacks. In the case of hackers, 

usually this is the time to clean logs and cover their tracks. 

2.5.3 Incidents Due to Penetration Testing 

Performing penetration testing on the ICS production system is very dangerous and should not 

be taken lightly. ICS devices were designed, built, and put into production to perform real-time 

commands that control real-world processes and equipment. Penetration testing performed on 

ICS may affect such a system, giving the wrong commands that, in turn, may cause the process 
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or equipment being controlled to perform incorrectly, causing equipment damage, life-

threatening injury, or death.  

Some examples of real-life incidents related to penetration testing that show the need for a 

testbed penetration testing rather than using the real production network directly for such 

testing include [26]: 

First Incident:  

The first incident happened while scanning an active SCADA network that controlled a 9-foot 

robotic arm using a ping sweep. It was noticed that the arm became active and swung around 

180 degrees. The controllers of the robot arm were in standby mode before the ping sweep. 

Fortunately, the person who was in the room at that time was outside the reach of the robot 

arm. 

Second Incident:  

The second incident happened when a ping sweep was used on the IT network to identify all 

hosts connected to the company’s network for inventory purposes. The ping sweep reached the 

OT network and end up bringing the systems that controlled the creation of integrated circuits 

in the fabrication plant to halt. The outcome was the destruction of wafers worth $50K [26]. 

Third Incident:  

The third incident occurred when a gas utility hired a penetration testing company to conduct a 

penetration test on the corporate IT Network [26]. The penetration testing tools were able to 

reach the OT network affecting the SCADA system. As a result, SCADA systems were locked up, 
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and the gas utility company was not able to send gas through its pipelines for four hours, with a 

loss of service to customers. 

3 Literature Review and Previous Work 

To compare our research with other studies that have been published, we looked at seven 

areas: 

1. IT/ICS: Was the penetration testing done in IT or OT? 

2. Testbed: Did the research use a testbed, and what type of vendors and devices were 

used? 

3. Protocol: What protocols were used in the research (IT and OT protocols)? 

4. List of tools: What penetration testing tools were used? 

5. Open-source tools: Were the tools used open-source, commercial, or both? 

6. Manual/Automated: Was the penetration testing done manually, automated, or both? 

7. Severity score used for ICS: was there any Severity score used for ICS? 

3.1 Current Solutions 

This section lists the current literature and publications related to manual and automated ICS 

penetration testing and how those studies compare with the manual and automated 

penetration testing proposed by our research. 

3.1.1 SCADA Testbed for Vulnerability Assessments, Penetration Testing, and Incident Forensics 

This published research [27] shows a testbed used as an industrial cybersecurity lab at the 

Department of Computer Science of Sam Houston State University. It is designed to simulate a 
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near-world industrial setting for industrial cybersecurity to address three areas: penetration 

testing, vulnerability analysis, and incident forensics, as shown below in Figure 3-1. 

 

Figure 3-1. Original lab setup (left) and current lab setup of systems and network (center and 

right) 

The lab is used as a testbed for students and researchers interested in ICS security and incident 

forensics. A summary comparison between the above research testbed lab and the testbed 

used in our research is listed in Table 3-1.  
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Table 3-1: Comparison of ICS cybersecurity lab at Sam Houston State University and our 

research 

 

3.1.2 A Cybersecurity Analysis of a SCADA System under the Current Standards, Client Requisites, 

and Penetration Testing 

The aim of the research [28] was to provide guidance by example on how to evaluate and 

improve the security of SCADA systems, following both a theoretical and practical approach. In 

the theoretical approach, the research addressed four main areas. First, it analyzed and 

highlighted standards related to SCADA systems. Second, it suggested and demonstrated an 

approach on how to perform an analysis of a generic client’s cybersecurity requisites. Third was 

a practical approach that presented a methodology to establish a threat model to help identify 

common entry points, desired assists on SCADA systems, and possible attack vectors that could 
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allow access to such assets. Finally, the research proposed a penetration testing methodology 

that will help validate the attack vector of the threat model. A comparison between the 

research mentioned above and our research is summarized in Table 3-2 below. 

Table 3-2: Summary comparison between this research and our research 

 

3.1.3 Automated Penetration Testing Master’s Thesis 

This research was done as part of the Master of Science requirements [29]. The researcher 

automated a testing application that covers attacks based on IT services such as HTTP, SIP, and 

TCP/IP. The objective was to offer a fast, reliable, and automated testing tool for IT services. A 

summary of comparison between the above research and our research is shown in Table 3-3. 
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Table 3-3: Summary comparison between this research and our research 

 

3.1.4 ICS/SCADA Security Analysis of a Beckhoff CX5020 PLC  

The research [30] addressed security analysis of a Beckhoff CX5020 PLC. Beckhoff CS5020 is a 

PLC manufactured by Beckhoff Automation GmbH, a German automation manufacturer. The 

PLC runs a Windows CE 6.0 and open standard communication protocols. The research presents 

the vulnerabilities of this specific PLC and shows ways to achieve rights to control the PLC 

program. A summary of comparison between the Beckhoff CS5020 research and our research is 

shown below in Table 3-4.  
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Table 3-4: Summary comparison between the Beckhoff CS5020 research and our research 

 

Table 3-5 below is a list of literature reviews that were found directly related to IT security, OT 

security, manual automating penetration testing, and automated penetration testing. Most of 

the literature is related to automating penetration testing in the Information Technology (IT) 

environment only. Manual penetration testing tools were found in the operational technology 

(OT) environment due to safety and availability concerns in such an environment.  
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Table 3-5: List of some related literature part 1 
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Table 3-6: List of some related literature part 2 
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3.2 Conclusion of the Literature Review and Proposed Solution 

None of the solutions in the literature addressed the automation part of penetration testing. A 

list of areas that were addressed in our research makes it unique and distinguishes it from other 

studies that have been done so far in the area of ICS penetration testing. These areas are: 

1. Both manual and automated processes of penetration testing were conducted against 

ICS testbed.  

2. Penetration testing targeted three areas: the operating system, services, and protocols 

used on the following specific devices: 

a. PLCS: CompactLogix L30ERM 

b. HMI: Rockwell Panel View 7 

c. Drives: ABB Drive AC350 

3. Created a program in Python to automate penetration testing using the following open- 

source tools: ARP-scan, Nmap, Wireshark, Tshark, TCPdump.. 

4. Conducted scanning of devices for vulnerabilities, captured and analyzed data, analyzed 

protocols output, and attacked ICS devices using passive and active man-in-the-middle 

attack (MITM).  

5. Created a new framework (CVSS-ICS) by adding safety as a key metric to calculate 

severity scoring for vulnerabilities, devices, and the entire ICS system. 
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4 Research Goals and Objectives 

Motivated by the need to secure ICS systems, and performing cybersecurity analysis using 

penetration testing on such devices, the broader goal of this research to build penetration 

testing frameworks, both manual and automated  and recommend a new framework for 

calculating the severity score for ICS vulnerabilities, devices, and the whole ICS system Four 

objectives were used to achieve this goal. 

Objective 1: An OT-based testbed of PLCs (Programmable Logic Controllers), HMIs (Human 

Machine Interfaces), motor drives, and the expected embedded network devices that enable 

connectivity was built to emulate a real manufacturing environment. In addition, special 

security VMs (Virtual Machines) will be included in the OT testbed.  

Objective 2: Manual penetration testing was done against the ICS network using the open-

source tools that are used by many IT security professionals and hackers. 

Objective 3: Software was created to automate the manual production testing process. In 

addition to automating the process of sequential security tool implementation at the end-

device level, the processes of security data acquisition, analysis, and security report generation 

will also be automated. 

Objective 4: A recommended framework of a new severity scoring system: Common 

Vulnerability Scoring System for Industrial Control System (CVSS-ICS), which takes into account 

the importance of safety as a key metric in addition to confidentiality, integrity, and availability 

in calculating the severity of a  single vulnerability, an individual ICS device, or the entire ICS 

system.  
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Due to the sensitivity and sometimes unpredictable results of using penetration tools to test 

critically connected ICS devices in manufacturing environments, this research built, configured, 

and analyzed the validity of the proposed frameworks on an isolated testbed as opposed to a 

real manufacturing environment. 

5 Research Methodology 

The list of devices to be used in this research are:  

1. Rockwell Automation Programmable Logic Controller (PLC): MicroLogix – 1769 -

L30ERM/A 

2. Rockwell Automation Human Machine Interface (HMI): PanelView Plus 7 1000 DLR 

3. ABB Industrial Systems AC Drive: AC350   

A Python program was developed to automate the penetration testing process using open-

source tools (scanning, capturing, and vulnerability assessment). 

5.1 Configuration of the Manual and Automated Penetration Testing 

5.1.1 List of Hardware Devices Used 

As shown below in Figure 5-1 to 5-9, the ICS testbed consists of the following devices: 

1. The main laptop, IP address 192.168.1.109, has a connection to the Internet and running 

VirtualBox [31]; the virtual machine (VM) software needed to create the attack virtual 

machine. 

2. An attack VM, a specialized Linux machine with open-source tools called Kali [32]. The IP 

address for this machine is 192.168.0.15 
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3.  A Windows 10 operating system with an IP address of 192.168.0.30. 

4. An Ubuntu Linux machine with an IP address of 192.168.0.25 

5. Rockwell CompactLogix L30ERM PLC with an IP address of 192.168.0.110 

6. Rockwell PanelView Plus 7 (HMI) with an IP address of 192.168.0.120 

7. ABB drive AC350 with an IP address of 192.168.0.100 

8. Netgear HUB that connects all devices using an Ethernet cable. 

 

Figure 5-1. ICS testbed with the devices used and their assigned IP addresses 
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Figure 5-2. Main laptop and Kali VM used to scan, capture, and run the penetration testing 
program 

 

 

Figure 5-3. Shows the IP address of the Kali virtual machine 
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Figure 5-4. ICS testbed, including PLC, HMI, ABB drive, laptops including Kali VM 

 

 

Figure 5-5. Rockwell HMI panel view plus 7 
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Figure 5-6. Rockwell CompactLogix L30ERM 

 

 

Figure 5-7. ICS testbed showing connection to the rest of the devices 
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Figure 5-8. ABB drive 

 

 

Figure 5-9. Netgear HUB that connects the ICS testbed 
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5.1.2 Penetration Testing Tools Used   

1. ARP-scan 

Address resolution protocol (ARP) is a protocol that is used in networking to map MAC 

addresses to IP addresses. ARP-scan uses the ARP protocol, which is used as a 

penetration testing tool. ARP-scan is an open-source tool that was developed by Roy 

Hills. The tool needs to access the network at layer 2 (link layer) to extract and display 

information about the network devices that are connected to the network. To run the 

ARP-scan command, root privilege is needed. Users either need to log in as root or use 

the “sudo” command to be able to run the command successfully. The tool sends ARP 

packets to the hosts on the same local area network and collects and displays their 

related IP addresses, media access control (MAC) addresses, and vendor name. The tool 

was very helpful in our research in performing the initial reconnaissance of all LAN 

attached devices and finding out the vendor to which they belong. Some of the tags 

used with the ARP-scan are shown in Table 5-1 below.  
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Table 5-1: List of tags used in the ARP-scan command line 

Tag Description 

-i Network interface to use 

--localnet or -l Find list of targets from the outgoing 

interface address and netmask 

-rtt or -D Display the packet round-trip time 

-verbose or -v Display extra debugging information 

 

1. Nmap 

Nmap is an open-source powerful scanning tool used for network discovery and security 

auditing. It is mostly used by network and security professionals, as well as hackers [33]. 

Nmap is designed for an IT environment but also can be used for OT with caution. It uses 

raw IP packets to determine what hosts exist on the network, what services are running 

on the hosts, and what operating systems are used. 

2. Tcpdump 

Tcpdump is a command-line packet capture utility that is included with most UNIX and 

Linux operating system distributions [34]. It has a limitless possibility with capture and 

display filter expressions. An example list of flags that are used with the tcpdump 

command line is shown in Table 5-2 below. 
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Table 5-2: Commonly used tcpdump flags 

Flags Description 

-I <interface> Listen on <interface> . example -i eth0 

-n Do not perform reverse DNS resolution on IP 

addresses 

-w <filename> Save capture in pcap format to  < filename> 

-s Snap length: Amount of data to be captured from 

each frame 

-c <# of packets> Exit after receiving a specific number of packets 

-p  Do not put the interface in promiscuous mode 

-v Verbose output 

-e Display source and destination MAC addresses and 

VLAN tags 

 

3. Wireshark/Tshark  

Wireshark/Tshark is an open-source traffic analyzer. An essential tool for any network or 

security professional, it is used to capture traffic and troubleshoot problems related to 

data communication. Wireshark is the graphical application, whereas Tshark is the 

command line application. Both Wireshark and Tshark were used in this research to 

capture and display unencrypted traffic used by ICS devices [35]. 
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4. Common Vulnerabilities and Exposures (CVE) 

Common Vulnerabilities and Exposures (CVE) is a list of entries that contains an 

identification number, a rank of impact, a description, and at least a one public 

reference [36]. A copy of a CVE database was downloaded and used in this research to 

look up vulnerabilities related to ICS scans during the automated penetration testing 

process. 

 

5. Automated Program 

A Python program was written to automate the penetration testing process. Appendix C 

shows the code of the program. The program flowchart is shown Appendix A and consists of 

the following sections: 

1. The main program that has the main menu and all the 18 options that can be divided 

into the following main topics: 

a. Simple scan 

b. Advanced scan 

c. CVE database lookup 

d. Hardware information 

e. Traffic capturing 

2. Function ReportSummaryOpenPort() 
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A function that scans open ports and reports any unsecured ports to be added to the 

recommendations. 

3. Function Report SummaryServices() 

A function that scans all nodes, and identifies all services running, including name, 

version, and port to be used as the CVE database is searched for vulnerabilities. 

4. Function ReportSummaryOS() 

A function that scans all nodes and identifies operating systems used including 

version number to be used against the CVE database. 

5. Function ReportSummaryIntenseScan() 

A function that scans all nodes, including all 655235 ports; it will use Nmap to scan 

for all TCP, UDP, and OS for information. 

6. Function ReportSummaryLowComperhensive() 

A function that scans all nodes, including all 655235 ports; it will use Nmap to scan 

for all TCP, UDP, and OS, including different scripts and Internet information to find 

out more information. 

7. Function HardwareInfo() 

A function that detects information related to ICS hardware used such as: Type, 

vendor, product name,  serial number, product code, and revision.  

8.  Function ReportSummaryOfCapturedTraffic() 

A function that will list specific information related to captured packets such as: source 

and destination MAC, IP, and port number. 
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9.  CVE database 

The testbed in this research is isolated from the Internet, so a local copy of the CVE 

database was imported in json format from a CVE website [36], to be used by the 

automated program. The automated program was designed to search for 

vulnerabilities using any name, number, or a string and extract related information 

from the database, such as CVE ID, severity, impact, and description of the 

vulnerability. The results of searching the CVE database were used to create the final 

recommendation given by the automated program. 

5.1.3 Manual Penetration Testing Flowchart 

 

Figure 5-10. Manual penetration testing flowchart 
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5.1.4 Automated Penetration Testing Flowchart 

 

Figure 5-11. Automated penetration testing flowchart 

5.2 Manual Penetration Testing Results and Analysis 

Steps taken to conduct manual penetration testing:  

1. Launched the tool against each device in the ICS testbed. 

2. Collected screenshot output from the tool. 

3. Continuously monitored the status of the ICS system. 
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4. Analyzed data for vulnerabilities and weaknesses. 

5. Data was collected for the following two areas and tables were created: 

a. ICS: (safety, confidentiality, integrity, and availability) 

b. Process: (efficiency, effectiveness) 

6. Report recommendations were made regarding the output. 

In the manual process, ran 15 tests were run. Data from each test were collected in addition to 

screenshots of results, as shown in Figures 5-11 to 5-48. Listed in these figures are the type of 

penetration testing done, commands used, the output from each command, and an analysis of 

each output. 

5.2.1 Network Scan 

Using the ARP-scan tool, the resulting scan is shown in Figure 5-12 below. The output shows the 

following information: 

a. The IP address of the attacking device; in this case, it is the kali machine using ARP-scan. 

b. The output of all existing devices on the network, including their version 4 IP addresses, 

MAC addresses, and the list of vendors that manufactured these devices, such as ABB 

and Rockwell. 
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Figure 5-12. Result of ARP-scan 

5.2.2 The Output of a Fast Scan  

The fast scan of the ICS system using Nmap is shown in Figure 5-13 below. The output shows 

the following information: 

a. The command used to perform the fast scan on the ICS system. 

b. The IP address of the target device, which in this case is the ABB drive with an IP address 

of 192.168.0.100. 

c. The only port that shows as open using this scan is TCP port 80 (HTTP), which is a 

nonsecure port. This port allows a client to connect to the ABB drive over non-secure 

communication.  

d. The IP address of this machine is 192.168.0.110, which is the Rockwell PLC.  

e. The IP address of this machine is 192.168.0.120, which is the Rockwell HMI. 
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f. The list of ports that shows open using this scan is TCP port 80 (HTTP), which is not 

secure; TCP port 21 (FTP), which is not secure;  TCP port 443 (HTTPS), which is a secure 

port; and port TCP 631 (IPP), Internet printing protocol (IPP) [37].   

 

 

Figure 5-13. Result of a fast scan using Nmap 

5.2.3 The Output of the Host/Port Individual Scan  

The output of scanning the ICS system using Nmap is shown in Figure 5-14. The command can 

be used to include the target IP address and the specific port number to be tested. The output 

shows the following information: 

a. The tool and command used to perform the specific scan. In this case, we are targeting 

the PLC and port 80. 

b. Result shows that port 80 is open. 

c. Scanning the HMI and port 80. 
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d. Result shows that port 80 is open. 

e. Scanning the ABB drive and port 80. 

f. Result shows that port 80 is open. 

g. Scanning the ABB drive and port 21. 

h. Result shows that port 21(FTP) is closed. 

i. Scanning the HMI and port 21. 

j. Result shows that port 21(FTP) is open. 

 

 

Figure 5-14. Result of selected scan using Nmap 

5.2.4 The Output of the TCP Scan 

The output of scanning the PLC for all TCP ports (1 – 65535) using Nmap is shown in Figure 5-15 

below. The output of the scan is: 
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a. The Nmap command that is used to scan TCP ports on the PLC. 

b. The scan is going through all 65535 TCP ports to find out which port is open. 

c. The output shows two ports that are open on the PLC using this scan: Port 80 (HTTP) 

and port 44818 (Ethernet/IP), used for communication by the PLC and other ICS devices 

on the network. 

 

Figure 5-15. Results of all TCP ports scan for the PLC 

The output of scanning the HMI for all TCP ports (1 – 65535) using Nmap is shown in Figure 11-

16 below. The output of the scan is: 

a. The Nmap command that is used to scan TCP ports on the HMI. 

b. The scan is going through all 65535 TCP ports to find out which port is open. 
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c. The output shows seven ports that are open on the HMI using this scan. In addition  to 

ports shown in previous scans, such as port 21(FTP), port 80 (HTTP), port 443 hypertext 

transfer protocol(HTTPS), port 631(IPP), and port 44818(Ethernet/IP), the TCP scan 

discovers two new ports that are open. The first one is port TCP 5120, which, according 

to the IANA website [58], is called Barracuda Backup protocol.  The second open port is 

TCP 5241, a port for which Nmap could not find the service it belongs to. No reference 

to this port is on the Internet. 

 

 

Figure 5-16. Results of all TCP ports scan for the HMI 
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The output of scanning the ABB Drive for all TCP ports (1 – 65535) using Nmap is shown in 

Figure 5-17 below. The output of the scan is: 

a. The Nmap command that is used to scan TCP ports on ABB drive. 

b. The scan is going through all 65535 TCP ports to find out which port is open. 

c. Two ports were found open, port 80 and 4818, the same as previous in scans. 

As a result of the TCP scan, the ABB drive completely stopped with message Fault-28; as a 

result, the motor stopped running.  

 

Figure 5-17. Results of all TCP ports scan for the ABB drive 

The ABB drive failed, as shown in Figure 5-18 and Figure 5-19 below: 
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Figure 5-18. ABB drive failed, and the motor completely stopped as a result of the TCP scan 

 

 

Figure 5-19. ABB drive error with “FAULT 28” 
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5.2.5 The Output of the UDP Scan  

The output of scanning the PLC for all UDP ports (1 – 65535) using Nmap is shown in Figure 5-20 

below. The Nmap command is used to scan all 65535 UDP on the PLC. The output shows six 

UDP ports that were not shown before using previous scans.  

a. Port 68/udp (dhcpc) belongs to a service bootpclient. This is a bootstrap protocol client 

used by a client to obtain dynamic IP addressing information from a DHCP server. There 

is no need for this port to be open, and it should be disabled, as all PLCs should have 

static IP assignments. 

b. Port 161/udp (SNMP) is used by simple network management protocol (SNMP) and is 

used by various network devices and applications to communicate management and 

logging information. SNMP v3 uses encrypted communication, where SNMP v1 and v2 

are clear text and should not be used. 

c. Port 319/udp (ptp event message) using Precision Time Protocol (PTP) and Port 320/usp 

(general message) are both used to synchronize the clock of a network client with a 

server similar to network time protocol (NTP), but PTP is mainly used in LAN with 

devices that require precision timing more than NTP, usually in the range of tens of 

microseconds to tens of nanoseconds and explained in the specification IEEE 1588 [38]. 

d. Port 2222/udp (msantipiracy): the port name is Rockwell csp2; AB/Ethernet is a legacy 

protocol that only works on non-CIP messaging.  

e. Port 44818/Ethernet/IP-2 is used for Ethernet/IP messaging between ICS devices. 

Communication for this port is in clear text. 
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Figure 5-20. UDP scan of PLC shows all UDP ports found 

The output of scanning the HMI for all UDP ports (1 – 65535) using Nmap is shown in Figure 5-

21 below. Nmap command was used to scan all 65535 UDP on the HMI. The output shows 

three UDP ports that were not shown before using previous scans in addition to port 

44818/udp(Ethernet/IP). A list of ports discovered is: 

a. Port 137/udp (NetBIOS-ns) is Windows NetBIOS name service. udp NetBIOS name query 

packets are sent to this port to ask for NetBIOS name. This port usually runs on a 

Windows machine or systems running Samba (SMB).  

b. Port 138 / udp (NetBios-dgm) report open or filtered is Windows NetBIOS datagram 

service. It allows datagrams to be exchanged between machines, which allows access to 
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shared resources such as files and printers. This port usually runs on a Windows 

machine or systems running Samba server message block protocol (SMB).  

c. Port 1900/udp upnp, universal plug and play, is used by Microsoft simple service 

discovery protocol (SSDP) to enable discovery of UPNP devices. It runs by default on 

WinXP and creates an immediately exploitable security vulnerability for any network-

connected system. The status for this port is open/ filtered to prevent any security 

issues. 

 

Figure 5-21. UDP scan of HMI 

The output of scanning the ABB drive for all UDP ports (1 – 65535) using Nmap is shown in 

Figure 5-22 below.  
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a. The Nmap command scanned all 65535 UDP of the ABB drive. 

b. The output shows that all UDP ports are closed on the drive. 

 

Figure 5-22. UDP scan of ABB Drive 

The rest of all manual penetration testing results can be found in appendix B. 

5.3 Automated Penetration Testing Results and Analysis   

Since the same commands were used, the results below shown in Figures 5-23 to 5-36 gave the 

same output as the manual one. The main differences that were found in the automated 

process over the manual process are the following:  

a. Ease of use in executing the automated process. 

b. Very efficient in selecting the option and executing the desired task. 

c. Safety, by eliminating human errors in typing the long commands. 

d. The ability to link automatically to the vulnerability database and retrieve the result. 
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e. Automated penetration testing is much faster and more accurate in finding what we are 

searching for compared with humans in large data files, such as log or output of a scan 

files.  

f. We ran the automated program 15 times and collected screenshots and needed data. 

This is the list of steps taken to run the automated penetration testing process: 

1. Start the program. 

2. Select the option of choice. 

3. Continuously monitor the status of the ICS system. 

4. Collect screenshot output from the tool. 

5. The program will analyze data for vulnerabilities and weaknesses. 

6. A recommendation will be generated automatically at the end of the scan. 

Starting the automated program displayed the main menu, as shown below. The program has 

five main areas: simple scan, advanced scan, CVE database, hardware information, and traffic 

analysis, as shown in Figure 5-23 below. 
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Figure 5-23. Program main menu 

5.3.1 Option 1: Scan All Available Nodes 

We started by selecting option 1 to discover all hosts on the network as part of the 

reconnaissance process. The output showed all nodes on the network with their related IP, 

MAC, and vendor name, as shown in Figure 5-24 below: 
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Figure 5-24. Selecting option 1 in the program 

5.3.2 Option 2: Perform Fast Scan 

Option 2 was selected from the main menu, which gave us a fast scan of all nodes on the 

network, as shown in Figure 5-68 and Figure 5-25 below. 
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Figure 5-25. Selecting option 2 from main menu 

The remainder of the scan is shown in Figure 5-26 below, including a recommendation report 

that shows a warning for any use of nonsecure ports. 
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Figure 5-26. Output of the automated scan including a recommendation report 

5.3.3 Option 3: Scan Specific Host/Port 

Option 3 allowed us to select the IP address and port number to be scanned. A 

recommendation was reported as a warning at the end of the scan in Figure 5-27, as shown 

below, where HTTP (80) is not a secure port. 
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Figure 5-27. Option 3 allowing scanning specific host and port 

5.3.4 Option 4: Perform Simple Ping Scan 

The output is very similar to option 2, scans all well-known ports. 

5.4.5 Option 5: Perform TCP Port Scan 

By using TCP scan, we were able to find information regarding ports on the ICS devices, very 

similar to the manual scan, as we started the TCP scan. As a result of the TCP scan, the ABB 

drive completely stopped with message “fault-28”; as a result, the motor stopped running.  

By selecting TCP scan, we got the output shown in Figure 5-28, Figure 5-29, and Figure 5-30. All 

open TCP ports for each device are shown with a warning message regarding each port that is 

not secure. 
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Figure 5-28. Option 5 to scan all TCP ports for all nodes 
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Figure 5-29. Option 5 to scan all TCP ports for all nodes 

 

 

Figure 5-30. Option 5 to scan all TCP ports for all nodes and recommendations 
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5.3.6 Option 6: Perform UDP Scan 

This option scanned all UDP ports on all ICS devices, as shown in Figures 5- 31 and 5-32. A 

report summary and recommendation were generated with a warning identifying any 

nonsecure ports.  

 

Figure 5-31. Option 6 to scan all UDP ports for all nodes 
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Figure 5-32. Option 6 to scan report recommendation of all UDP ports for all nodes 

5.3.7 Option 7: Detect Services Running on ICS Devices 

Option 7 is detecting service names that are running on ICS devices, as shown in Figure 5-33, 

and Figure 5-34. 

 

Figure 5-33. Option 7 to scan all UDP ports for all nodes 
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Figure 5-34. Option 7 to scan all UDP ports for all nodes 

5.3.8 Option 8: Detect Operating Systems  

We selected option 8 to try to detect the type of operating system running on the ICS devices, 

as shown in Figure 5-35 and Figure 5-36. The scan failed to detect the correct operating system 

for both the PLC and the ABB drive, both of which use embedded firmware. In the case of the 

HMI, the scan was successful in detecting that the operating system is Windows CE 5.0/ or 6.0. 
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Figure 5-35. Option 8: Scan results of ABB drive and PLC operating system 
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Figure 5-36. Option 8: Scan results of HMI operating system 

The resto of automated penetration testing results can be found in appendix C. 

5.4 Summary of Results from Manual and Automated Penetration Testing 

a. Port 80(HTTP) is open on all three devices. 

b. Port 21 is open on the HMI with anonymous login. 

c. Port 44818, clear text on all three devices. 

d. Port 631/TCP is open on the HMI.  

This port is called Internet Printing Protocol (IPP)[38].  If a port is open, anyone can 

anonymously log in, and attackers can abuse such devices for information disclosure, 

including potential access to and manipulation of data. 

e. Port TCP 5120 is open on HMI, and, according to IANA, it is called Barracuda Backup 

f. Port TCP 5241 is open on HMI; no information found on this port. 

g. As a result of the TCP scan, the ABB drive completely stopped, with error message 

“fault-28,” and the motor stopped running. 

h. Nmap was able to identify the HMI operating system as Windows CE 5.0/6.0. 
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i. Nmap failed to identify the correct operating system-embedded devices such as the PLC 

and the ABB drive; the reported operating system was incorrect.  

j. Since all HTTP, FTP, and protocol communications were not encrypted, when traffic was 

captured using Wireshark, Tshark, and Tcpdump, we were able to capture and identify 

all ICS-related device information.  

k. Using port 44818 (Ethernet/IP), the scan was able to identify more information 

regarding the PLC, such as type of device, vendor, product name, serial number, product 

code, revision, status, and state. This is considered very valuable information in the 

penetration testing reconnaissance phase 

l. Port UDP 161/SNMPv1 is open on the PLC– simple network management protocol 

(SNMP); version 1 and v2 uses clear-text in its communication. It is recommended to use 

SMPv3, which is more secure, and use encrypted communication. 

6 Existing and Recommended Scoring Metrics 

6.1 Overview of the Common Vulnerability Scoring System (CVSS) Framework 

Common Vulnerability Scoring System (CVSS) is an open framework scoring system, introduced 

in 2005, that is used for evaluating the characteristics and impacts of software and hardware 

security vulnerabilities. It helps organizations understand the severity of the threat and 

determine their response. The forum of Incident Response and Security Teams (FIRST) is the 

organization responsible for maintaining and developing the CVSS framework. On July 12, 2019, 

FIRST announced the latest version of the publication, CVSS version 3.1[42]. 
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CVSS was designed for IT, but some experts believe that CVSS can still work for ICS scoring with 

the understanding that the scores are adapted accordingly and not used alone. According to 

David Atch, Vice President of Research at CyberX, an IoT and ICS security company, “The 

optimal approach is using a risk-based rating that takes into account the potential impact of a 

compromise as well as the ease of exploitation. How critical is the device to the ICS 

environment? Could the vulnerability be exploited in a chain of compromises resulting in a 

major safety or environmental issues or costly downtime? [43].” 

6.1.1 Metric Groups 

CVSS consists of three different metric groups, as shown in Figure 6-1: 

 

Figure 6-1. CVSS Metric Groups 

• Base metrics group 

Base metrics group represents the characteristics of a vulnerability that is independent 

of time and place and has three sub-score elements: Exploitability, Scope, and Impact. 
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• Exploitability: Exploitability metrics are made up of four components and addresses 

the question of how difficult it is to exploit the vulnerability from a technical point 

view. The four metrics are: 

o Attack Vector (AC):  

This metric relates to the settings by which the vulnerability exploitation is 

possible. The score for this metric is dependent on the level of access required to 

exploit a vulnerability. The score is higher if the access level is executed remotely 

or from a network outside of the corporate network and lowest if the attacker 

has physical access to the equipment. A list of possible values that can be used is 

presented in Table 6-1. 

Table 6-1: Attack vector possible values for Attack Vector (AV) 

 

o Attack Complexity (AC) 

To carry the attack successfully, the attacker is required to expend a lot of effort. 

The base score is highest for the low complexity attack. A list of possible values is 

shown in Table 6-2. 
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Table 6-2: Attack vector possible values for Attack Complexity (AC) 

 

o Privileges Required (PR) 

This metric describes the level of privileges required before the attacker is 

successfully able to exploit the vulnerability. The base score is highest if no 

privileges required to exploit the vulnerability. A list of possible values is shown 

in Table 6-3. 

Table 6-3: Attack vector possible values for Privileges Required (PR) 

 

o User Interaction (UI) 

This metric determines the requirement for a human to participate in carrying 

out a successful exploit on a vulnerable component. The base score is highest 

when no user interaction is required to carry out the attack successfully. A list of 

possible values is shown in Table 6-4. 
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Table 6-4: Attack vector possible values for User Interaction (UI) 

 

• Scope Metric 

The scope metric addresses the concern of whether a vulnerability of one component 

impacts other components outside of its security range. The base score is highest when 

the change of scope occurs. A list of possible values is shown in Table 6-5. 

Table 6-5: Attack vector possible values for Scope(S) 

 

• Impact Metrics: 

This metric captures the effects of a successfully exploited vulnerability by the attacker 

on a component. 

o Confidentiality (C) 

Confidentiality refers to limiting information access to only authorized users; the 

possible values according to CVSS calculations are listed in Table 6-6. When the loss of 

the impacted component is highest, the base score is greatest [44]. 
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Table 6-6: Attack vector possible values for Confidentiality (C) 

 

o Integrity (I) 

Integrity metric measures refer to the trustworthiness of the information. They measure 

the impact on integrity of a vulnerability that has been successfully exploited by the 

attack. The list of possible values is presented in Table 6-7. The base score is greatest 

when the result of the affected component is highest. 

Table 6-7: Attack vector possible values for Integrity (I) 
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o Availability (A) 

Availability is the measurement of the availability of the affected component as a result 

of exploiting the vulnerability successfully. The base score is greatest when the result to 

the impacted component is highest. A list of metric values used is shown in Table 6-8. 

Table 6-8: Attack vector possible values for Availability (A) 

 

The CVSS base score is modified by the next set of optional metrics called Temporal Metrics and 

Environmental Metrics, as shown in Figure 6-2.  

 

Figure 6-2. CVSS Base Metrics and Optional Metrics 
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• Temporal metrics group (optional) 

This group represents the characteristics of a vulnerability that are based on the current 

situation, for example, is there a work-around available? Three metrics are used: Exploit 

Code Maturity (E), Remediation Level (RL), and Report Confidence (RC). 

• Environmental metrics group (optional) 

This group represents the characteristics of a vulnerability that are relevant to a user’s 

unique environment, for example, how the software or hardware is deployed in the 

environment. Eleven metrics are used: Confidentiality Requirements (CR), Integrity 

Requirements (IR) Availability Requirements (AR) Modified Attack Vector (MAV), 

Modified Attack Complexity (MAC), Modified Privileges Required (MPR), Modified User 

Interaction (MUI), Modified Scope (MS), Modified Confidentiality (MC), Modified 

Integrity (MI), and Modified Availability (MA). 

We will not use Both Temporal and Environmental metrics in calculations for this 

research, as both metrics are rarely used and the published CVSS scores are typically composed 

of Base metrics only [44].  

6.1.2 Qualitative Severity Rating Scale 

CVSS uses a numeric representation for its textual rating representation of the final rating 

severity scale. The scale ranges from 0.0, which represents no severity, to 10.0, which 

represents Critical severity, as shown in Table 6-9. According FIRST, “The use of these 

qualitative severity ratings is optional, and there is no requirement to include them when 

publishing CVSS scores. They are intended to help organizations properly assess and prioritize 

their vulnerability management process [44].”  
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Table 6-9: Qualitative severity rating scale 

 

CVSS uses several equations and a scoring system for each of the metrics used to calculate the 

final severity score. According to FIRST, “To produce the CVSS v3.1 formula, the CVSS Special 

Interest Group (SIG) framed the lookup table by assigning metric values to real vulnerabilities, 

and a severity group (low, medium, high, critical). Having defined the acceptable numeric 

ranges for each severity level, the SIG then collaborated with Deloitte & Touche LLP to adjust 

formula parameters in order to align the metric combinations to the SIG’s proposed severity 

ratings [44].” 

6.1.3 CVSS v3.1 Equations 

CVSS v 3.1 equations were created by FIRST to help organizations calculate the severity score 

for vulnerabilities. CVSS equations provide a mathematical approximation of all possible metric 

combinations, which were ranked in order of severity, as shown in Table 6-10 [44]. 
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Table 6-10: Metric Values for base score according to CVSS v3.1 

 

According to CVSS version 3.1 framework, this is the list of equations that are used to calculate 

the CVSS base score for a vulnerability: 

Impact Sub-Score (ISS) = 1-[(1-confedentiality) * (1-Integrity) * (1-Availability)]   (6.1) 

Impact =                                                                                                                                      

         If Scope is Unchanged, Impact = 6.42 * ISS                                                              

         If Scope is changed, Impact = 7.52 * (ISS – 0.029) – 3.25 * (ISS – 0.02)15      

(6.2) 

Exploitability = 8.22 * AttackVector (AV) * AttackComplexity (AC) * 

PrivilegesRequired (PR) * UserInteraction (UI)                              

(6.3) 
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CVSS) BaseScore =                                                                                                                     

        If Impact <= 0, BaseScore = 0, else                                                                           

        If Scope is Unchanged, Roundup (minimum [Impact + Exploitability), 10])       

        If Scope is Changed, Roundup (minimum [1.08 *(Impact + Exploitability), 10]) 

(6.4) 

6.2 Recommended Vulnerability Scoring System-ICS (CVSS-ICS) Framework 

The impact of the severity of Safety (SAF) metric is paramount in calculating the final severity 

score in ICS. According a report titled “Examining the Industrial Control System Cyber Risk Gap 

— The missing link that may put your organization in jeopardy,” published by Deloitte, a 

consulting company specializing in security. When it comes to ICS security, human safety is 

paramount, as shown in Figure 6-3 [45]. 

 

Figure 6-3. Impact of Safety in ICS [ from above] 

Also according to a survey titled “Some ICS Security Incidents Resulted in Injury, Loss of Life: 

Survey,” published in October 2019 by Security Week, an Internet and Enterprise Security News, 

Insights, and Analysis magazine, safety is a key metric in an ICS environment [46]. 
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The new modified CVSS-ICS base score equation is designed to take into account the criticality 

of the Safety (SAF) metric by using the existing CVSS base score framework and adding the 

impact of the safety metric as a result of a successful attack to come up with the final CVSS-ICS 

base score. 

6.2.1 Recommended Safety Metric (SAF): 

Safety Metric (SAF) is the measure of the impact of vulnerability or the attack on safety in an 

ICS environment. The impact of a cyber-physical attack may add the risk of injury, including but 

not limited to, death [47]. Current CVSS scoring does not include the safety metric as a factor in 

calculating CVSS severity, which makes CVSS not accurate when it comes to ICS scoring. The 

misleading CVSS scores can have a negative impact on industrial organizations [43]. A list of 

recommended safety metric values that are going to be used in by the equations to calculate 

the CVSS-ICS are shown in Table 6-11. The score for safety severity is greatest when the impact 

on safety is highest.  

Table 6-11: Recommended Safety Metric (SAF) values 

 

The new CVSS-ICS framework consists of three types of recommended calculations: 

• Common Vulnerability Scoring System for individual vulnerabilities in ICS (CVSS-ICS(V)). 

• Common Vulnerability Scoring System for individual devices in ICS (CVSS-ICS(D)). 
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• Common Vulnerability Scoring System for the whole ICS environment (CVSS-ICS(ENV). 

6.2.2 Recommended Equations to Calculate CVSS-ICS(V) for Individual Vulnerability (V) in ICS 

To calculate the proposed CVSS-ICS base score framework for individual vulnerability in an 

ICS environment, we use the original CVSS equations (6.1 to 6.4), then we use the new 

recommended CVSS-ICS equation (6.5): 

In addition to the above equations from the CVSS v3.1 framework, we added the following 

formula to come up with the final CVSS-ICS severity score for an individual vulnerability in an 

ICS environment. 

CVSS-ICS(V) = (CVSS) Base Score + Safety (SAF) (6.5) 

Where: 

SAF = Severity impact due to safety 

By using the CVSS-ICS equation (6.5), we were able to calculate the severity score of 

each vulnerability (V) in each ICS device. As a result of our manual and automated penetration 

testing, vulnerabilities that were discovered in the PLC are shown in Table 6-12. The results of 

calculating the severity score for each one of these vulnerabilities are shown in Table 6-13. A 

noticeable result of this calculation is that when there is no safety impact, then CVSS-ICS 

severity score=CVSS severity score. 

 

 

 



 

102 
 

Table 6-12: List of vulnerabilities found in PLC 

 

Table 6-13: Result of calculating both CVSS and CVSS-ICS for each vulnerability (V) in PLC 

Vulnerability 
\ Metric 

Confidentiality Integrity Availability CVSS(V) Safety CVSS-
ICS(V) 

Port 80 H H N 7.1 0 7.1 

Port 68 H H N 7.1 0 7.1 

Port 161 H H N 7.1 0 7.1 

Port 319 H H  N 7.1 0 7.1 

Port 320 H H N 7.1 0 7.1 

Port 2222 H H N 7.1 0 7.1 

Port 44818 H H N 7.1 0 7.1 

Scan / 
Attack 

H H N 7.1 0 7.1 

 

Table 6-14 shows the list of discovered vulnerabilities as a result of the manual and automated 

penetration testing. Table 6-15 shows the result of calculating the severity of each one of these 

vulnerabilities using the recommended CVSS-ICS formula. As a result of our calculation for HMI, 

we noticed that when there is no safety impact, then CVSS-ICS severity score=CVSS severity 

score. 
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Table 6-14: List of vulnerabilities found in HMI 

 

 

Table 6-15: Results of calculating both CVSS and CVSS-ICS for each vulnerability (V) in HMI 

Vulnerability 
\ Metric 

Confidentiality Integrity Availability CVSS(V) Safety CVSS-
ICS(V) 

Port 21 H H N 7.1 0 7.1 

Port 80 H H N 7.1 0 7.1 

Port 137 H H N 7.1 0 7.1 

Port 138 H H N 7.1 0 7.1 

Port 1900 H H N 7.1 0 7.1 

Port 631 H H N 7.1 0 7.1 

Port 2222 H H N 7.1 0 7.1 

Port 44818 H H N 7.1 0 7.1 

Scan / 
attack 

H H N 7.1 0 7.1 
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Table 6-16 shows the list of discovered vulnerabilities as a result of the manual and automated 

penetration testing. Table 6-17 shows the result of calculating the severity of each one of these 

vulnerabilities using the recommended CVSS-ICS formula. As a result of our calculations for ABB 

drive, severity of CVSS -ICS (V) is higher than CVSS(V) when the safety metric is high.  

Table 6-16: List of vulnerabilities found in ABB drive 

 

Table 6-17: Result of calculating both CVSS and CVSS-ICS for each vulnerability (V) in ABB drive 

Vulnerability 
\ Metric 

Confidentiality Integrity Availability CVSS(V) Safety CVSS-
ICS(V) 

Port 80 H H N 7.1 0 7.1 

Port 44818 H H N 7.1 0 7.1 

Scan / 
attack 

H H H 7.8 1 8.8 

 

6.2.3 Recommended Equations to Calculate CVSS-ICS(V) for Each Device (D) in ICS 

The recommended equation for calculating the severity score for a single ICS device is CVSS-

ICS(D) as shown in equation (6.6): 

CVSS-ICS (D) =  
1

𝑛
∑ 𝐶𝑉𝑆𝑆 − 𝐼𝐶𝑆(𝑉𝑖)

𝑛
𝑖=1         where i = 1, ... n. (6.6) 

Where:  
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SAF = Metric assigned to safety of the device D 

CVSS-ICS (D)   = Severity score of an ICS device D.  

CVSS-ICS (Vi) = Severity score for each ICS vulnerability (Vi) in device (Di). 

Table 6-18 shows the results of calculating CVSS-ICS(D) for the PLC. CVSS-ICS (D) was calculated 

as the average of all CVSS-ICS(Vi) that were discovered as a result of the manual and automated 

penetration testing of the PLC. 

Table 6-18: Result of calculating both CVSS and CVSS-ICS for PLC 

Vulnerability 
\ Metric 

Confidentiality Integrity Availability CVSS(V) Safety CVSS-
ICS(V) 

       

Port 80 H H N 7.1 0 7.1 

Port 68 H H N 7.1 0 7.1 

Port 161 H H N 7.1 0 7.1 

Port 319 H H N 7.1 0 7.1 

Port 320 H H N 7.1 0 7.1 

Port 2222 H H N 7.1 0 7.1 

Port 44818 H H N 7.1 0 7.1 

Scan / 
attack 

H H N 7.1 0 7.1 

CVSS (PLC)    7.1   

CVSS-ICS 
(PLC) 

     7.1 
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Table 6-19 shows the average of all CVSS-ICS(Vi) that were discovered as a result of the manual 

and automated penetration testing of the HMI. 

Table 6-19 shows the results of calculating CVSS-ICS(D) for the HMI. CVSS-ICS (D) was calculated 

using equation (6.6).  

Table 6-19: Result of calculating both CVSS and CVSS-ICS for HMI 

Vulnerability 
\ Metric 

Confidentiality Integrity Availability CVSS(V) Safety CVSS-
ICS(V) 

Port 21 H H N 7.1 0 7.1 

Port 80 H H N 7.1 0 7.1 

Port 137 H H N 7.1 0 7.1 

Port 138 H H N 7.1 0 7.1 

Port 1900 H H N 7.1 0 7.1 

Port 631 H H N 7.1 0 7.1 

Port 2222 H H N 7.1 0 7.1 

Port 44818 H H N 7.1 0 7.1 

Scan / 
attack 

H H N 7.1 0 7.1 

CVSS (HMI)    7.1   

CVSS-ICS 
(HMI) 

     7.1 

 

Table 6-20 shows the results of calculating CVSS-ICS(D) for the ABB drive. CVSS-ICS (D) was 

calculated using equation (6.6). Since the ABB drive malfunctioned as a result of the attack, the 
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safety metric was high. As a result of including safety as a metric for calculating CVSS-ICS, the 

recommended severity score CVSS-ICS(D) is higher than the existing severity score CVSS.  

Table 6-20: Result of calculating both CVSS and CVSS-ICS for ABB drive 

Vulnerability 
\ Metric 

Confidentiality Integrity Availability CVSS(V) Safety CVSS-
ICS(V) 

Port 80 H H N 7.1 0 7.1 

Port 44818 H H N 7.1 0 7.1 

Scan / 
attack 

H H H 7.8 1 8.8 

CVSS (ABB-
Drive) 

   7.33   

CVSS-ICS 
(ABB-Drive) 

     7.67 

 

6.2.4 Recommended Equations to Calculate CVSS-ICS(V) for the Whole Environment in ICS 

It is common for an ICS environment to have multiple devices, including many PLCs, HMIs, 

and drives. To come up with a severity score for the entire ICS environment as one system; the 

recommendation is to use either equation (6.7) or (6.8), depending on the criticality of the 

individual devices: 

1. If all ICS devices (D) that exist in the ICS environment are treated equally critical, then 

we use equation (6.7). 

 CVSS-ICS (ENV) = 
1

𝑛
∑ 𝐶𝑉𝑆𝑆 − 𝐼𝐶𝑆𝑛

𝑖=1 (𝐷𝑖)  , where i = 1, ... n (6.7) 

 

Where: 

 n = Total number of devices (D) 
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Table 6-21 shows the results of calculating severity score for an entire environment using the 

existing CVSS and the recommended CVSS-ICS, with the assumptions that all devices in ICS are 

critically equal using equation (6.7). The recommended CVSS-ICS(ENV) is higher than the 

existing CVSS, which reflects a more accurate severity when it comes to scoring the ICS 

environment due to the importance of the safety metric. 

Table 6-21: Result of calculating both CVSS and CVSS-ICS(ENV) when all devices are critically 
equal. 

Vulnerability 
\ Metric 

CVSS(V) CVSS-
ICS(V) 

CVSS-ICS 
(PLC) 

7.1 7.1 

CVSS-ICS 
(HMI) 

7.1 7.1 

CVSS-ICS 
(ABB-Drive) 

7.33 7.67 

CVSS (ENV) 7.18  

CVSS-ICS 
(ENV) 

 7.29 

 

2. If all ICS devices (D) that exist in the ICS environment are not treated equally critical, then we 

use equation (6.8). 

The Weight of criticality is (W), the higher the wight the higher the criticality of the 

device to the environment. The criticality weight ranges from low = 1 to high = 10. 

 
CVSS-ICS (ENV) = 

∑ 𝐶𝑉𝑆𝑆−𝐼𝐶𝑆(𝐷𝑖) ∗ 𝑊𝑖 𝑛
𝑖=1

∑ 𝑊𝑖
𝑛
𝑗=1

     
 (6.8) 

Where: 

 i = 1, ... n. 
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W = Weight of criticality for each device (D) (Low =1,   

high=10) 

n = Total number of devices (D) in an ICS environment 

In order for us to show the result of the severity of the environment when all devices are not 

critically equal, we assumed the criticality of the devices (W) are as follows: 

WPLC = 110, WHMI = 5, and WABB = 7 

Table 6-22 shows the assumptions of the weight of criticality of each device used in this 

research, the result of calculating the severity score for an entire environment using the 

existing CVSS, and the recommended CVSS-ICS with the assumptions that all devices in ICS are 

not critically equal using equation (6.8). The recommended CVSS-ICS(ENV) result was higher 

than the existing CVSS, which reflects a more accurate severity when it comes to scoring the ICS 

environment due the safety metric that was included in our calculations. 

Table 6-22: Result of calculating both CVSS and CVSS-ICS(ENV) when all devices are not  

critically equal. 

 Vulnerability \ 
Metric 

CVSS(V) CVSS-
ICS(V) 

W CVSS-
ICS(D) 

CVSS-ICS (PLC) 7.1 7.1 10 71 

CVSS-ICS (HMI) 7.1 7.1 5 35.5 

CVSS-ICS (ABB-
Drive) 

7.33 7.67 7 53.69 

CVSS (ENV) 7.18    

CVSS-ICS(ENV)     7.28 
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7. Summary of Contributions, Recommendations, and Future Work 

This research presents the design of new framework—a manually executed and automated 

penetration testing process for Connected Industrial Control Systems (CICS). Both frameworks 

were built using open-source security software and controls equipment currently used in 

critical infrastructure, manufacturing companies, and other institutions in the United States and 

around the world. Existing penetration testing frameworks have largely been focused on 

manual testing and are specific to Information Technology (IT). In addition, a new severity 

scoring system framework, called Common Vulnerability Scoring System for Industrial Control 

Systems (CVSS-ICS), was recommended for calculating the severity score in Industrial Control 

Systems (ICS).The broader goal of this research is to build penetration frameworks, both 

manual and automated, for Operations Technology (OT).  

7.1 Contributions of This Research 

First, an OT-based testbed was built comprised of PLCs (Programmable Logic Controllers), HMIs 

(Human Machine Interfaces), a motor drive, and the expected embedded network devices that 

enable connectivity to emulate a real manufacturing environment. In addition, special security 

VMs (Virtual Machines) were used in the OT testbed. Second, this research ran a manual 

process of penetration testing against the ICS network using open-source tools that are used by 

many IT security professionals and hackers; the data was then collected and analyzed manually. 

Third, a software program was created using Python programming language to automate the 

above manual process. In addition, the program automates data acquisition, generates security 

analyses, and makes recommendations. Fourth, a new severity scoring framework for ICS, 
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Common Vulnerability Scoring System for Industrial Control Systems (CVSS-ICS), takes into 

account the importance of safety as a key metric in addition to confidentiality, integrity, and 

availability in calculating the severity of a single vulnerability, an individual ICS device, or the 

entire ICS system. The recommended CVSS-ICS calculations presented the importance of adding 

safety metrics to the existing CVSS 3.1 calculations when it comes to calculating severity scores 

in ICS. 

The test results revealed several vulnerabilities related to safety, confidentiality, integrity, and 

availability of ICS devices used in this testbed. Since we are dealing with critical ICS devices, it is 

recommended to run additional future testing and apply control measures to automate 

penetration testing when applied in an ICS environment to ensure that the process does not get 

out of hand in such an environment, where safety is always a big concern. 

Due to the sensitivity and sometimes unpredictable results of using penetration tools to test critically 

connected ICSs in manufacturing environments, this research output, analysis, and results are limited by 

the equipment used in the testbed. To get more accurate results, testing of both the recommended 

manual and automated penetration testing process should be done in a larger and more diverse 

controlled production environment. 
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7.2 Conclusion and Recommendations 

This conclusion is related to research conducted on equipment used in this testbed and may differ from 

other devices. If given the chance, the researcher would test it in a larger environment with a busier 

network to get more accurate results. As a result of this research, these are some of the conclusions and 

recommendations: 

1. Nmap was very effective in identifying TCP and UDP port numbers that are open, closed, or 

filtered on all devices.  

2. The TCP scan of devices beyond the well-known ports (1-1023) caused the ABB drive to stop 

working; the only way to recover was to reset the drive. More testing can be done to find the 

cause and develop a solution, as this can be used as a DoS attack. 

3. The UDP scan beyond the well-known ports (1-1023) did not affect any of the ICS devices. 

4.  Using Nmap to scan and identify operating systems running on these devices seems to be not 

accurate, and the output reported the wrong operating system when it tried to identify an 

embedded operating system. The researcher used other tools such as Wireshark and MITM to 

identify the ICS operating system. 

5. Both Rockwell Automation and ABB are using one or more non-secure services such as HTTP, 

FTP, and SNMPv1. These protocols are communicating in a clear text, and the vendor should 

phase these non-secure protocols out and replace them with secure ones such as HTTPS, sftp, 

and SNMPv3. 

6. All devices used in this testbed are dependent on CIP and Ethernet/IP (port 44818) for their 

communications. This CIP protocol is using a clear text, and the recommendation is to use 

encrypted communication protocols. This could be a challenge, as ICS devices may not be able 

to handle encryption due to CPU and memory limitations. As technology advances, future ICS 

devices may become capable of handling encrypted communications. 
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7. Using different open-source penetration testing tools was very effective, as each tool has its 

own strength and weaknesses. 

8. The automated penetration testing program can be packaged as an open-source tool that is 

freely available to be used by ICS companies to ensure that ICS devices were deployed with 

“Good Security Practices”. 

7.3 Future Work 

This is a list of future work that can be done in addition to this research: 

1. More accurate results can be obtained if both manual and automated penetration testing are 

conducted in either a real production ICS environment (with safety measures) or using a similar 

testbed with more devices and simulated traffic using a traffic generator to add more stress on 

the ICS devices and emulate a real ICS environment. 

2. It is recommended to use both a manual and an automated program to test as many devices as 

we can to create a baseline for ICS devices. The same vendor may apply or configure devices 

differently, which may lead to a different outcome.  

3. Nmap had difficulty identifying the operating system of the embedded firmware. Therefore, 

more work can be done in this area to make sure that Nmap is more effective and accurate in 

identifying the operating system of embedded firmware devices. 

4. Additional attacks may be tested against ICS, such as replay attacks, distributed denial of service 

attack (DDoS), and using scapy (security tool) to manipulate packets received by ICS devices. 

5. The automated program can be easily modified to be used in testing other ICS devices and 

sensors, including Industrial Internet of Things (IIoT) devices to make it more robust and secure. 
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Appendix A: Flow Chart of The Automated Program 

Flow Chart – Part 1 
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Flow Chart – Part 2 
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Flow Chart – Part 3 
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Appendix B: Output of Manual Penetration Testing 

Results of Scanning for Available Services 

Results of scan for running services on the PLC: 

a. The Nmap command scans the name and version of available services. 

b. The output of the scan revealed the name of the service used to run the HTTP server. 

The PLC is using the GoAhead webserver running on port 80. Vulnerabilities dating back 

to 2011 were found for the GoAhead webserver such CVE-2011-4273, which would 

allow an attacker to execute multiple cross-site scripting (XSS), and CVE-2009-5111, 

which would allow a remote attacker to cause a denial of service attack via partial HTTP 

requests [39]. 

 

Services running on the PLC 

Results of scan for running services on the HMI: 

a. Using Nmap to scan for services. 

b. The output identified two services running on the HMI. First, with oftpd that runs the ftp 

server on port 21, searching the CVE database [39], we found vulnerability with versions 
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before 0.3.7 that allows remote attackers to cause a denial of service, with a high 

warning score. Second was ChipPC Extreme httpd, running on both port 80 and port 

5120/tcp. With no version number reported with this scan, also no information was 

found on this service using the CVE database. 

 

Results of Nmap scan for services running on HMI 

Results of scan for running services on the ABB drive:  

a. Using Nmap to scan for services. 

b. The output shows one service Mitel SIP DEC VoIP phone running on port 80. The Nmap 

scan failed to identify the type of webserver running on the ABB drive. 
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ABB drive scan for services identification 

Results of Scanning for Identifying Operating Systems (OS) 

Results of scan for OS on the PLC :  

a. Shows the Nmap command used to scan for OS.  

b. Nmap failed to identify the correct OS running on the PLC; the result of the scan is a 

Xerox phaser 6600DN printer running an embedded operating system. 

 

Results of Nmap scan to identify PLC OS. 
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Results of scan for OS on the HMI: 

a. Shows the Nmap command used to scan for OS. 

b. The output of the Nmap scan identified the OS for the HMI as Microsoft Windows 

mobile 5.x/6.x Microsoft embedded.  

 

Nmap was able to identify HMI OS as Windows mobile 5.x/6.x 

Results of scan for OS on the ABB drive: 

a. Shows the Nmap command used to scan for OS. 

b. Nmap scan failed to identify ABB drive OS. The scan output shows the OS as Novatel 

MiFi 2200 3G WAP or Idirect evolution XL satellite router, which may have simmilar OS 

signature as the ABB drive. 
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Output of ABB drive 

Results of Intense Scan – Warning 

Results of intense scan of the PLC : 

a. Shows the Nmap intense scan command. 

b. This scan identified all the information found earlier such as port numbers, different 

services, and OS. This scan, similar to previous ones, failed to identify the OS that the 

PLC is using.  

c. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify 

more information regarding the PLC, such as the type of device, vendor, product name, 

serial number, product code, revision, status, and state.  This output is considered very 

valuable information in the penetration testing reconnaissance phase. 
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Results of intense scan on the PLC — Part 1 
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Results of intense scan on the PLC — Part 2 

Results of intense scan of the HMI: 

a. The Nmap intense scan command. 

b. Shows all open ports.  

c. The intense scan successfully logged into the ftp server (ftp code 230) using an 

anonymous username [40] and was able to display the directory on the server with the 

name:  MER.000. 

d. This scan identified all the information found earlier such as port numbers and different 

services, including the OS as Windows CE 6.0. 
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e. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify 

more information regarding the HMI, such as the type of device, vendor, product name, 

serial number, product code, revision, status, and state.  This is considered very valuable 

information in the penetration testing reconnaissance phase. 

f. The scan took about 4 minutes to complete, a longer time than previous commands.  

 

Intense scan of HMI — Part 1 
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Intense scan of HMI — Part 2 
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Intense scan of HMI — Part 3 

Results of intense scan of the HMI: 

a. Shows the Nmap intense scan command. 

b. Shows two ports open, similar to the previous scan. 
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c. The scan failed to identify the type of webserver running on port 80. 

d. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify 

more information regarding the ABB drive, such as the type of device, vendor, product 

name, serial number, product code, revision, status, and state.  This is considered a very 

valuable information in the penetration testing reconnaissance phase. 

e. The scan failed to identify the correct device and OS using Nmap. 



 

132 
 

 

Intense scan of ABB drive — Part 1 
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Intense scan of ABB drive — Part 2 

Results of Slow-Comprehensive Scan – Warning 

The results of the slow comprehensive scan of the PLC: 

Shows the Nmap intense scan command. 

a. The scan showed that by using Nmap and broadcast Internet Group Management 

Protocol (IGMP), we can detect neighbor ICS devices.  

b.  Port UDP 161/SNMPv1 – simple network management protocol (SNMP), version 1 and 

v2 is a nonsecure communication; SNMPv3 should be used.  
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Slow comprehensive scan of PLC — Part 1 
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Slow comprehensive scan of PLC — Part 2 
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Slow comprehensive scan of PLC — Part 3 
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Slow comprehensive scan of PLC — Part 4 
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Slow comprehensive scan of PLC — Part 4 
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Slow comprehensive scan of PLC — Part 5 

Results of slow comprehensive scan of the HMI: 

a. Shows the Nmap intense scan command. 

b. Scan discovered a Windows NetBIOS name: PVP61289. 

c. The scan lasted for about 6 minutes. 

d.  The rest of the scan output is the same as the previous ones. 
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Slow comprehensive scan of HMI — Part 1 
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Slow comprehensive scan of HMI — Part 2 
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Slow comprehensive scan of HMI — Part 3 
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Slow comprehensive scan of HMI — Part 4 
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Slow comprehensive scan of HMI — Part 5 
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Slow comprehensive scan of HMI — Part 6 

 

 

Slow comprehensive scan of HMI — Part 7 
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Results of slow comprehensive scan of the ABB drive: 

Shows the Nmap intense scan command. 

a. The ABB drive failed after about 9 seconds after starting the scan. We had to restart the 

motor manually using the HMI.  

 

Slow comprehensive scan of ABB Drive — Part 1 



 

147 
 

 

Slow comprehensive scan of ABB Drive — Part 2 

Results of Searching for Vulnerability Using CVE Database 

To search manually for vulnerability, we used the browser to connect to the National Institute 

of Standards and Technology’s (NIST) National Vulnerability Database (NVD)[41] and searched 

by port number, vendor, product, or any phrase. 

As an example, we searched for port 44818, the port Ethernet/IP used to communicate with 

other ICS devices, as shown below. As a result of searching the database, we were able to 

retrieve the CVE ID, severity, date, the product and version of software, and the description and 
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impact of the vulnerability. This is useful for companies so that they ensure that these 

vulnerabilities are secure; however, hackers can also use this as part of the reconnaissance 

phase to find out what weaknesses there are related to ICS.  

 

NIST database to search for 44818 vulnerabilities — Part 1 

 

 

NIST database to search for vulnerabilities — Part 2 
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NIST database to search for vulnerabilities — Part 3 

Results of Searching for Hardware Information 

Results of hardware information scan of the PLC: 

a. Shows the Nmap intense scan command. 

b. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify 

hardware and software information regarding the PLC, such as the type of device, 

vendor, product name, serial number, product code, revision, status, and state. This is 

considered very valuable information in the penetration testing reconnaissance phase. 
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PLC hardware info 

Results of hardware information scan of the HMI: 

a. Shows the Nmap intense scan command. 

b. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify 

hardware and software information regarding the HMI such as the type of device, 

vendor, product name, serial number, product code, revision, status, and state. This is 

considered very valuable information in the penetration testing reconnaissance phase. 
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Hardware info for HMI 

Results of hardware information scan of the ABB drive: 

a. Shows the Nmap intense scan command. 

b. Using port 44818 (Ethernet/IP) and Ethernet/IP script, the scan was able to identify 

hardware and software information regarding the ABB drive such as the type of device, 

vendor, product name, serial number, product code, revision, status, and state. This is 

considered very valuable information in the penetration testing reconnaissance phase. 
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Hardware information for ABB drive 

Results of Captured Traffic 

To capture traffic, we used Tcpdump, Tshark, and Wireshark.  

Results of capturing traffic of the PLC: 

Since the traffic is completely in clear text, we were able to capture any information that was 

sent on the wire, from device name and serial number to CIP communications. This means 

capture and replay or man-in-the-middle attack can be done easily. 
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Capturing PLC home page using Tcpdump 

 

 

Capturing PLC home page using Wireshark with HTTP filter 
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Display unencrypted traffic using Wireshark 

 

 

Capturing machine name in clear text using Wireshark 
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Capturing machine information using Wireshark in clear text 

Results of capturing traffic of the HMI: 

a. Capturing clear traffic from HTTP. 

b. Capturing clear traffic form FTP. 

c. Capturing hardware information in clear text using Wireshark. 
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Capturing http traffic in clear text for HMI 

 

 

List of the files in the FTP directory MER.00 using anonymous log in 
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ABB drive clear text using http 

 

 

Clear text of device information using Wireshark TCP stream 
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Appendix C: Output of Automated Penetration Testing 

Option 9: Perform Intense Scan — Warning 

In selecting option 9 for the intense scan, the ABB drive stopped and gave an error fault 28. We 

had to reset the drive manually and restart using the HMI. After waiting for extra time, the scan 

went through, with the following results: 

 

Option 9: Intense scan — Part 1 
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Option 9: Intense scan — Part 2 
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Option 9: Intense scan — Part 3 
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Option 9: Intense scan — Part4 
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Option 9: Intense scan with a summary report and recommendation — Part 6 
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Option 9: Intense scan recommendation and CVE results — Part 7 



 

164 
 

 

Option 9: Intense scan recommendation and warning — Part 8 

 

 

Option 9: Intense scan recommendation and warning — Part 9 
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Output: Drive failed, fault 28, serial 1 error, the motor stopped, and the operation was 

interrupted. 

Option 10: Perform Slow Comprehensive Scan — Warning 

Results from this scan as shown below  

 

Option 10: Slow comprehensive scan — Part 1 
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Option 10: Slow comprehensive scan — Part 2 

 

 

Option 10 slow comprehensive scan — Part 3 
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Option 11: Search CVE Database for Vulnerabilities 

A local copy of the NIST database in JavaScript Object Notation (JSON) format was downloaded 

locally. The program is designed to search for any vulnerability in that database using any word, 

number, or string. The program is designed to search the database for any vulnerabilities 

related to our search selection and extract the eight fields listed below regarding the 

vulnerability and print the results for port 44818. 

1. Confidentiality   

2. Integrity 

3. Availability 

4. Base score 

5. Base server 

6. Impact score 

7. Description 
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Option 11: CVE database search 

Options 12 and 13: Hardware Information 

Option 12 gives us the option of selecting a specific node, where option 13 gives search 

information for all connected ICS devices. The program uses Nmap, port 44818 (Ethernet/IP), 

and a Nmap script to scan ICS devices and retrieve hardware and software information. An 

example of this information is type of device, vendor, product name, serial number, product 

code, revision, status, and state. This is considered very valuable information in the penetration 

testing reconnaissance phase. 
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Option 12: Discover hardware information scan of nodes 
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Option 13: Hardware information scan 

Option 14 to 18: Traffic Analysis 

These options will give us a variety of ways to capture traffic, starting from more specific 

traffic for a specific node, port number, direction, and protocol to capturing all traffic on the ICS 

network. 
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Option 14: Capture traffic for a selected number of packets for a specific node, port, and direction of 

traffic. 

 

 

Option 15: Capture number of packet and display the structure of the packets 
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Option 17: Capture number of packet and display the structure of the packets 

 

 

Option 18: Capture number of packet and display the structure of the packets 
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