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ABSTRACT
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DRIVEN SYSTEM TO ASSIST THE PUBLIC IN ASSESSING THE QUALITY OF HEALTH
NEWS
by
Xiaoyu Liu
The University of Wisconsin-Milwaukee, 2022
Under the Supervision of Professor Susan McRoy
Machine learning techniques have been shown to be efficient at identifying health

misinformation. However, interpreting a classification model remains challenging due to the
model's intricacy. The absence of a justification for the classification result and disclosure of the
model's domain knowledge may erode end-users’ trust in such models. This diminished trust
may also undermine the effectiveness of artificial intelligence-based initiatives to counteract
health misinformation. The study objective is to address the public's need for help evaluating the
quality of health news and the typical opaqueness of an Al approach.

This study employs an interpretable, criteria-based approach for automatically assessing
the quality of health news on the Internet. Nine well-established criteria were chosen for building
the system. To automate the evaluation of the criterion, Logistic Regression, Naive Bayes,
Support Vector Machine, and Random Forest algorithms were tested. Two approaches were
utilized for developing interpretable representations of the results. For the first approach, (1)
word feature weights are calculated, which explains how classification models distill keywords

that are relevant to the prediction; (2) then using the Local Interpretable Model Explanations

(LIME) framework, keywords for visualization are selected to show how classification models
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identify positive news articles; (3) and finally, the system highlights target sentences containing
keywords to justify the criterion evaluation result.

For the second approach, (1) sentences that provide evidence to support the evaluation
result were extracted from 100 health news articles; (2) based on these results, a typology
classification model is trained at a sentence level; (3) then, the system highlights positive
sentence instances for the result justification. The accuracy of both methods is measured using a
small held out test set. A user study was conducted to understand how users trust in the proposed
system’s news evaluation result.

The performance of automatic evaluation of health news of each nine criteria ranges from
highest (AUC, Precision) values of (0.89, 0.82) for Cost down to lowest values of 0.61 for AUC
(Novelty) and 0.60 for Precision (Alternative). Both interpretation approaches could visually
interpret the given criteria effectively. When not considering the number of sentences for
visualization, the best accuracy achieved for each criterion was 100% (Cost), 66.7% (Benefit),
100% (Harm), 95% (Quality),95.45% (Mongering),90% (Conflict),65% (Alternative),68.42%
(Availability) and 66.67% (Novelty). The result of the user study shows that participants have
high trust in the health news quality evaluation result generated by the system. However, no
statistically significant difference was observed between the study and control groups.

Results suggest one might visually interpret an automatic criterion-based health news
quality evaluation successfully using either approach. This work addresses the need of

interpretation in a computerized health information evaluation.
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CHAPTER I: INTRODUCTION
1.1 Overview of the Problem
1.1.1 Overview of Health Misinformation on the Internet

The internet has grown in popularity as a source to learn about one's health and even
investigate their health condition. It is estimated that 80% of the Internet users consult online
health information before making decisions (Fox, 2011). Online media outlets such as social
media feeds, forum threads, blogs, and newspapers have made information access and sharing
easier. These social platforms have increased participation among health information consumers
of all socioeconomic backgrounds, regardless of ethnicity, gender, or age. However, it has also
accelerated the propagation of misleading information at a high speed and a wider range. With
the rise of health information seeking on social media platforms, there has been an increase in
concerns and health-related harmful cases with regards to misinformation. Unlike other types of
misinformation, health-related misleading information, especially those that include claims of
efficacy about health intervention such as medical treatments, tests, products, or procedures, can
cause actual harm to real people. The general public and patients may be misled into making bad
decisions that result in severe consequences regarding people's quality of life and even their risk
of mortality. In the case of COVID-19, as the novel coronavirus rapidly spread throughout the
world, false information about COVID-19 has developed and circulated like wildfire, leading to
unprecedented levels of misinformation (Bridgman et al., 2021). Misleading and erroneous
information such as conspiracy theories, poorly sourced medical advice, and information
trivializing the virus has not only contributed to widespread misconceptions about the novel

coronavirus but caused public panic, catastrophic consequence of public health, and even



people’s distrust in public health institutions at a global level (Bridgman et al., 2021; Cui & Lee,
2020).
1.1.2 Overview of Current Countermeasures for Health Misinformation

To address this public health crisis, continuing efforts to counteract health
misinformation are being carried out across a wide range of disciplines and organizations.
Traditional approaches are dependent on human judgment and manual efforts, and the tasks can
be separated into two categories: fact-checking and criteria-based assessments. The former
approach employs experts and journalists to manually select and debunk false health claims
made in online news and social media and then to promote truthful information. Criteria-based
assessment, like HONcode (Team HON, n.d.), applies tailored criteria to assist patients and
consumers in judging the quality of health-related online information. However, this approach
also needs readers to assess health news manually by checking against the criterion one by one.
Due to the human-centered nature of traditional approaches, the magnitude of misinformation
limits the capacity of both to be deployed on a large scale (Botnevik et al., 2020). In more recent
years, calls have been made by researchers (Dale, 2017; Hassan et al., 2015) for automating
health news assessments to reduce the adverse impacts of health misinformation. As the
automated system is intended to simulate manual work with machine learning techniques,
datasets that are used for automatic model construction in existing studies are mostly derived
from the aforementioned human-based projects. This reliance on human-based projects means
that existing Al-based classification systems can be inherently divided into veracity-based works
for detecting health misinformation and criteria-based approaches for assessing health

information quality.



Machine learning is powerful but not a panacea. Despite the high accuracy that has been
achieved by models in various fields, the fact that machine learning techniques are “Blackbox”
models is often cited as a criticism of their success in the classification tasks. Without disclosing
the domain knowledge (i.e., explainability or interpretability) inherent in the data, the general
public’s trust in and acceptance of such classification models are frequently undermined (Ayoub
et al., 2021). To date, only a small body of research has incorporated explainable functionality to
combat misinformation in Al-powered models (Ayoub et al., 2021; Kotonya & Toni, 2020).
These previous studies on Al-based health information classification are veracity-based.
Researchers have yet to construct an interpretable, criteria-driven classification system to help
users evaluate the quality of health information. Also, little is known about how end users trust in
such developed fake news detection models. Veracity-based fake news detectors' applicability in
real life remains uncertain due to two major shortcomings. First, human-based fact-checking
work involves extensive knowledge understanding, inference, and source tracking, which
remains a challenge even to deep learning methods. False news content is planned to mimic the
truth in order to fool readers; therefore, without cross-referencing and high-level inference, it is
sometimes difficult to discern truthfulness by text analysis alone(K. Sharma et al., 2019).

Second, most fake news detectors are built on linguistic cues, leading to a lack of generalizability
across topics, languages, and domains (K. Sharma et al., 2019).
1.2 Purpose of The Study

To address the health misinformation problem and research gap discussed previously, this
study aims to develop an Al-based interpretable, criteria-driven system that assists the public in
assessing the quality of health-related news. For any given health news article that describes a

health intervention, the system delivers an automatic evaluation for each of the nine well-
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established criteria. In addition, the system can automatically choose and highlight pertinent
phrases or words as visual signals to support the automated evaluation result.

The system provides systematic direction on how to gauge the quality of health news by
using a list of well-established criteria that reminds readers of the crucial facts regarding health
interventions that they must be aware of prior to making judgments. The goal is to improve the
end users’ critical thinking about health news through constant exposure of intervention provided
by the system.

1.3 Overview of the Dataset and Criteria

The dataset used in this study was adapted from an existing resource created by
HealthNewsReview.org(HealthNewsReview.Org, n.d.). HealthNewsReview.org is a web-based
project that reviewed articles from 2005 to 2018. Their team of experts rated the claims about
health care interventions to improve the quality of health care information. Their rating
instrument includes ten criteria used by the Australian and Canadian Media Doctor sites, and its
inter-reviewer reliability was tested using a random sample of 30 stories(Schwitzer, 2008).
HealthNewsReview.org includes reviews of news stories from leading U.S (United States).
media and news releases from institutes. The contents include efficacy claims about specific
treatments, tests, products, or procedures. The news pieces are assessed based on a standard
rating system. At least two reviewers reviewed each news story. The reviewers were selected
based on their having years of experience in the health domain, spanning the fields of journalism,
medicine, health services research, public health, or as a patient, and each of them signed an
industry-independent disclosure agreement. For each news story or news (press) release
reviewed, the criteria are scored as "Satisfactory," "Unsatisfactory," or "Not Applicable." Total

scores are posted for articles with two or fewer "not applicable" ratings and are expressed as
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proportions. It was acknowledged that increasing the diversity and independence of the
reviewers could have reduced the potential for bias of the assessments. By the time the project
ended, the website had accumulated 2616 health story reviews and 606 news release reviews. For
this study, nine of the eleven criteria have been employed to build an interpretable, criteria-based
system that can provide information at the sentence level. The nine criteria chosen in this study
are listed below:

(1) Does the news adequately discuss the costs of the intervention?

(2) Does the news adequately quantify the benefits of the intervention?

(3) Does the news adequately explain/quantify the harms of the intervention?

(4) Does the news seem to grasp the quality of the evidence?

(5) Does the news commit disease-mongering?

(6) Does the news identify conflicts of interest?

(7) Does the news compare the new approach with existing alternatives?

(8) Does the news establish the availability of the treatment/test/product/procedure?

(9) Does the news establish the true novelty of the approach?

The criterion “Does the news release include unjustifiable, sensational language,
including in the quotes of researchers?” was excluded from the study as it only applies to the
news release. Another criterion “Does the story appear to rely solely or largely on a news
release?”, has been excluded from the current study, because of severe limitations with how this
criterion was determined that make the judgements difficult to assess or reproduce. The original
evaluation required the reviewers to search the web manually to find any relevant news releases
and then, again manually, compare content similarities between the reviewed news and the other

news sources retrieved during the search to evaluate whether one news release relies completely



or largely on another. Moreover, neither the links to those retrieved web pages or the dates they
were retrieved are part of the distributed data. This is the only criterion that is not “self-
contained”; the others can all be verified by having reviewers apply the same definitions to the
same documents at the sentence level and verifying that there is some part of the document that
supports the original evaluation result. This is the approach this study is taking.
1.4 Research Questions

To conduct the experiment in a more systematic manner, two research questions guide
the experiments for the respective stage. The first stage aims to test the feasibility of automating
the review of health news quality. This aim guides my first research question: How accurately
can the health news review process be modeled to predict health news quality using the data
provided and annotated by HealthNewsReview.org? This question is further broken down into
the following three sub-questions:

(1) What is the best performance we can achieve for automatically reviewing health news
quality per criterion?

(2) What features and algorithms contribute to predicting the review result with the
highest performance per criterion?

(3) What are the criteria for which the review process can be better automated by the
machine based on various evaluation metrics including AUC and Precision?

The primary aim of the second stage is to investigate how to enhance the visuality and
interpretability of the expert system. This leads to the second research question: How effectively
can the automated health news review results be visualized or explained? It consists of two sub-

questions as follows:



(1) How well can interpretable A.I. techniques and typology classification approaches
visualize or explain the automated health news review results compared to a simple display of
black-box prediction results?

(2) Which approach demonstrates a superior performance interpreting for the same
criterion?

1.5 Contribution of the Study

Notable contributions of my work are as follows:

First, this study developed two innovative methods for visualizing the interpretation of a
machine learning classification system used to automate the evaluation of the quality of health
news. To the best of my knowledge, the two approaches have not been presented or implemented
in the interpretable intelligent machine designed to combat health misinformation.

Second, this study developed annotation schemes to extract evidence following nine
criteria deemed crucial for informing internet users of medical or health news. The created
datasets demonstrated their validity in developing categorization at the sentence level to support
the visual interpretation of models in this work. It can also be applied to other tests and modeling
tasks in the study of natural language processing, such as summarization.

Third, this study showed that supervised machine learning models trained on the datasets
collected from the HealthNewsReview.org can be used to automatically evaluate health news for
each criterion. Additionally, this work also shows that sentence-level text classification that are
trained on supervised machine learning models are effective in interpreting document-level text

classification result in the context of a criteria-based health news evaluation.



1.6 Significance of the Study

The proposed study addresses misinformation by merging principles of computer science,
information science and public health to enhance the public's critical thinking about health news.
Amid COVID-19, this study's motivation is consistent with ongoing anti-misinformation efforts
supported by organizations that are spearheading the battle against infodemics, such as the World
Health Organization (WHO) and the Centers for Disease Control and Prevention (CDC). The
proposed system is designed to assist users more critically evaluate the quality of medical
information found on the internet, thereby reducing the harm caused by erroneous health
disinformation. Furthermore, a healthy information environment cannot be established without
regulation and guidelines. Therefore, the system would serve as a tool for health-related online
content authors to evaluate and standardize their article writing practices. This system will aid in
the standardization of reporting health news in journalism; thus, the information will present with
more rationality and less misunderstanding.

1.7 Outline

The rest of the dissertation is arranged as follows:

Chapter II summarizes and overviews fundamental theories concerning health
misinformation, which helps to comprehend the panorama of health-related misinformation. This
section also includes relevant initiatives that have been used in the real world or suggested in the
literature on how to combat misleading health information to lessen the negative effects on
public health. To provide a solid framework for chapter III, a review of numerous methodology
algorithms that are pertinent to the subject topic is provided.

Chapter III comprises the specifics of study’s contributions, such as the data annotation

scheme, the technical procedures applied to enable the automatic evaluation of health news for



each criterion, and the two original approaches the Typology approach and the Hybrid approach
that are used to visualize the interpretation of automatic evaluation result. The two interpretation
approaches form the core strengths of this work. Lastly, this chapter also presents how various
techniques were employed to evaluate the performance of system components.

Chapter IV presents various results and key findings derived from the empirical
experiments, including the quality of the scraped, annotated dataset for building machine
learning models, the performance of models of automatic health news quality evaluation, and the
performance of two visualization approaches for visualizing the interpretation of evaluation
results. This chapter concludes with the results of a survey study that reveal how users' trust in an
interpretable system differ from that of a non-interpretable system in the context of health news
quality evaluation.

Chapter V includes the discussion of study results, which summarizes the key findings of
the study, compares the proposed solution to earlier work, and acknowledges the study's

limitations. The dissertation concludes with a brief summary of the study.

CHAPTER II: LITERATURE REVIEW AND RELATED WORK
2.1 Overview of Chapter 11

This chapter provides a review of important theories on health misinformation, including
definitions, sources, and characteristics of health misinformation, and how misinformation is
perceived and disseminated by readers. Various machine learning algorithms linked with the
topic are explored and reviewed in order to build the groundwork for the methodology employed
in this study, which will be presented in chapter III. This chapter concludes with a review of
countermeasures both implemented in the real world and proposed in the literature to combat

health misinformation and reduce its negative effects on public health.
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2.2 Literature Review of Fundamental Theories

2.2.1 Definitions of the Target Phenomenon

2.2.1.1 Definitions of Misinformation

Despite the extensive mention of misinformation so far, recent studies on the spread of
misinformation on the internet have not made considerable use of the term “misinformation.”
Instead, another catchy term, “fake news,” has become a popular research term after it was
widely used on social media during the 2016 U.S. presidential election (Bode & Vraga, 2015).
There are many definitions for “fakes news” and they have evolved rapidly. A recent definition
by Gelfert (2018) noted that fake news should be “reserved for cases of deliberate presentation of
(typically) false or misleading claims as news, where these are misleading by design.”(Haigh &
Haigh, 2020)

As more research was conducted, many researchers began to criticize the term for being
woefully inappropriate and failing to address the complexity and multidimensional attributes of
the phenomenon of information disorder (Wardle & Derakhshan, 2017; Habgood-Coote, 2018;
Wang et al., 2019). Moreover, it has become a “politicized rhetorical device”(van der Linden,
2022). Wang et al (2019) called upon governments to stop using the term “fake news,” and
instead to promote the terms “misinformation” and “disinformation.”

Misinformation is defined as “false, inaccurate, or misleading information that is
communicated regardless of an intention to deceive”(“Misinformation,” 2021). The European
Commission (EC) defined disinformation as “verifiably false or misleading information that is
created, presented and disseminated for economic gain or to intentionally deceive the public, and
may cause public harm.”(McKay & Tenove, 2021) Other terms such as “propaganda,”
“conspiracy,” “hoax,” and “unreliable news,” also have gained more attention and extensively
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redefined and cited in an attempt to describe the nuances and subordinate relationship of various
types of misinformation in more recent studies. Based on the intention to deceive and the
financial or non-financial motivations of its disseminators, Verstraete et al.(2017) identified four
types of fake news: satire, hoax, propaganda, and trolling (Haigh & Haigh, 2020). The research
argued that both satire and hoax are purposefully false and financially motivated. However,
satire differs from hoax in that hoax is designed to deceive readers. While both propaganda and
trolling are intended to deceive readers, propaganda is motivated by a political purpose, whereas
trolling is motivated by an attempt to gain personal humor and value.

Despite the fact that there are many terms available, no consensus among researchers has
been reached on categorizing the most commonly used terms for describing this era of
misinformation. Many terms are sometimes used interchangeably, “with shifting and overlapping
definitions”(Persily & Tucker, 2020). Taking disinformation for example, the definition given by
EU implies that disinformation is an alternative to the fake news defined by Gelfert (2018).
However, this statement is not valid if we consider the definition of disinformation by Cherilyn
& Julie (2018) and the four types of fake news proposed in Verstraete et al.(2017)’s study.
Cherilyn & Julie (2018) defined that disinformation is “a subset of propaganda and is false
information that is spread deliberately to deceive”. As mentioned earlier, propaganda is one of
four types of fake news that intends to deceive readers with political agendas (Verstraete et al.,
2017). Given both statements, disinformation doesn’t share the same meaning as fake news;
rather, it inherently becomes a subtype of fake news. Additionally, Pan et al.(2021) regarded
both misinformation and rumor equally as they both “focus on the unique characteristics of
unverified information.” Another example is the case of conflicting interpretation on the

relationship between misinformation and disinformation. Pan et al. (2021) defined
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disinformation as a subset of misinformation in their research. In contrast, some believe that
disinformation and misinformation are two mutually exclusive categories because disinformation
refers to the intentional cases while misinformation is unintentional (Fallis, 2009; Wu et al.,

2019).

2.2.1.2 Definitions of Health Misinformation

As a subtopic of misinformation, the term "health misinformation" is increasingly present
in our societies. Although the phrase "health misinformation" is cited extensively in the
introduction chapter, definitions for such public health information disorder have not yet been
agreed upon in recent studies on the dissemination of misinformation online. Existing studies
handle the definition of “health misinformation” in two ways.

The first way, which is employed by the major body of existing literature, especially in
earlier engineering-based studies, focuses on defining and interpreting the generic
“misinformation” term. As a result, health misinformation is regarded as a type of
misinformation that is themed on health topics, without probing into the nuanced differences
between health misinformation and misinformation of other topics. For example, Zhao et
al.(2021) adopted a definition of misinformation as “the factually incorrect information that is
not backed up with evidence”’(Bode & Vraga, 2015) even though the study concentrated on
health-related misinformation only. A similar definition of misinformation as “communications
that are not a fair representation of available evidence or communicate that evidence poorly” is
given in the study by Shah et al.(2019). The study aimed to automatically appraise the credibility
of web pages that are vaccine related. Some studies substitute other terms such as “fake
news”’(Botnevik et al., 2020), “unreliable”(Meppelink et al., 2021; Saengkhunthod et al.,
2021)“propaganda”(Khanday et al., 2021), “conspiracy”’(Shahsavari et al., 2020) for the term
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“misinformation “with established meanings aiming to address either a specific or general health
misinformation issue. Pagoto et al. (2019) defined two types of misinformation phenomena using
both “health misinformation” and “health disinformation." The former is specified for
describing information that is false and spread by someone who believes it to be true, and the
latter refers to false information that is spread with intention. Although the authors aimed to
define "health misinformation," the concept is taken from generic misinformation-related terms
without placing equal focus on the context of health.

In contrast, the other way of defining health misinformation considers the "health"
component in definitions. Such definitions distinguish health misinformation from
misinformation regarding other topics as they embody the characteristics of health information.
A researcher may consider a piece of health-related information as misleading if there is no
scientific evidence to support the claim. For example, Chou et al.(2018) defined health
misinformation as “a health-related claim fact that is currently false due to a lack of scientific
evidence”. There is a stricter definition for health misinformation by Parfenenko et al.(2020)
where medical misinformation is limited to false information that contradicts current medical
knowledge. This stricter definition excludes medical information where claims lack sufficient
scientific evidence.

Owing to the inherent dynamism of the social media ecosystem and wide varieties of
health topics, defining “health misinformation” faces similar challenges as the general term
misinformation and even becomes more elusive (Suarez-Lledo & Alvarez-Galvez, 2021). First,
for narrow definitions of health misinformation, one may easily argue that news stories that
contain health information do not have to be completely false to cause harm(van der Linden,

2022). Second, it is arbitrary to label information without firm evidentiary basis as
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misinformation. One example is complementary and alternative medical approaches such as
massage, acupuncture. They have uncomfortably coexisted with mainstream scientific medicine
for decades and are widely utilized and accepted (Armstrong & Naylor, 2019; Institute of
Medicine (U.S.), 2005). Lastly, what is likely true and what is likely false might change over
time. This is especially the case when the professional consensus on a topic of public health is
fast forming and subject to uncertainty. In the instance of COVID-19, although the media first
reported that ibuprofen could exacerbate coronavirus symptoms, this report was eventually
withdrawn as additional evidence emerged (van der Linden, 2022).

To minimize confusion in future narratives and to address the challenges associated with
defining health misinformation, the definition of health misinformation in this study emphasizes
the negative consequences of health misinformation on public health. Thus, health
misinformation in this study refers to as a broad term to refer to any untrustworthy, inaccurate,
or incorrect information, which potentially misleads people to making either unnecessary or
harmful health care decisions. Terms to describe various types of health-related misinformation
or phenomenon such as fake news, disinformation, unreliable, incredible, or misleading
information, myth, rumor, hoax, propaganda, conspiracy all fall under its umbrella.

2.2.2 Prevalence of Health Misinformation

Despite widespread agreement among health professionals, policymakers, and the general
public regarding the magnitude of health misinformation and the necessity of combating it, it is
essential to identify both the most prevalent health topics and the outlets from which they are
initially framed and then disseminated (Suarez-Lledo & Alvarez-Galvez, 2021).

Social media is one of the identified major online channels where health misinformation

is disseminated. Waszak et al.(2018) found that 40% of the most frequently shared links
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contained medical information related to related to the most common diseases and causes of
death were classified as fake news. In an analysis of marijuana vaping contents shared on
YouTube, the misleading information reached as high as 98.1%(Yang et al., 2018).Through the
social media channel, fake news is disseminated further, faster, deeper, and more broadly,
reaching more people than facts(Atehortua & Patino, 2021). Amid the coronavirus pandemic,
recent evidence demonstrated that COVID-19 related false or fake news can be moved from one
platform to another using shortcuts or tunnels due to the easier sharing.

Misinformation about health has been detected on different social media sites such as
Twitter(Becker et al., 2016; Bonnevie et al., 2020; Hanson et al., 2013; Jamison et al., 2020),
Facebook(Buchanan & Beckett, 2014; Faasse et al., 2016; Johnson et al., 2021; Seymour et al.,
2015), YouTube(Abukaraky et al., 2018; Basch et al., 2017; Biggs et al., 2013; Rochert et al.,
2020), Pinterest (J. Guidry et al., 2016; J. P. D. Guidry et al., 2015) and Weibo(A. Li et al., 2018;
Xiao & Chen, 2020). Additionally, the spread of health-related misinformation is not confined by
geography. A series of studies have reported and studied health misinformation in different
geographic settings such as US(Chua & Banerjee, 2018; Radzikowski et al., 2016; Vraga &
Bode, 2017), China(Chen et al., 2018; A. Li et al., 2018; Y. Li et al., 2017; Xiao & Chen,
2020),India(Leong et al., 2018) and Italy(Aquino et al., 2017; Bessi et al., 2015).

Existing studies on the spread of health misinformation on social media concern a
variety of health topics. Wang et al.(2019) conducted a review study on the spread of health
misinformation on social media. The study summarized two major categories communicable and
non-communicable diseases with communicable disease being the largest category. Topics
identified in the communicable diseases category include vaccines in general, vaccines specific

to Human Papilloma Virus (HPV), Measles, Mumps, and Rubella (MMR), as well as other
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infectious diseases such as Zika Virus and Middle East Respiratory Syndrome. Studies that
concern chronic non-communicable diseases are identified but not limited to cancer,
cardiovascular disease, psoriasis, bowl diseases. Later, a similar review study by (Yang et al.,
2018) categorized existing literature into the following broad topics: vaccines, drugs, or
smoking, non-communicable diseases, pandemics, eating disorders, and medical treatment, while
vaccines are identified as the most examined health topic.
2.2.3 Sources of Health Misinformation

Social media receives the most critiques and attention as being the platform hosts, and
accelerates the spread of health misinformation. However, those social media platforms are not
always the place where health misinformation originates. Nan et.al (2021) identified five sources
of health misinformation including media, industry, government and politicians, healthcare
providers, and social/interpersonal groups or community networks. Following the same notion,
we rearrange the sources and further categorize them into media, for-profit entities, non-profit
entities &individuals.
2.2.3.1 Mass Media

Mass media is perhaps the most common source of health-related information for the
public (Nan et.al.,2021). Study show that health news is ranked sixth in receiving public
attention only following weather, crime, community, the environment, and politics (Kohut et al.,
n.d.). When it comes to health news, the media sits between public and healthcare professionals,
industry, and scientists. It translates scientific knowledge about disease and new medical
discoveries from scientific publications. It also transfers, disseminates health policy and health
products announcements from industrial and governmental agents (D. C. Sharma et al., 2020).

Therefore, mass media serves as a delivery mechanism in commutating disease prevention and
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healthy lifestyles promotion to have a positively affect personal health-related changes. Such
positive changes are driven by motivated people to make better-informed choices and decisions
about their health, wellness, and overall quality of life (D. C. Sharma et al., 2020). However, a
handful of studies expressed concerns on the quality of health news. Misinformation arises from
media when reported news stories don’t cover necessary information or inform readers such as
potential harms of medical interventions, conflict of interest of the studies etc. In an evaluation
of 500 US health news stories from mainstream news outlets in the US, including Associated
Press and the three leading newsweekly magazines—TIME, Newsweek, and U.S. News &
World Report, Schwitzer (2008) found that between 62%-77% of news stories failed to
adequately address five essential components to inform readers including about costs, harms,
benefits, the quality of evidence and the existence of alternatives. Only half of the time, the news
stories disclose relevant conflicts of interest, and avoid single-source stories. In a study that
targets obesity-related news stories, the study found that nearly all story journalists failed to
discuss the methodology and design limitation. With the absence of necessary information,

readers can be misled and ill-informed based on such news stories of low quality.

2.2.3.2 For-profit Entities

For-profit entities account for another source of health misinformation. Pharmaceutical
companies exert significant influences on healthcare and treatment of diseases (Paul et al., 2010).
Pharmaceutical companies have utilized the Internet more frequently as it has grown to influence
patients to ask doctors to prescribe medications for them (De Freitas et al., 2013). However, they
are found guilty of producing misleading, inaccurate, health information about their products (De
Freitas et al., 2013). Such companies are profit-driven and have invested significantly to market

and promote their products on the internet. Misinformation occurs when pharmaceutical
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companies mislead users or withhold from them relevant safety and efficacy information. For
example, in 2018, a pharmaceutical company named Aegerion Pharmaceuticals Inc. was
sentenced to pay a $40 million penalty for illegally marketing its high cholesterol drug for
conditions outside of the treatment’s label (“U.S. Judge Sentences Novelion’s Aegerion in Drug
Marketing Case,” 2018).

There are also some businesses which are not conventionally considered in the healthcare
or pharmaceutical sector, but they all incur direct or indirect impacts on consumers’ health.
Examples are food, alcohol, tobacco, beauty and cannabis industries. The advertisements or
comments related to products, or consumers’ anecdotal experiences and other marketing tactics
are often found attributed to diffusion of misinformation. “False advertising” activities are profit-
driven and promote actions that harm health (Zgheib, 2017). Alcohol industry alone has a long
history distorting scientific evidence and misleading consumers (Petticrew et al., 2020). It is
reported that alcohol industry employs “dark nudges” and “sludge “strategies to change
consumer behaviors to promote inappropriate alcohol consumption (Petticrew et al., 2020).
Advertising non-nutritious food to children and using misleading phrases like "natural" and
"light" to make health claims that are not backed by research is also spotted in global,
industrialized food industry (Hindin et al., 2004). Similar advertising tactics were deployed by
the tobacco industry in the past (Tan & Bigman, 2020).
2.2.3.3 Non-profit Entities & Individuals

Lastly, non-profit entities and individuals are another source of health misinformation.
This group includes any institutions, organizations, or individuals that may not directly benefit
from generating misleading information to promote commercial activities. However, their
intention for creating, spreading health misinformation can be malicious or innocent. Entities
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identified in this category are government, politicians or other public figures, healthcare
providers, groups/communities, and individuals. According to a study by Brennen et al.(2020) on
the types, sources, and claims of COVID-19 misinformation, top-down misinformation sourced
from politicians, celebrities, and other prominent public figures made up about 20% of the
studied samples but accounted for 69% of the total social media engagement. Misleading health
information contained in posts and tweets published by public figures or politicians may induce
dangerous and life-threatening behaviors such as the use of disinfectants, chloroquine phosphate,
or the self-prescribed off-label use of medications (Atehortua & Patino, 2021). Healthcare
providers including doctors, nurses, dental hygienists, medical students etc. can also be the
source of health misinformation as they may also adhere to false beliefs. Few physicians have
been disciplined for espousing COVID-19 claims which lack of scientific evidence. For example,
in October 2021, Howard Goldman, MD of Delray Beach, Florida filed a complaint with the
Florida Department of Health’s Medical Quality Assurance Program about an internist, Joseph
Ladapo, MD, PhD, Florida’s Surgeon General and health of the Florida Department Health
because the latter “spread doubt about the safety and effectiveness of COVID-19 vaccines,
promoted the use of unproven and possibly dangerous medications to treat COVID-19, and
questioned the value of face masks in preventing the spread of pandemic.”’(Rubin, 2022)
Compared to other sources, health care professionals are not the primary contributors of
inaccurate health information. However, they “may well be the most egregious of all because
they undermine the trust at the center of the patient-physician relationship, and because they are
directly responsible for people’s health.” said Gerald Harm, MD, president of the American

Medical Association (Rubin, 2022).
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Another source of misinformation come from non-governmental groups or communities,
either formal or informal. Taking anti-vaccination for example, there are various known anti-
vaccine organizations in the United States, such as Anti-Vaccination League of American, The
Autism Community in Action, Health Freedom Idaho (“List of Anti-Vaccination Groups,” 2022)
and their history can be traced back to early 90s (“Anti-Vaccination Society of America,” 2022).
There are also seemingly less formal groups or communities that are convened on social media
platforms such as Facebook groups (Kalichman et al., 2022), and medical forums(Bandari et al.,
2017). Anti-vaccine websites are often found to be more effective at utilizing social interactivity
than pro-vaccine websites, as they focus on social interactivities that effectively create
communities of people who are affected by and are skeptical of vaccine practices(Smith &
Graham, 2019). The last identified source of misinformation in this category is ordinary
individuals. Posts by ordinary people seem to generate far less engagement and impacts than
those of public figures and larger entities, but they are responsible for spreading most of the
health misinformation on social media (Brennen et al., 2020).

2.2.4 Characteristics of Health Misinformation

Misinformation-related evidence reveal the possible characteristics a piece of health
misinformation may possess, which makes it distinguishable from scientifically supported,
truthful information.

The first characteristic of health misinformation is the manipulation of truth through low-
quality writing styles such as oversimplification, misrepresentation, overdramatization and self-
contradictory statements during the science repacking in the news reporting (Thomas et al.,
2017). Such information manipulation poses high risk of misleading readers into developing

wrong perceptions of health conditions. In the alcohol industry, social norming (telling
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consumers that “most people” are drinking) is often included in the information and priming
drinkers with various cues to drink (Petticrew et al., 2020). In addition to the content itself, the
manipulation is found in the peripheral elements such as pictures, headlines, fonts to aid
cognitive bias towards the health information (Petticrew et al., 2020). Research shows that
COVID-19 related misinformation often aided by sensational popular media headlines and foci,
fuel health-related fears and phobias (Asmundson & Taylor, 2020).

Another characteristic of health misinformation is the selective omission of critical
information. In an evaluation of 500 US health news stories over 22 months, researchers found
that 62%-77% of news stories failed to adequately address costs, harms, benefits and quality of
evidence, and the existence of other options when covering health care products and procedures
(Schwitzer, 2008). In guiding readers, the omission of potential problem definitions,
explanations, evaluations, and recommendations may be just as important as their inclusion
(Entman, 1993). The tendency of readers to ignore absent evidence is also identified as a key
source of bias by Kahneman (2012) and such cognitive bias has been named as WYSIATI
(“what you see is all there is”).

Last but not least, an unreliable source is another important characteristic of health
misinformation. In an analysis of 112 million messages related to COVID-19 pandemics, the
researchers from Bruno Kessler Foundation found that 40% of these messages came from
unreliable resources (Lupi, n.d.). This finding is also validated in another study in which 42% of
tweets about COVID-19 were found to be produced by unreliable sources (D. C. Sharma et al.,
2020). The Statista Research Department identified a list of leading health misinformation
websites worldwide based on the website credibility reviews and transparency criteria (Top
Health Disinformation Websites 2020, n.d.). Examples include realfarmacy.com.
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globalresearch.ca, collective-evolution.com, jedanews.com etc. Among all, the top-ranked health
misinformation spreader Realfarmacy.com accumulated an approximate 253.6 million views

between May 2019 and May 2020.

2.2.5 Sharing and Acceptance of Health Misinformation

Misleading information about health is only destructive and hazardous when it is
disseminated and accepted. As of right now, numerous evidence about human cognition and
behavior that are related to general misinformation have been developed across various fields,
offering vital insights on identifying, deciphering, and correcting misinformation. Despite the
fact that most of evidence, due to its general characteristics, is also applicable to misleading
information about health and/or medical themes. Very little research specifically focuses on
health misinformation. The following evidence covers various factors that contribute to people

disseminating and accepting health misinformation.

2.2.5.1 Psychological Vulnerability

Similar to other types of misinformation, health misinformation can attract both
malicious and normal individuals (Kahneman & Tversky, 2012; Waszak et al., 2018). Malicious
spreaders create and disseminate false information on purpose, whereas normal readers may
participate in the transmission of misleading content without recognizing its false and misleading
nature(X. Zhou & Zafarani, 2018). In contrast to the benefit-driven motives involved in
malicious users distributing misinformation, normal users may share and accept health
misinformation due to psychological vulnerability. In a survey study of fake news, Zhou &
Zafarani (2018) identified major theories that contribute to the psychological vulnerability and

categorized them into social impact and self-impact.
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The social-impact theories demonstrate how a person's perception, judgement of
information may be influenced by social factors. The bandwagon effect (Leibenstein, 1950)
suggest that people may spread false information about health care simply because others are
doing so; alternatively, they may do so because they want to win others' approval and respect, as
per the normative influence theory (Deutsch & Gerard, 1955). Social groupings have a
significant impact on how people perceive themselves and adopt opinions from others. Social
identify theory (Ashforth & Mael, 1989) demonstrates that an individual’s sense of self originates
from their perception of belonging to a relevant social group. The formulation of groups also
contributes to cognitive distortion since members of the group are more likely to adopt popular
viewpoints and this tendency is noted as “availability cascade”(Kuran & Sunstein, 1998) . An
echo chamber can emerge in a closed discussion group when individuals exclusively share
information and ideas that reflect their own; as a result, the "echo chamber effect" (Jamieson &
Cappella, 2008) reinforces people's beliefs as their exposure to other viewpoints decreases. Once
incorrect health standards and ideas have been established, people tend to reject new facts
("Semmelweis reflex") (Balint & Balint, 2009) or adjust their beliefs insufficiently
("conservatism bias") (Nickerson, 1998). For instance, if a person dislikes wearing a mask for
protection, they would prefer and recall information that supports their position over evidence-
based information, ultimately undermining public health guidelines and regulations (Xu et al.,
2022). A similar phenomenon has been observed with the anti-vaccine movement; the decline in
immunization rates in developed nations has been linked to the dissemination of misinformation
about vaccines (Meppelink et al., 2019).

Additionally, Self-impact theories describe how cognitive factors derived individuals

themselves affect people’s sharing and acceptance behaviors. For example, desirability bias
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shows that people prefer to read information that simply makes them feel good. Similarly, people
tend to selectively read (“selective exposure”) (Freedman & Sears, 1965) and trust
(“confirmation bias”) (Nickerson, 1998) information that confirms their preexisting beliefs and

hypotheses.

2.2.5.2 Lack of Health Literacy and Critical Thinking

Today, there is a large amount of online news being published, which makes it imperative
to be able to evaluate its credibility and truthfulness. The ability to do so requires a high level of
information literacy and critical-thinking skills. In light of the rising tide of fake news,
researchers argue that information/media literacy has become increasingly critical (Machete &
Turpin, 2020). Information literacy refers to essential skillsets with which the general public are
able to identify, select, understand, and use trustworthy information. In health care, such a skill
set is referred to as health literacy(Machete & Turpin, 2020).

The concept of health literacy has received attention since 2000, when the WHO stated
that a low level of public health literacy is a serious concern for public health (Bin Naecem &
Kamel Boulos, 2021). Health literacy covers “the ability to access, comprehend, evaluate, and
communicate information to promote, maintain, and improve health in a variety of settings
across the life course."(Serensen et al., 2012) It helps the general public to make use of online
health resources that are beneficial to their health, while staying afloat in an era of
misinformation (Abdulai et al., 2021). The notion that low health literacy is associated with the
adoption of health misinformation is supported by a survey study conducted by Song et al.(
2019). The study investigated the role of health literacy on credibility judgement of online health
misinformation and found a significant negative coefficient of health literacy. The negative

coefficient indicates that individuals with higher health literacy are relatively less likely to trust
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misinformation. In response to widespread COVID-19 related misinformation, Abdulai et al.
(2021) evaluated digital literacy levels among lay consumers of online COVID-19 information in
Ghana, a low-income country, using a survey based on the eHealth Literacy Scale (¢tHEALS).
The study reveals that respondents' ability to locate COVID-19 related information as well as
their skills in differentiating scientific from unscientific internet-based information remain

relatively low.

2.2.5.3 Health Anxiety

In the context of health misinformation perception, health anxiety can be defined as “how
anxious individual is about issues directly related to the rumor”(Greenhill & Oppenheim, 2017;
Pan et al., 2021a). Health anxiety occurs when perceived bodily sensations or changes are being
interpreted as symptoms of being ill (Asmundson et al., 2010). Individuals with high levels of
health-related anxiety have a tendency to mistake innocuous body feelings and changes as
harmful; hence, they are more likely to seek information to either validate their anxiety or
alleviate it (Pan et al., 2021a; Taylor, 2004). According to existing research, health anxiety
increases the likelihood that individuals will accept and spread false information (Oh & Lee,
2019) and accounts for a significant portion of the variance in the misinformation acceptance
(Pan et al., 2021b). Individuals with greater health concerns were more responsive to negative
information and more prone to disseminating unfounded claims as a way to vent negative

emotions (Oh & Lee, 2019; Pezzo & Beckstead, 2006; Xu et al., 2022).

25



2.3 Literature Review of Methods

2.3.1 Artificial intelligence Techniques

2.3.1.1 Overview of Artificial Intelligence

In more recent years, many attempts have been made to leverage artificial intelligence
(AI) to analyze the enormous amounts of info generated daily on a scale that's impossible for
humans to handle.(Marr, n.d.) Al is the simulation of human intelligence process using
machines, especially computer systems.(What Is Artificial Intelligence (41)?, n.d.) It is a broad
field of study that encompasses several major subfields in which machine learning (ML), deep
learning (DL) and natural language processing (NLP) sit. Each subfield of study is not solely
independent. It may instead overlap with and inherit ideas from other related fields. For instance,
ML is the study that is centered on the idea that systems can learn from data, identify patterns
and make decisions with minimal human intervention.(Machine Learning: What It Is and Why It
Matters | SAS, n.d.) Among various machine-learning algorithms, DL achieves great power and
flexibility compared to traditional ML models by drawing inspiration from biological neural
networks to solve a wide variety of complex tasks.(Mahapatra, 2019) NLP is another essential
component of artificial intelligence that studies how machines interact with human language .
ML and NLP have some overlap as ML is often used to improve NLP by automating processes
and delivering accurate responses. The figure below illustrates the relationships among AI, ML,

DL and NLP.
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Figure 1: Relationships among Al, ML, DL and NLP

2.3.1.2 Machine Learning Algorithms
2.3.1.2.1 Random Forest

Random forest (RF) is a type of machine learning (ML) techniques that is commonly
applied to classification and regression issues. It is proposed by L.Breiman in 2021 (Biau &
Scornet, 2016). RF is derived from the decision tree, a tree-like representation of decisions and
their potential consequences (“Decision Tree,” 2022). It combines randomized decision trees and
derives its prediction from the majority vote of all the trees in the forest(Biau & Scornet, 2016;
Islam et al., 2019). In settings where the number of variables is substantially bigger than the
number of observations, RF’s approach of prediction has demonstrated good performance (Biau
& Scornet, 2016). RF is versatile enough to be applied to large-scale issues and is widely
employed as a "Blackbox" model in business since it generates accurate predictions across a
broad range of inputs with minimal configuration(Biau & Scornet, 2016; “Random Forest,”
2022). In addition, RF classifiers are appropriate for dealing with high-dimensional, noisy text

data(Islam et al., 2019).
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2.3.1.2.2 Logistic Regression

Logistic regression (LR) is a type of statistical model frequently used for classification
and prediction analytics. LR calculates the probability that an event, such as "having disease" or
"not having disease," will occur based on a given dataset of independent variables (What Is
Logistic Regression?, n.d.). The dependent variable is bounded between 0 and 1 since the
outcome is a probability. As a form of regression techniques, LR is diverse in its application to
medical research and offers a potent method for analyzing the effect of a set of independent
variables on a binary outcome by quantifying the contribution of each independent variable
(Stoltzfus, 2011). However, compared to another regression model, liner regression, it is more
difficult to understand and interpret because it uses a complex equation model for classification.
In recent years, LR has also been proved robust in handling textual data in various text
classification tasks (Indra et al., 2016; Pranckevicius & Marcinkevicius, 2016; Saif et al., 2018).
2.3.1.2.3 Support Vector Machine

Support vector machine (SVM) is another classical ML algorithm and can be used for
both regression and classification tasks. The objective of the 