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ABSTRACT

LARGE LANGUAGE MODEL ASSISTED THREAT MODELING

by

Isra Elsharef

The University of Wisconsin-Milwaukee, 2023
Under the Supervision of Professor Zhen Zeng, Ph.D.

Threat modeling aims to identify and address potential threats early in the

product development lifecycle, but is often a time-consuming process involving

extensive collaboration between product security and development teams, and

relying heavily on analyzing various input documentation. This thesis explores the

use of Retrieval Augmented Generation (RAG) Large Language Models (LLMs)

as an innovative approach to enhance the threat modeling process. This study

is pioneering in its use of LLMs for this purpose and the creation of a subset of

related vulnerabilities to be passed as input to make sure the model has access to

up-to-date information. The findings of this study reveal the capability of utilizing

a RAG LLM to assist in threat modeling.
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1 Introduction

Threat modeling is an essential part of ensuring products are designed securely.

The OWASP Foundation, an initiative to improve the security of software through

its community-led open-source software projects, defines threat modeling as a

process to identify, communicate, and understand threats and mitigations within

the context of protecting something of value [1]. Much of existing security research

focuses on risk analysis and prioritization after development or setup, which is

essential but results in rework to account for vulnerabilities or threats that should

have been identified during design. When threat modeling is done effectively,

it should follow the ”shift-left security” mentality geared toward identifying and

addressing vulnerabilities and threats as early in the product development life

cycle as possible.

Since threat modeling can be considered a slow or painful process, often in-

volving digging through multiple types of documents for information, this paper

aims to explore whether the process can be made more accessible & more efficient

by using Large Language Models (LLM). The target users would be development

and security teams conducting threat modeling.

Transportation, specifically the area of connected and autonomous vehicles

(CAVs), was selected as the focus because it is becoming more widely researched as

vehicle manufacturers compete to extend product capabilities and meet customer

expectations. Narrowing in on a specific industry could also lead to more relevant

results than training on a broader range of vulnerabilities.
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2 Background

2.1 Threat Modeling Process

Crowdstrike, a well-known cybersecurity technology company that provides threat

intelligence and cyberattack response services, defines a threat model as used to

profile probable attackers and hackers and to identify both the most likely avenues

of attack and the hardware and software most likely to be targeted [2]. They also

state the goals of threat modeling, which are below.

• Identify security requirements and vulnerabilities

• Quantify the criticality of threats and vulnerabilities

• Prioritize risk and remediation

There is existing research comparing current tools that aid in threat modeling,

and the criteria they are evaluated against are shown in Table 1 [3].

The Microsoft Threat Modeling Tool (TMT) [5] is one of the oldest tools,

initially released in 2014, while many others were created more recently in 2019

and 2020. Some of these tools are diagram-based in that end users drag and drop

to draw system diagrams, ultimately leading to a generated summary of potential

threats based on applied rules from a library. An example of this can be seen in

Figure 1. Other tools are text-based, where models are expressed in a structured

language. Some weaknesses identified are related to duplicate threats and missing

threat information (such as mitigation & initial recommended priority) in the

generated reports. Another consideration that is not taken into account with

these tools is the larger context around certain types of systems, such as those

built for the Internet of Things (IoT) [6].
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Table 1: Comparison of current common threat modeling tools [3]
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Figure 1: Example threat modeling diagram in the Microsoft Threat Modeling
tool [4]

There do not seem to be any tools that try to identify threats based on the

provided product design/architecture documentation and scan results, which is

part of what this thesis will attempt to explore. This type of documentation can

be unstructured and spread across multiple documents, which can make searching

through a time-consuming process. Current advances in Large Language Models

and other areas within Natural Language Processing may be able to augment

the threat modeling process and use of these tools by pulling data from existing

documentation instead of requiring users to start from scratch.

In industry, threat modeling typically starts in design and continues through

test. The product team starts out with documentation as references when creating

the threat model. The product security engineer is engaged whenever relevant

documentation is ready for review, and the product architect clarifies and updates

documentation and the threat model based on threat modeling discussions.
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Figure 2: Threat modeling as part of development process

2.2 Connected Vehicle Vulnerabilities

Vehicles are becoming more and more complex as consumers seek out ways to

connect peripherals, and the possibility of autonomous control becomes a reality.

That complexity means larger onboard software and more potential for vulnera-

bilities. For comparison, while the Windows Vista operating system has only 40

million lines of code and 905 known vulnerabilities in the National Vulnerability

Database (NVD) [9], a modern CAV can have 100 million lines of code [8],

Figure 3 is from a research paper that proposes a cyber risk classification

framework for connected and autonomous vehicles (CAVs), an overview of CAV

attack types, vectors, and surfaces is provided [8].
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Figure 3: Overview of connected vehicle vulnerabilities [8]

Many CAVs are also electric cars that rely on charging stations. Recent

research conducted by Argonne, Idaho, and Sandia National Laboratories have

found these systems vulnerable to malicious firmware updates and that local ac-

cess could allow hackers to jump from one charger to the whole charger network

through the cloud [10].

3 Methodology

At the start of threat modeling, development teams can typically share a large

amount of documentation as reference for what is being done. The type of threat

model created is usually similar across tools because most tools use one of the

standard methodologies for threat modeling. The STRIDE method is the most

common approach to creating threat models and focuses on what could go wrong

[7]. It stands for Spoofing, Tampering, Repudiation, Information Disclosure, De-

nial of Service and Elevation of Privilege. This methodology shapes the types of

questions asked during threat modeling, and one of the main benefits is that it
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can be used across industry sectors. Because it involves defining each component

of a system and the connections between them, it can be time-consuming to track

that down for a complex system. One of the tasks selected for the RAG LLM is

to be able to identify components in a system based on provided documentation

which could help speed up the process. The vulnerability descriptions in the cus-

tom data set generated from the NVD can also be used as a reference for what

can go wrong.

To summarize, the proposed method contains two tasks, which have been

identified as potentially able to make the threat modeling process easier using

natural language processing:

• Task 1: Construct a customized vulnerability data set based on product

design documents

• Task 2: Answer queries using multiple reference documents

3.1 Model

Meta’s Llama 2 family of open-source LLMs, released in July 2023, was selected

because it generally performs better than existing open-source models based on

testing the Meta team did using a series of helpfulness and safety benchmarks. It

also appears to be on par with closed-source models when they performed human

evaluations [11]. Meta has also been transparent on which external benchmarks

were used for evaluation and comparison between their models. Another critical

difference from other models is Meta’s emphasis on safety - they provide details

on how safety was prioritized during pretraining and fine-tuning, the use of red

teaming (by internal employees, contract workers and external vendors), and the
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use of human evaluation to judge safety violations.

For this research, the pre-trained 7B & 13B Llama 2-CHAT models, fined-

tuned versions of Llama 2 that are optimized for dialogue use cases, were run in

Google Colab using T4 GPU.

Table 2: Llama 2 model family details [12]

The retrieval-augmented generation (RAG) AI framework was used to attempt

to give the most accurate and up-to-date information [13]. The RAG model

utilizes a pre-trained language model like Llama 2 and integrates it with a retriever

component or model, allowing it to access external knowledge sources for context

adaption [14].
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Figure 4: RAG pipeline [15]

Implementing RAG models requires technologies such as vector databases,

which allow for the rapid coding of new data, and searches against that data to

feed into the LLM [16].In traditional databases, querying is done for rows in the

database where the value usually exactly matches the query. In vector databases,

a similarity metric is applied to find a vector that is the most similar to the query.

Figure 5: Common pipeline for a vector database [15]

Figure 6 shows the vector database Pinecone, which was used with multiple

indexes.

9



Figure 6: Pinecone architecture [17]

LangChain is a framework for developing applications powered by language

models. A significant benefit of using LangChain is that it can be a standard

interface for interacting with different models. For this research, the Python

library with the functionality below was used.

• Document loading: load unstructured data from sources like PDFs

• Text splitting: chunk data by size or characters as part of document trans-

formers

• Vector store-backed retriever: read from a vector store like Pinecone

The specific loader used in this research is the PyPDFDirectoryLoader since

the intention is to be able to load multiple related documents at once for con-

text. For one of the tasks defined in this research, the loaded document has

metadata fields for ’source’ specifying the document name, and page number. For
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the other task, the metadata has a field ’text’ with for vulnerability descriptions

and ’pdf.keyword’ which is the keyword used to identify the relevant vulnerability

based on the loaded PDFs.

When splitting text, the RecursiveCharacterTextSplitter was used and the

parameters chunk size and chunk overlap were specified. The chunk size was set

to 500 characters and the chunk overlap was 20. This text splitter is parameterized

by a list of characters, the default being ’[”\n\n”, ”\n”, ” ”, ””]’, and tries to

split text to the specified length [19]. Using the retriever langchain.vectorstores,

Pinecone was specified as the vector store type. The index name, embeddings,

and field in metadata for the text chunks that contained text content were passed

in.

Figure 7: RAG application with LangChain [18]

3.2 Data

The NVD is the U.S. government repository of standards-based vulnerability

management data represented using the Security Content Automation Protocol
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(SCAP). This data enables automation of vulnerability management, security

measurement, and compliance [20]. There are over 231,000 vulnerabilities in the

NVD. Each vulnerability is associated with a Common Vulnerabilities and Expo-

sures (CVE) identifier, a unique ID. For each CVE, there are fields for descrip-

tions, severity, references, weaknesses, and configuration. Severity is based on the

Common Vulnerability Scoring System (CVSS), and CVSS vector strings include

exploitability and impact metrics that range from 1-10, with 10 being the most

severe. The exploitability score represents Access Vector, Access Complexity, and

Authentication.

Figure 8: NVD dashboard [21]

The NVD is not a static database; it is continuously updated and dashboards

have been created to quickly visualize and track vulnerabilities as they appear

each year. At the time of this writing, in December 2023, 27,000 vulnerabilities

were added throughout the year. In Figure 9, it can be seen that the number of

vulnerabilities tracked in the NVD is increasing each year. Cross-site scripting

(XSS) is an attack in which an attacker injects malicious executable scripts into

the code of a trusted application or website and is the vulnerability type that
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increased the most over the last year [22].

Figure 9: NVD vulnerabilities by type and year [22]

Because the NVD is central to most research related to security vulnerabilities,

threats and risk, there are multiple studies that attempt to identify patterns and

evolving trends using the NVD. One study did an exploratory data analysis of

the vulnerabilities identified in the first six months of 2022 with the goal being to

identify patterns that would help in preparing the data for future machine learning

use cases [23]. Another study focused on identifying emerging trends by proposing

an integrated data mining framework to automatically lay out how vulnerabilities

develop over time [24].

A subset of what is available in the NVD was used to create the customized

dataset available to the LLM. The subset is based on searching the NVD with

keywords extracted from the provided documentation.
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Figure 10: Customized dataset is a subset of all CVEs in NVD

To construct the dataset used for Task 1, scripts ( 700 lines) were developed

that go through the steps below to construct a customized vulnerability dataset

as input for the RAG LLM. These scripts support constructing a vulnerability

dataset automatically and ensure that the constructed vulnerability dataset is

always up-to-date, by having the capability to query the NVD with identified

keywords to pull the latest vulnerabilities. The main workflow of the developed

script is shown as follows.

• Step 1: Keywords extracted from documentation

• Step 2: NVD API programmatically queried with the top 15 extracted key-

words; Relevant fields extracted from response to generate a CSV

• Step 3: Data preprocessed to get in the required format for the model

• Step 4: JSONL file specified as input to be accessible to the LLM via

Pinecone vector database

14



Figure 11: Approach to identify relevant vulnerabilities

Several NLP techniques shown as follows have been utilized to extract key-

words from the input document.

• KeyBERT library with the all-mpnet-base-v2 model

• Remove English stopwords

• Remove “Expert defined”/custom stopwords

• Stemming

KeyBERT depends on Bidirectional Encoder Representations from Transform-

ers (BERT)-embeddings and cosine similarity to find the keywords and key phrases

in a document that are most similar to the document itself [25]. Embeddings are

numerical representations of pieces of information, such as text or documents, that

capture semantic meaning. The all-mpnet-base-v2 model was selected when using

the KeyBERT library based on the performance, speed and model size comparison

seen in Figure 12.

15



Figure 12: Evaluation of HuggingFace sentence-transformers models [28]

KeyBERT has been widely used in academic research, with examples being in

studies for security bug reports prediction and automatic domain-specific corpora

generation from Wikipedia [29] [30]. Using KeyBERT, these studies were able to

extract relevant keywords that captured semantic information from the input text

efficiently. Because of its gaining popularity, a recent study systematically tested

the different embedding models for keyword extraction using KeyBERT [31]. It

does not compare the specific models used for this research, but its contributions

cover introducing an extensive comparative study on embedding models supported

by KeyBERT and observing the text length effect on the accuracy of keyword

extraction, both of which could be useful to apply to the selected models in this

research as future work.
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Figure 13: Keyword extraction via KeyBERT [25]

When using KeyBERT, two types of stopwords are removed: ”English” stop-

words as defined by the NLTK (Natural Language Toolkit) and ”expert-defined”

stopwords, a list created during this research via manual inspection of keyword

lists generated. NLTK supports removing stopwords in other languages, but since

only English vulnerability descriptions were analyzed, only the ”english” stop-

words corpus was used. These two stopword lists were combined and set as a

parameter for KeyBERT. In the ”expert-defined” stopword list, the words tended

to be security-related, but a few, like ”allow” and ”architecture,” were more gen-

eral. Examples of these stopwords can be found in Table 3.

Table 3: Example removed stopwords
Stopword Type Example

NLTK ”english” [’start’, ’but’, ’to’, ’and’, ’the’, ’in’, ’it’, ’are’, ’I’,
’that’]

Custom ”expert-defined” [’allow’, ’attack’, ’hacker’, ’security’, ’cyberattack’,
’cyber’, ’cybersecurity’, ’intelligence’, ’architec-
ture’, ’secure’]

KeyBERT also allows the parameters ”top n” and ”keyphrase ngram range”

17



to be specified. The value of ”top n” was set to 15. Setting a range would allow

for key phrases, which could help more with context. This initial research tried to

maximize a subset of vulnerabilities, so keywords were selected over key phrases.

An example of keywords extracted from a PDF and the calculated similarity score

is below as shown in Figure 14.

Figure 14: Example keyword list

Stemming via NLTK was also an important step to avoid running keyword

searches that returned duplicate results. An example of stemming would be only

including the keyword ”vehicle” when both ”vehicle” and ”vehicles” appear. A

slightly more complicated example would be only including ”drive” when ”driv-

ing”, ”drives,” and ”drivers” all appear.

The model input is formatted as a JSONL (JSON Lines) file, which will be read

by the LLM for further operation. Each entry in the JSONL file corresponds to a

CVE that was returned from querying the NVD with a keyword. The associated

fields for the CVE can be set as metadata when making the information available

18



to the LLM. The main benefits of using a JSONL file are stream processing where

data can be read and written incrementally, error handling such that an error

in one entry does not make the entire file unusable and space efficiency because

commas or other separates are not needed between objects [26]. The JSONL file

has an example entry below as shown in Figure 15.

Figure 15: Data entry visualized with JSON Crack

Each PDF would be read, and the keywords extracted using the keyBERT

library. English stopwords and custom security stopwords were removed. The

remaining keywords, as well as ”expert defined” keywords, were then used to

search the NVD via API and retrieve CVEs with their descriptions. That data

was then further processed to be in the required format expected by the model.

The goal of the second task was to answer the query questions of threat mod-

eling by using our developed LLM-based model. The steps below were used

• Load and extract text from PDF. Split and chunk text by size.

• Create embeddings (vectors used to compress size) for each text chunk

• Create Pinecone index; an index is the highest-level organizational unit of

19



vector data in Pinecone [27]

• Push data to Pinecone vector database to make it accessible by LLM

Figure 16: Overview of threat modeling query by using the developed LLM-based
model in this study

4 Results

For initial testing, 10 PDF documents were used, and 3 questions were asked of

each task-related model for a total of 60 queries. The PDFs ranged from three to

seven pages, with an average of five pages. All of the documents were in English

and included figures, and most included tables. The documents were sourced from

IEEE Xplore and Cybersecurity & Infrastructure Security Agency site [32] [33].

The PDFs were treated as independent of one another because of the availabil-

ity of related documentation. If this process were to be used for threat modeling,

the goal would be to include as much documentation for a product as possible

for each task. When documents are loaded, the LangChain loader points to a

directory, so any PDF included in that directory will be loaded, and the metadata

will tie the extracted text to that document and page number.

Table 5 and Table 6 shows the example of questions for both Task 1 and Task 2.

These questions cover different cybersecurity areas, including secrets management,

identity & access control, network, and working scenarios. Specifically for the
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system design and architectures, questions in Task 2 contain the area of system

description, system environment, and data. For Task 1, the number of entries in

the custom vulnerability dataset ranged from 1,000 to 36,000, depending on the

PDF as shown in Table 4. The total number of CVEs in the NVD is 231,000.

Table 4: Dataset size by document for Task 1
Document Number of Vulnerabilities

1 2,260
2 14,060
3 35,924
4 7,773
5 29,970
6 10,077
7 1,022
8 1,336
9 2,958
10 4,049

If the ”top n” parameter passed to KeyBERT is increased, then there is an

increase in returned keywords which means an increase in results from the NVD

based on those additional searches. The issue with that is increasing that number

could be less relevant results.
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Table 5: Example questions for Task 1 using custom vulnerability dataset
Model Area Questions

Task 1 Secrets management ‘How can shared private keys used for au-
thentication be exposed?’

Task 1 Identity & access con-
trol

‘What are some concerns related to open
source authentication methods?’

Task 1 Network ‘Other than a hash function and times-
tamp, what can be used to avoid a replay
attack?’

Task 1 Network ‘What vulnerabilities exist related to Mod-
bus/TCP?’

Task 1 Network ‘What types of attacks are most com-
mon when targeting Modbus communica-
tion and what best practices could help
minimize risk?’

Task 1 Scenario ‘What types of vulnerabilities are associ-
ated with vehicle to infrastructure commu-
nication?’

Table 6: Example questions for Task 2 using reference documents
Model Area Questions

Task 2 System description ‘Summarize what is being done’
Task 2 System description ‘What components are involved in the de-

sign?’
Task 2 System environment ‘How is the encrypted connection estab-

lished?’
Task 2 System description ‘What concerns are there based on the at-

tack surface?’
Task 2 System description ‘How is the the custom Modbus TCP/IP

protocol stack implemented?’
Task 2 Data ‘How is data secured during transmission?’

4.1 Evaluation

Human evaluation was usually adopted for evaluating large language models

(LLMs). Through human evaluation, various aspects of the model’s responses,

such as accuracy, coherence, relevance, and fluency are assessed by individuals
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independently. The method of human evaluation is essential in determining how

well the model can meet user expectations and needs. The output of human eval-

uation can provide feedback for further development and refinement of LLM. In

this study, human evaluation was adopted to analyze these initial results.

To evaluate the performance of the proposed framework of LLM-based threat

modeling in Task 1, results are compared between the base LLM with and without

Retrieval Augmented Generation (RAG). Due to the page limits, three questions &

answers are coded and compared in Table 7. The responses shown in Table 7 where

the ”Document-Question Pair” column is ”D1-Q1” were returned for question Q1,

’Other than a hash function and timestamp, what can be used to avoid a replay

attack’. This question aims to check that the selected mitigation strategy actually

addresses the threat of a replay attack and to provide additional options that may

not have been considered. This can be especially useful for situations where either

the product security engineer or the development team may not be experienced

or may not have had much exposure to certain types of threats. Regarding the

input document associated with this question, the keywords from each PDF were

extracted. During the evaluation, the input document has been manually read.

23



Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D1-Q1. Other

than a hash

function and

timestamp,

what can be

used to avoid a

replay attack?

Without

RAG

?/n/nI’m looking for a way to pre-

vent replay attacks in my system.

I have already implemented a hash

function and a timestamp to ensure

the message is not tampered with

and is fresh. However, I want to

know if ... mind:/n/n1. Nonce: Use

a nonce (number used once) in the

message. This would ensure that the

message can only be processed once,

... /n8. Secure channel: Estab-

lish a secure communication chan-

nel, such as SSL/TLS, to protect the

message from interception and tam-

pering./n/nAre there any other mea-

sures that can be taken to prevent

replay attacks? Are there any draw-

backs or limitations to the above so-

lutions?/n/nAnswer:/n/nReplay at-

tacks can be prevented using various

techniques, including those ...

using

nonce,

se-

quence

num-

ber,

random

token,

digital

signa-

ture,

encryp-

tion,

in-

tegrity

check ...
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D1-Q1. Other

than a hash

function and

timestamp,

what can be

used to avoid a

replay attack?

With

RAG

A challenge-response system can be

used to avoid a replay attack. In such

a system, the server sends a random

challenge to the client along with

each request, and the client must re-

spond with a valid response before

the request is processed. This makes

it difficult for an attacker to replay

a previous request, as they would

need to know the challenge and re-

sponse used in the original request.

Additionally, using a sliding window

of challenges can help prevent replay

attacks over a long period of time.

challenge-

response

system.

Sever

sends

random

chal-

lenge.
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D1-Q2. How

can shared

private keys

used for au-

thentication be

exposed?

Without

RAG

to the public?/n/nIḿ studying for

a security certification and I came

across this question:/n/n”How can

shared private keys used for au-

thentication be exposed to the pub-

lic?”/n/nI understand that shared

private keys are not supposed to be

exposed to the public, as they are

sensitive information that should be

kept confidential. However, Iḿ hav-

ing trouble ... /n5. Insider threats:

An authorized user with access to the

shared private key may intentionally

or ... /n5. Legal liability: Depending

on the specific laws and regulations

applicable to the organization, expo-

sure of shared private keys may lead

to legal liability and financial penal-

ties./n/nTo mitigate these risks, or-

ganizations

unsecured

storage,

network

breaches,

mal-

ware

attacks,

social

engi-

neering,

insider

threats
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D1-Q2. How

can shared

private keys

used for au-

thentication be

exposed?

With

RAG

Shared private keys used for authen-

tication can be exposed through var-

ious means, including man-in-the-

middle attacks, spoofing vulnerabil-

ities, and unintentional sharing of

screen contents. Additionally, un-

secured storage of private keys and

passwords can also lead to exposure.

It is important to implement strong

security measures, such as encryp-

tion and access controls, to protect

against these types of threats.

man-

in-the

middle

attack,

spoof-

ing

vulner-

abil-

ities,

unin-

ten-

tional

shar-

ing of

screen

con-

tends,

unse-

cured

storage
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D1-Q3. What

are some con-

cerns related

to open source

authentication

methods?

Without

RAG

?/n/nOpen-source authentication

methods, such as OAuth and

OpenID Connect, have gained pop-

ularity in recent years due to their

flexibility and ease of use. However,

there are also some concerns related

to their adoption:/n/n1. Security

risks: As with any software, there

is a risk of security vulnerabilities

in the code that could be exploited

by attackers. This is .../n10. Lack

of transparency: It can be difficult

to understand how open-source

authentication methods handle user

data and authentication... ensure

successful implementation and

ongoing maintenance.

security

risks,

lack of

sup-

port,

com-

pati-

bility

issues,

limited

scala-

bility,

... long-

term

mainte-

nance
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D1-Q3. What

are some con-

cerns related

to open source

authentication

methods?

With

RAG

Based on the provided informa-

tion, there are several concerns re-

lated to open source authentication

methods, including:/n/n Vulnerabil-

ities in specific versions of Mahara,

One-Time Passwords In Everything

(OPIE), and mod auth shadow that

can be exploited by remote attackers

to gain unauthorized access to sys-

tems or services./n The potential for

attackers to determine the existence

of user accounts using OPIE and the

possibility of bypassing security re-

strictions using mod auth shadow./n

The need for proper restriction of

excessive authentication attempts to

prevent legitimate users from being

locked out of systems or services due

to continuous unauthorized login at-

tempts.

security

risks,

lack of

sup-

port,

com-

pati-

bility

issues,

limited

scala-

bility,

... long-

term

mainte-

nance
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D2-Q1. What

are some con-

cerns related

to open source

authentication

methods?

Without

RAG

communication?/n/nModbus is a

widely used protocol for remote

monitoring and control of indus-

trial equipment. Modbus/TCP is

an extension of the Modbus protocol

that uses TCP/IP for communica-

tion over Ethernet networks. While

Modbus/TCP offers many benefits,

it also presents some security risks.

Here are some common vulnerabili-

ties related to Modbus/TCP commu-

nication:/n/n1. Unauthorized Ac-

cess: Modbus/TCP devices often use

default or weak passwords, which can

be easily guessed by attackers. This

allows unauthorized access to the

device and potentially sensitive in-

formation./n2. Buffer Overflow At-

tacks: .../n10. Integrity Checks:

Modbus/TCP devices may not per-

form integrity

unauth-

orized

access,

buffer

over-

flow

attacks,

com-

mand

injec-

tion, ...

, out-

dated

firmware,

weak

pass-

ward

recov-

ery

...
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D2-Q1. What

are some con-

cerns related

to open source

authentication

methods?

With

RAG

/n/nThere are several vulnerabilities

related to Modbus/TCP that have

been identified and documented.

These include:/n/n* CWE-754: Im-

proper Check for Unusual or Ex-

ceptional Conditions, which could

cause denial of service of the con-

troller when communicating over the

Modbus TCP protocol./n* CWE-

191: Integer Underflow (Wrap or

Wraparound), which could cause a

denial of service of the controller due

... consult the relevant documenta-

tion and security advisories for more

information on these vulnerabilities

and how to address them.

CWE-

754,

CWE-

191, an

unau-

tho-

rized

user

sending

mal-

formed

mes-

sage,
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D2-Q2. What

concerns are

there when

using OpenPLC

and ScadaBR?

Without

RAG

?/n/nOpenPLC and ScadaBR are

open-source software solutions for

building automation and control sys-

tems. While they offer many ben-

efits, there are also some concerns

that should be considered when us-

ing these tools:/n/n1. Security: As

with any networked system, secu-

rity is a major concern when using

OpenPLC and ScadaBR. The soft-

ware must be properly configured

.../n9. Integration with existing sys-

tems: If you already have an ex-

isting building automation system,

integrating OpenPLC or ScadaBR

with it may be challenging. It’s im-

portant to evaluate the potential im-

pact on your existing system before

making any changes./n

security,

inter-

oper-

ability,

com-

pati-

bility,

scala-

bility,

training

and

sup-

port,

cus-

tomiza-

tion

...
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D2-Q2. What

concerns are

there when

using OpenPLC

and ScadaBR?

With

RAG

There are several concerns when us-

ing OpenPLC and ScadaBR. Firstly,

there is a buffer overflow vulnerabil-

ity in the OpenPLC controller that

can cause a runtime crash of the

PLC or have unspecified other im-

pact. Additionally, there is a vulner-

ability in SIMATIC ET 200SP Open

Controller ... resulting in a denial-

of-service condition on the network

stack. These vulnerabilities could

be exploited by an attacker with no

privileges and no user interaction,

potentially leading to a compromise

of the network connectivity.

buffer

over-

flow

vulner-

ability,

runtime

crash,

SIMATIC

ET

200SP

Open

Con-

troller

...

denial-

of-

service

(DoS)
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Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D2-Q3. What

types of attacks

are most com-

mon when tar-

geting Modbus

communication

and what best

practices could

help minimize

risk?

Without

RAG

?/nModbus is a widely used commu-

nication protocol in industrial con-

trol systems (ICS) that operates over

RS-232 or RS-485 serial connections.

It is commonly used for remote

monitoring and control of equip-

ment .../nTypes of Attacks on Mod-

bus Communication:/n1. Eaves-

dropping: An attacker can inter-

cept and monitor Modbus traffic to

gain unauthorized ... /n6. Mal-

ware: An attacker can install mal-

ware on the Modbus device to steal

sensitive information, disrupt opera-

tions, or gain unauthorized access to

the system./nBest Practices to Mini-

mize Risks:/n1. Secure Communica-

tion Channels: ... /n4. Firewalls and

Access Control Lists (ACLs): Imple-

ment firewalls and ACLs to restrict

access ... damage that an attacker

attacks

on

modbus

com-

muni-

cation:

eaves-

drop-

ping,

replay

attacks,

man-

in-the-

middle

attacks,

denial

of ser-

vice

(DoS)

attacks,

...

34



Table 7: Example LLM response with and without RAG

Document-

Question Pair

Response

Type

Response Codes

D2-Q3. What

types of attacks

are most com-

mon when tar-

geting Modbus

communication

and what best

practices could

help minimize

risk?

With

RAG

Based on the given text, the most

common attacks targeting Modbus

communication include spoofing or

replay attacks, brute-force attacks,

and DoS attacks. To minimize

risk, best practices such as validating

devices before establishing Modbus

communications, using secure proto-

cols and encryption, and implement-

ing access controls and firewalls can

help protect against these types of

attacks

attacks

on

modbus

com-

muni-

cation:

spoof-

ing or

replay

attacks

... De-

fense:

validat-

ing ...

For D1-Q1, acceptable answers could include the use of encryption, sliding

window, or Nonce, so both responses without RAG and with RAG contained

correct answers. Part of the answer in the response without RAG was not entirely

correct in that digital signatures, by themselves, cannot prevent a replay attack

because a signed message can be captured and resent [34]
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For D1-Q2, acceptable answers could include unsecured storage, which is men-

tioned in both responses. The response without RAG also includes details on the

potential consequences of exposing shared private keys, which isn’t directly part

of the question and not included in the RAG response.

For D1-Q3, acceptable answers could be general concerns related to the use

of open-source software, such as lack of support, lack of thorough testing/review,

and limited scalability. The response without RAG covers this, but the response

with RAG seemed to be referencing something that was not relevant. It’s true

that proper restriction of excessive authentication attempts is a good practice,

but Mahara, and mod auth shadow are not relevant for this question. To try to

understand why those ended up in the response, the vectorstore.similarity search

was examined, which would give a good general idea for what documents were

being referenced for this question. The italicized text below is the output of

vectorstore.similarity search for the question ”What are some concerns related to

open source authentication methods”:

[Document(page content=”Mahara 15.04 before 15.04.8 and 15.10 before 15.10.4

and 16.04 before 16.04.2 are vulnerable to some authentication methods which

do not use Mahara’s built-in login form still allowing users to log in even if

their institution was expired or suspended.”, metadata=’pdf.keyword’: ’ev’), Doc-

ument(page content=’One-Time Passwords In Everything (a.k.a OPIE) 2.32 and

2.4 allows remote attackers to determine the existence of user accounts by printing

random passphrases if the user account does not exist and static passphrases if the

user account does exist.’, metadata=’pdf.keyword’: ’ev’), Document(page content

=’The mod auth shadow module 1.0 through 1.5 and 2.0 for Apache with AuthShadow

enabled uses shadow authentication for all locations that use the require group di-

36



rective even when other authentication mechanisms are specified which might allow

remote authenticated users to bypass security restrictions.’, metadata=’pdf.keyword’:

’ev’)]

From this output, it can be seen that the vulnerabilities referenced are based on

the ’ev’ keyword. This keyword is actually meant to refer to Electric Vehicles (EV)

instead of other words that contain the pattern ’ev’ such as ’even’ and ’everything’.

The NVD API keyword search is case-insensitive, so excluding acronyms in the

future may produce more accurate results.

Task 2, focused on querying multiple documents for information, was evaluated

by reviewing the accuracy of the responses. The values in Table 8 are example

responses that include the output of vectorstore.similarity search to show what

portions of the document are being referenced. Running a similarity search with

the question helps avoid evaluating the results in a black box, instead highlighting

the portion of the document that is being referenced.
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Table 8: Example responses for Task 2

Document-

Question

Pair

Vectorstore

similarity search

Response Accurate

D1-Q1.

How is the

encrypted

connection

established?

[Document(page content

=”trust. The methods

for establishing an

encrypted connection

/nbetween an Aggre-

gator and an EV are

provided below. /n1. A

message seeking electric-

ity from EVs is signed

using /nan Aggregator’s

private key and its

certificate. /n2. A

neighboring EV receives

the message and verifies

... /nthanks to the

project’s hardware and

software design: User

/nsecure identification;

Temperature; Battery

state- of-charge;”)]

Based on the provided con-

text, the encrypted connec-

tion between an Aggrega-

tor and an EV is estab-

lished using the following

steps:/n/n1. The Aggrega-

tor signs a message .../n3.

When an EV decides to sell

electricity to an Aggregator,

it uses the Diffie-Hellman

key exchange to establish

... /nTherefore, the an-

swer to the question is: The

encrypted connection is es-

tablished using the Diffie-

Hellman key exchange and

shared private keys for data

encryption and decryption

in successive connections.

Yes
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Table 8: Example responses for Task 2

Document-

Question

Pair

Vectorstore

similarity search

Response Accurate

D1-Q2.

How are re-

play attacks

avoided?

[Document(page content

=’shared key using the

Diffie-Hellman method,

and then /encrypts and

decrypts data using

the keyed, symmetric

block /cypher Blowfish.

... A hash function

and a timestamp /are

used to avoid a replay

attack on the EV ...

/It handles new and

unique issues, such as

latency, which is /criti-

cal for secured wireless

communications with

fast-moving’)]

To avoid replay attacks, the

system uses a hash function

and a timestamp when the

EV transmits the required

data to the Power Aggre-

gator. The hash function

takes the EV’s unique identi-

fier, the IDE, and the times-

tamp as input and produces

a fixed-size hash value. This

hash value is sent along with

the other data to the Power

Aggregator... Power Aggre-

gator can verify the digi-

tal signature using the same

shared secret key, and if it

matches, it knows that the

data has not been tampered

with and that the replay at-

tack has been avoided.

Yes
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Table 8: Example responses for Task 2

Document-

Question

Pair

Vectorstore

similarity search

Response Accurate

D1-Q3.

How is the

secret key

protected?

[Document(page content

=”method to generate

a shared secret that is

accessible by /nboth

parties. /n4. Now,

the Aggregator and EV

... will utilize /ntheir

secret key. /n5. The EV

transmits the required

data to the Power /nAg-

gregator, including the

EV’s unique identifier,

the /nIDE, and a times-

tamp. A hash function

and a timestamp /nare

used to avoid a replay

attack on the EV...

using the Diffie-Hellman

method, ...’)]

Based on the provided con-

text, the secret key used

for encrypting and decrypt-

ing messages between the

Aggregator and the Electric

Vehicle (EV) is protected

as follows:/n/n1. The se-

cret key is generated using

a hash function, which takes

the EV’s unique ... The

Aggregator and EV use the

shared secret key to encrypt

and decrypt messages, but

they do not store the key in

plaintext ... protected us-

ing a combination of crypto-

graphic hash functions, one-

way functions, and secure

storage ...

Yes
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4.2 Analysis

4.2.1 Observations made for Task 1

Task 1 has been evaluated by comparing results from the base LLM with and with-

out Retrieval Augmented Generation (RAG). The result highlights the differences

in the output performance and characteristics. The RAG-enhanced LLM pro-

duced responses that were not only more concise, averaging 74 words compared

to the 253 words for the base LLM, but also more precise, often incorporating

specific and relevant details from the custom dataset. The base LLM generates

lengthier content with irrelevant or hallucinations.

In this pilot study, with the limited sample size (10 pdf inputs) used, one hallu-

cination was seen for RAG LLM responses. Existing studies with larger datasets

have shown RAG LLMs return fewer hallucinations than LLMs without RAG.

Moreover, to evaluate hallucinations, besides human evaluation, companies like

Vectara are working on ways to evaluate hallucinations in RAG LLMs; Vectara

has open-sourced their Hallucination Evaluation Model (HEM) for this use case

[36]. These findings suggest that RAG LLM offers a more accurate and contex-

tually relevant approach for threat modeling tasks. The comparison details are

summarized as follows.

• RAG responses were more concise and, at times, included descriptions of rel-

evant vulnerabilities from the private database generated using the custom

dataset

• RAG responses sometimes lost some of the detail included in LLM without

RAG responses
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• LLM without RAG tended to be lengthier and included hallucinations; the

average RAG response included 74 words vs an average of 253 words for

responses not using RAG

4.2.2 Observations made for Task 2

In the evaluation of Task 2, the analysis focused on response accuracy. This

study revealed that query response times ranged from 25 to 50 seconds. This

variation in response time can be affected by several factors, including the way

of storing data and the specific configurations of the Pinecone database for these

tasks. Additionally, the network connection between Google CoLab and Pinecone

might play a critical role in these observed time frames. Further investigation is

needed to identify acceptable response times and understand what is contributing

to these longer-than-desired times.

Regarding the accuracy of the model’s content, the overall results are posi-

tive. When the RAG LLM model was tasked with summarizing the system design

and architecture components in a query, it usually returned accurate and relevant

responses. Based on this observation in this study, the RAG LLM model shows

capability in handling threat modeling-related queries effectively. More interest-

ingly, the RAG LLM model shows the capability of the ”awareness of honesty”

in instances where questions were not supported by sufficient information in the

input documentation. An example of this can be seen in Table 9, as

Based on the provided context, I don’t know the answer to your ques-

tion. The passage does not provide any information about ...

In this instance, the model communicated its inability to provide an accurate
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response that it did not know and attempted to explain the reason behind this

limitation.
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Table 9: Example response for Task 2 when insufficient

information provided

Document-Question

Pair

Vectorstore

similarity search

Response

How is the custom

Modbus TCP/IP

protocol stack

implemented?

[Document(page content

=’have now evolved to

function using routable

protocols that/nuse

Ethernet, e.g., TCP/IP

and UDP/IP. Modbus

TCP is one/nof the

oldest industrial net-

work protocols. Many

industrial/nprocesses

use the Modbus TCP

protocol for communi-

cation/namong devices

... These advancements,

however,/ncome with

a price. , ... system

testbed to validate

critical infrastructure

protection’)]]

Based on the provided con-

text, I don’t know the

answer to your question.

The passage does not pro-

vide any information about

how the custom Modbus

TCP/IP protocol stack is

implemented. The authors

of the passage seem to be fo-

cused on the use of Modbus

TCP in industrial processes

and the challenges of simu-

lating Modbus communica-

tion in Simulink, rather than

detailing the implementa-

tion of the custom protocol

stack. Therefore, I cannot

provide an answer to your

question.
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4.3 Limitations

Large language models can provide many benefits when it comes to making the

process of threat modeling easier, but they also have weaknesses that could affect

the quality of their output.

One significant area that is concerning is related to biases that can arise from

their training datasets. Research has been done comparing models that have

significant guardrails, such as the OpenAI GPT models vs open source models

without guardrails [37]. Findings indicate that those without guardrails can be

more easily biased towards less common viewpoints when given prompts inten-

tionally designed to influence that way.

Another area of concern is hallucinations, incorrect responses generated by

LLMs that can be due to biased datasets, lack of real-world knowledge, or proper

understanding of input. Research to decrease the frequency of hallucinated re-

sponses is actively being pursued, with one approach being to use guided iterative

prompting [38]. There are situations where hallucinations can be useful, such as

for creating an agent for testing, but to avoid missing critical tests, this use case

should still be augmented with expert review [39].

Because of the sensitive nature of the documentation and the potential to iden-

tify weaknesses in products, the privacy of any shared information is required. Us-

ing LLMs for threat models built across teams can result in privacy risk stemming

from membership inference and training data extraction [40].

A significant barrier to scaling LLMs is the cost and time to train [41]. This

originally meant access to models was limited to large companies and research

labs but recent efforts such as the release of the Llama 2 collection of models and

the integration available with cloud platforms have been made that allow training
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and deploying LLms to be more accessible.

5 Future Work

Further explorations can be considered for enhancing the effectiveness and appli-

cability of this RAG LLM solution for threat modeling. The technique challenges

are rooted in investigating how to improve the query response accuracy and time.

Additionally, future work also needs to enable the interface to handle a variety

of tasks and to improve the user experience. Another critical area involves in-

vestigating different models for extracting keywords from PDFs for constructing

the customer vulnerability database to ensure the most accurate and relevant

information is obtained.

6 Conclusion

This study is a pilot study to investigate large language model-assisted threat

modeling. Based on our best knowledge, this study is the first solution of threat

modeling by leveraging the power of a large language model. This approach

extracts the domain knowledge of given PDF documents by constructing a cus-

tomized vulnerability dataset for each single input. The insights gained from

comparing base LLMs with the RAG LLMs, alongside the findings on response

times and model accuracy reveal the potential of using LLMs for supporting threat

modeling tasks.
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