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ABSTRACT

COMPACT FIELD PROGRAMMABLE GATE ARRAY BASED RING
OSCILLATOR PHYSICAL UNCLONABLE FUNCTIONS CIRCUITS

by

Yangpingging Hu

The University of Wisconsin-Milwaukee, 2022
Under the Supervision of Professor Weizhong Wang

The Physical Unclonable Functions (PUFs) is a candidate to provide a secure solid root source
for identification and authentication applications. It is precious for FPGA-based systems, as FPGA
designs are vulnerable to IP thefts and cloning. Ideally, the PUFs should have strong random
variations from one chip to another, and thus each PUF is unique and hard to replicate. Also, the
PUFs should be stable over time so that the same challenge bits always yield the same result.
Correspondingly, one of the major challenges for FPGA-based PUFs is the difficulty of avoiding
systematic bias in the integrated circuits but also pulling out consistent characteristics as the PUF
at the same time. This thesis discusses several compact PUF structures relying on programmable
delay lines (PDLs) and our novel intertwined programmable delays (IPD). We explore the strategy
to extract the genuinely random PUF from these structures by minimizing the systematic biases.
Yet, our methods still maintain very high reliability. Furthermore, our proposed designs,
especially the TERO-based PUFs, show promising resilience to machine learning (ML) attacks.
We also suggest the bit-bias metric to estimate PUF’s complexity quickly.

Index Terms—Field Programmable Gate Array, Physical Unclonable Features, Identification

and Authentications, Secure root sources, Hardware security.
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CHAPTER 1. INTRODUCTION

A. Cybersecurity challenges FPGAs

A field-programmable gate array (FPGA) is a semiconductor device that can be programmed
after manufacture to perform a specific application design [31]. NASDAQ OMX Corporate
Solutions anticipated that the global FPGA market size would reach USD 18.8 billion by 2027,
registering a compound annual growth rate of 9.7% over the forecast period. The increased
adoption of FPGA across multi industries, such as networking, data center, electrical vehicles
(EV), and the Internet of Things (IoT), is projected to drive the industry growth over the forecast
period [33].

As one important application of FPGA, IoT gets involved in many critical infrastructures, like
the intelligent power grid and transportation systems, which connect many IoT devices [32].
Therefore, there is an increasing demand for identifying these FPGA devices and blocking
malicious identities. FPGA hardware security is the root of trust. Like the malware that corrupts
the boot-up sequence, some attacks cannot be detected by software-level countermeasures [24].

Hardware Trojan (HT) is an instance of a hardware-level threat. HT is defined as a malicious,
intentional modification of a circuit design that results in undesired behavior when the circuit is
deployed [24]. An attacker could inject HT into the device, making affected devices vulnerable
and sensitive information leakage.

In the highly globalized semiconductor industry, many profits attract attackers. FPGAs have
grown more complex, and the intellectual property (IP) 's value has grown commensurately. Along
with this trend, IP piracy has become a threat to IP vendors. SRAM FGPA is the most popular

FPGA due to its advantages, such as its higher performance, greater logic density, and improved



power efficiency. Examples for SRAM FGPA include Xilinx 7-Series and Intel Stratix-5. SRAM
FPGA requires external nonvolatile memory for the FPGA application program, i.e., bitstreams.
The transmission of the program from the nonvolatile external memory to the SRAM FPGA may
expose the programming to a potential adversary [31]. Besides, unauthorized copy, theft, and
reverse-engineering are other threats to SRAM FPGAs when the bitstream is transmitted from

non-volatile storage into the FPGA [34].

B. Countermeasure to the threat.
In earlier days, several methods could be used for protecting bitstreams. One was loading the

bitstreams at a secure location. Another solution was to use external memory with a unique
identifier. In modern times, FPGA vendors have implemented software, IP cores, etc., to deal with
the security threat.

Physical unclonable function (PUF) is among these methods. PUF acts as a device-specific
identifier and can be used for FPGA security [31]. PUFs are innovative circuit primitives that
extract secrets from the physical characteristics of integrated circuits (ICs) [10]. The secrets come
from the random variation during the manufacturing process. Millions of electronic components
are fabricated on the die inside an IC, and modern technology has very high precision when
fabricating those components. When an IC is being manufactured, these random variations will
present unique characteristics. Because of the randomness and uniqueness, it is practically
impossible to replicate the same feature on another die. This feature has become a fingerprint for
IC. PUF is considered a hardware attestation approach.

One approach of using PUF is single-chip crypto (SCC). With the help of isolation design flow,
the whole FPGA design is isolated into several regions. They can be programmed at different
times. Some encryption step is done for programming the boot loader as the 1% region into FPGA.

Then PUF could be used as the identifier for the secondary encryption key for programming the



rest regions [31]. In [25], an SCC processor architecture called Aegis, equipped with PUF, was
introduced.

PUFs have been demonstrated in FPGA fabric (“‘soft PUF’’) as well as in dedicated logic
(‘“‘hard PUF’’). Microsemi’s SmartFusion2 includes a hard PUF [31]. This PUF resides in a
dedicated SRAM. The random start-up behavior of a 16 Kbit 2 KB SRAM block is used to
determine a static secret unique to each device [37].

Xilinx’s high-end MPSoC (Multiprocessor System on Chip) Zynq UltraScale+ has a built-in
PUF (Figure 1-1). It can generate a cryptographically strong, device-unique encryption key that
can be used in combination with the built-in advanced encryption standard (AES) cryptographic
core. This key cannot be read by a user, allowing for a heightened level of key security. When a
Zynq UltraScale+ device is provisioned, the PUF’s device-unique encryption key encrypts and
decrypts user data [21]. Xilinx has not revealed the detailed structure of the PUF, and it is

unknown whether a soft PUF or a hard PUF is used.
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Figure 1-1 Xilinx Zynqg UltraScale+ encrypting and decrypting the device key using PUF [21].

Academic research has been more focused on the design of soft PUF, and hardware resources
like SRAM, LUT, and flip-flops have been investigated for use by PUFs. The most fundamental
challenge for all PUFs is that they must exhibit extreme sensitivity to manufacturing variations, yet
they must be deterministic to provide a consistent query response. Therefore, the ideal PUF
structures should be free of systematic bias to maximize the entropy due to manufacturing
variations among different chips. In the meantime, the desired consistency in the outcomes under
various operation conditions mandates that the ideal PUF design should have a mechanism to
extract the deterministic hardware variations and suppress temporal random noise in the

measurement system.

C. Contributions of This Work and Thesis Outline

The novelty of this work and our main contributions are as follows,

First, this work investigates systematic biases among PDLs inside a LUT structure (Xilinx
Artix-7 LUT6). Our experimental results show a significant systematic bias between the two
LUTSs in each LUT6. We also found systematic bias among the PDLs within each LUTS.

Second, a novel intertwined programmable delay (IPD) structure is proposed to mitigate the bias
found in Xilinx LUTs. Our novel IPD consists of intertwined paths, whose delays are
programmable to challenges. A modified 2-pass scheme is proposed to mitigate the biases in the
structure of the Xilinx LUT6. The new 2-pass scheme consists of two phases in each pass. The
IPD-RO was configured using a challenge that appeared in two phases. Our modified 2-pass
scheme significantly reduced the deterministic bias in the LUTS layout.

Third, PDLs and IPDs are considered as the elements of TERO-PUF for the first time. PUFs are
successfully extracted from the subtle differences in PDLs and IPDs, making our TERO-PUFs

even more compact. Furthermore, they are proven strong candidates for PUFs resilient to ML



attacks.

Lastly, we propose a novel metric, bit-bias, to quickly evaluate PUF’s complexity to ML attacks.
Instead of spending a long time training the model and running tests, one can develop a fast and
straightforward evaluation to estimate PUF’s resilience with the bit-bias metric. Our results show
the correlation between bit-bias and NN successful attack rate.

The outline of this thesis is as follows.

Chapter 2 preliminarily introduces the technical background of this thesis. It firstly reviews the
development of PUFs and the characteristics of a few PUF designs. Then, this thesis explains
canonical characterization metrics frequently used for PUFs for ease of discussion. This chapter
presents the PUF implementation and test suite, a Xilinx-based hardware and software
development environment.

Chapter 3 investigates the biases in LUTs and PDLs. First, the layouts of LUTs in Intel and
Xilinx FPGAs are reviewed. Then, I experimentally investigate and present the biases in Xilinx
Artix-7 FPGA LUT6s. This experimental investigation is one of the major contributions. At last,
chapter 3 proposes a delay model for the investigated LUT6.

Chapter 4, based on the investigation results and the derived delay model, proposes the novel
IPD-RO-PUF. The mitigation of biases is demonstrated, and the PUF is characterized in several
ways, including canonical metrics, NIST randomness test suite, entropy, etc.

Chapter 5 discusses the potential of achieving higher reliability in the IPD-RO-PUF with the
analysis of the analog measurements of PUFs. Two approaches are exhibited, including using a
reference RO and filtering CRPs with margins.

Chapter 6 presents novel TERO-PUFs based on PDLs and IPDs. The potential of PDLs is

explored in TEROs, and the biases impacts on TEROs are revealed and analyzed.



Chapter 7 applies the machine learning attacks on the discussed PUFs. The impact of our found
systematic biases on NN attacks predictions mainly attracts me. To study this impact, we will
consider entropy corresponding to input probabilities and propose a novel metric, bit-bias, to link
the biases in PUF to the NN attack prediction.

Chapter 8 presents an application for the compact PUF. In this application, an IPD-RO-PUF
replaces the ICAP in Xilinx Artix-7 FPGA and successfully authenticates the reconfiguration of
the FPGA.

In the end, Chapter 9 concludes this thesis and discusses the future of our work.



CHAPTER 2. PRELIMINARIES

A. The development of delay-based PUFs
Gassend introduced PUF in 2002 for the first time [40]. For a clear understanding of what PUF

1s, Gassend made several definitions for PUF.

Definition 1: A PUF is a function that maps challenges to responses that is embodied by a
physical device.

Definition 2: A PUF is said to be controlled if it can only be accessed via an algorithm that is
physically linked to the PUF in an inseparable way (i.e., any attempt to circumvent the
algorithm will lead to the destruction of the PUF). In particular, this algorithm can restrict the
challenges presented to the PUF and limit the information about responses given to the outside
world.

Definition 3: A type of PUF is said to be Manufacturer Resistant if it is technically
impossible to produce two identical PUFs of this type given only a polynomial amount of
resources.

Many later works followed these definitions. Almost all PUFs try to discover an excellent way to
exploit the silicon variation, and this variation would give a random mapping from challenges to
responses. Many sources, roughly classified into memory-based and delay-based, have been
exploited to provide such variation [49].

As an instance of the memory-based PUFs, SRAM PUFs, proposed by Guajardo in 2007, extract
the initial voltage level in SRAMs [44]. Another example is DRAM-based PUF by Tehranipoor in
2017 [58].

The other type, delay-based PUFs, usually extract the variations in the propagation delays of

transistors. Elaborated circuits could exploit delay variation in silicon and provide randomness.



These variations are different from circuit to circuit, and factors like process temperature and
pressure during manufacturing are instances causing these variations. This thesis will focus on the
study of propagation delay-based PUFs.

1) Arbiter PUF (APUF)
[10] illustrated the concept of arbiter PUF. An arbiter PUF essentially includes a group of

delay circuits and an arbiter. There are two competing propagation delay circuits. Delay
elements connected to inputs would decide how the propagation delay circuits are. At a time,
challenges would set for the propagation delay circuits. The two delay circuits are excited
simultaneously. And the signals would propagate to the arbiter. The arbiter determines which
delay has faster propagation, thus giving the 1-bit outcome based on the result of the
competition. Each of these groups of delay circuits should be implemented, ensuring that the
nominal delay is the same. The randomness in the nominal delays gives the randomness of the
competition. The number of delay elements determines the size of CRPs.

[42] experimented arbiter PUF with 64 stages. The delay element is based on MUX and
arbiter-based latch in this work. Several works proposed some improvement over the traditional
arbiter PUF. In [42], a feed-forward arbiter PUF was presented, increasing the inter-chip
variation.

2) RO PUF

a) Original RO PUF
Suh discussed RO PUF for the first time in 2007 [10], also called RO bank PUF. Figure 2-1

shows the structure of the traditional RO PUF. There are plenty of identically laid out physical
ROs implemented on the hardware. A pair of competing ROs are selected at a time by the
challenge. The two competing ROs are triggered at the same time. The outcome of the competition
determines the 1-bit outcome as the outcome of the PUF.

In [7], Maiti suggested that his tested RO PUF has better performance in uniqueness and



uniformity than APUF. The uniqueness for APUF was reported only 7.20%, while the tested RO
PUF is reported 47.24%. A possible reason for this vast deviation is the difficulty in ensuring
routing symmetry in an APUF [45].

One big drawback of this design is that there should be a large number of physical ROs
implemented on hardware. The entropy of the RO bank PUF is n*(n-1)/2, where n is the number of
ROs. To achieve high entropy, the traditional RO PUF needs to consume many hardware
resources.

A good example of an implemented traditional RO-PUF was proposed by Maiti in 2010 [12].

The authors implement LUTs as inverters, and each physical RO includes five inverters.

U — - s | ¥ counter

Drimept L,

------------------------ ! . —» counter

Figure 2-1 Structure of RO bank PUF [10]



Selection bits for 8 inverters

B (o3 D

||

||

||

-

Inverters inputs

Inverters output

=

||

||

||

-

o o
A O O —— N O —— N O — R O —— A O —— 2 O —— a o —

Figure 2-2 LUT4 used as an inverter.

b) Programmable Delay Line (PDL)
In 2010, Majzoobi proposed PDLs and implemented them in an APUF [57]. Figure 2-3

demonstrates the concept of PDL. First, one needs to initialize the content of the LUT logic values
correctly. Usually, the LSB of LUT inputs is used as the inverter input. So, the LUT logic values
should be initialized in a 2-bit pattern of “01”. Thus the output of LUT is always the inverse of the
input.

LUTs in FPGAs usually have more than one input. While one of the inputs acts as the inverter
input, the other can be used as programmable bits. The use of programmable bits has been studied

in many pieces of literature. Two examples will be reviewed next.
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Figure 2-3 The proposed PDL structure in [57]

C) Habib’s RO PUF using PDLs
Taking advantage of PDLs, Habib proposed a more compact RO PUF in 2013 [2]. This RO PUF

applied PDLs into the traditional RO PUF, and its overall scheme and structure are still very
similar to the traditional RO PUF. While one challenge still selects a pair of ROs at a time, multiple
responses can be generated thanks to PDLs. One or multiple PUF responses come from comparing
all the 8 PDLs configured by the 3-bit input of LUTs. Habib’s RO PUF requires less area than
traditional RO PUF because multiple PUF responses can be achieved from one pair of ROs.
However, there are a few drawbacks to this design. Firstly, this RO PUF cannot always give

multiple responses to one challenge. Only a one-bit response is achieved when all the eight paths
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in one RO are faster than the competing RO. Second, the size of configurable bits, 3-bit, is
relatively small. In 2019, Zhou proposed a programmable delay RO PUF that increased the
number of CRPs [15]. Lastly, Feiten reported the existence of biases of RO implemented on Intel
FPGAs [4]. Although Habib’s work was based on Xilinx Spartan FPGA, systematic biases are also

very likely to present, which is an inevitable characteristic during designing and manufacturing the

FPGA chip.
CLE
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Figure 2-4 RO PUF using PDLs reported by Habib in [2].

d) Feiten’s PDL-RO-PUF
Taking advantage of the abundant resources in LUTs, Feiten proposed the PDL-RO-PUF in

2018 [18]. In his work, the disparity in PDL delays is used as a source of entropy. When
programmable bits are different, the LUT-based inverter uses different PDLs. Alternatively, one
could view it as a LUT that allows selecting inverters. PDL-RO-PUF is solely based on the
intrinsic disparity in PDLs in LUTs. When cascading many more LUTs in one RO, many more

LUT inputs can be used as programmable bits. Feiten’s PDL-RO-PUF is by far the most efficient

12



at hardware usage. However, real field experiments were lacking in their works. [ 18] designate the
biases in PDLs due to the LUT internal structure. However, they did not continue with the real
field experiments. This thesis will fill up this missing work.

The PUF response generation scheme in PDL-RO-PUF is a 2-pass scheme, in which one
physical PDL-RO runs twice sequentially, and the comparison of the two passes gives a 1-bit PUF
response. One problem with the 2-pass scheme is the variation coming from the sampling at two
different times. ROs are very sensitive to the change of system clock, the fluctuation in supplied
voltage, and even ambient temperature. The measurements at two different times inevitably suffer

from those variations. The effect of those variations is in question.
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Figure 2-5 VRO reported by Feiten in [18].

3) TERO-PUF
A very different RO structure, TERO, introduced in 2014 by Bossuet [51], and comprehensively

studied in 2018 by by Marchand [51], utilizes the transient effect of the two branches in a RO. In
conventional ROs, oscillations persist and stay relatively stable. However, the oscillations in

TERO die down in the end. Such a transient effect provides a new perspective to extract the
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unpredictable physical variation in manufacturing. Furthermore, it has been concluded that TERO
is lighter than RO-PUF in the area and power consumption and more robust to electromagnetic

attacks [49]. TERO has been found to be a very strong candidate resistant to modeling attacks.

Branch 1

Init

Tero_out

Init

Figure 2-6 Marchand's TERO PUF [49]

B. PUF characterization metrics
Before discussing our proposed PUFs, it is necessary to define and describe the metrics used to

characterize PUFs. Maiti has summarized canonical PUF characterization metrics in [7], which is
the basis of our characterizations. [7] also defines a 3-dimensional space for PUF, which guides me
to define our data dimension, as shown in Figure 2-7.

First, one can define the challenges-axis. Challenges are the inputs to PUFs, and a PUF should
generate one or multiple responses to a single challenge. Second, the samples-axis is defined that
PUFs are fed with the same challenge, and multiple samples of responses are captured. Last,
numerous PUFs tested with the same challenge define the PUFs-axis. Compared to the original
three-dimensional space [7], I replaced the original device-axis with the PUFs-axis. Many
traditional works implement only one PUF in one device. However, we were able to implement
multiple compact PUFs in one device. Furthermore, there has been more interest in the impacts of
spatial factors on PUFs [56]. Therefore, our PUFs-axis combines two elements, device and

locations.
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Figure 2-7 PUF dimension.

With the help of the three-dimensional space, we can define the capture of a PUF as,
Tspd.c OT Ts,ic

s = repeated measurements;

p = index of location in a device;

d = index of device;

i = index of PUFs;

¢ = challenge/challenge pair.

Frequently, we generally characterize C-bit responses of one PUF. We denote the C-bit response
as,

Rgap 0T R
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1) Uniformity
For any PUF, it should have the same probability of giving a PUF bit as 0 or 1. Otherwise, the

attacker is more likely to be successful by predicting the response with a larger probability. In the
PUF i, the percentage of 1’s out of n PUF bits defines the uniformity, whose ideal value is 50%.

Uniformity is determined along with the “Challenge” axis or the plane of “Challenge-Samples”.

c
1
Uniformity; , = EZ T * 100% (2-1)

c=1

C-bit

pUF ;[

s

/

rz'c

2

Figure 2-8 Uniformity

2) Bit-aliasing
Bit-aliasing is a straightforward way to characterize the randomness in PUFs, whose principle is

demonstrated in Figure 2-9. Bit-aliasing evaluates how likely a group of PUFs generate the same
responses when given the same challenges. Ideally, each PUF response is generated based on its
unique structure or process. In this situation, the PUF responses are uncorrelated. However, due to
biases, PUFs in the same chip or across chips may give the same response to the same challenge.
Depending on the scope of the group of PUFs, we would like to discuss three kinds of bit-aliasing.

First, the following equation defines the overall bit-aliasing, where all the PUFs across D

devices and P positions are all in scope.
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I
Bit — aliasing = Z R; * 100% (2-2)

i=1
Second, inter-device bit-aliasing is calculated based on the following equation. Across D
devices, the PUFs at the same position p is in the scope. Many previous works consider this as the

only bit-aliasing because each of their device has only one PUF.

D
Bit — aliasing? .., = Z Ryq * 100% (2-3)
d=1

Last, we calculate intra-device bit-aliasing in (2-4). In many recent works, there is a growing
interest in the spatial correlation of PUFs [25]. Therefore, it is worthwhile to find the bit-aliasing

within the same device.

across P different locations

P
Bit — aliasing®,,., = Z Ry q * 100% (2-4)
p=1
C-bit
[ l |
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Or,
D PUFs in the same location p (TTTTTITTITIITITrr) R,q

across D different devices _,, .
Or, E
P PUFs in the same device d

[TTTTTTTTTITTITITTIT]

Figure 2-9 Bit-aliasing

3) Uniqueness
In the tests, uniqueness indicates how different a PUF is from another PUF. Hamming distance

(HD) evaluates the uniqueness between the C-bit responses of PUF i and j. HD is calculated for all

possible PUFs pairs selected from / PUFs. Ideally, uniqueness would be 50%.
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-1 I
Uniqueness, = ;Z 2 M* 100% (2-5)
PI(I—1) ¢ C

i=1 j=i+1

As mentioned before, the “PUFs i axis combines the device and locations. To better examine
the correlation in these two aspects, two variants of uniqueness are defined as follows.
a) Inter-device uniqueness: Uniqueness is measured on the PUFs placed on the same location p

of two devices d and d’. The following equation measures inter-device uniqueness.

Uniqueness, = ;DZ_:I ED: HD (RapRary) * 100% (2-6)
! SICESY d=1dr=d+1 n i

b) Intra-device uniqueness: In the same device d, the PUF responses from RO at different
locations p and p’ are considered. The resulted uniqueness is intra-device uniqueness, and this

metric could better determine the possible entropy given by a single device d.

P-1 P
, 2 HD(R;,R,4
Uniqueness*™® = mz Z ( dc',p ) * 100% 2-7)
p=1pr=p+1

C-bit
I

I PUFs
Or,
D PUFs in the same location p

across D different devices i OF Ly g
Or, -
P PUFs 1n the same device d

across P different locations

=

Figure 2-10 Uniqueness
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4) Reliability
Reliability is important as PUF should produce consistent responses whenever the they are given

the same challenge. It indicates how likely a PUF could reproduce the same PUF bit to the same
challenge. Multiple samples are captured on PUF i with the same challenge ¢, and HD is calculated
over all the samples. The ideal value for reliability is 100%.
C-bit
A

f
I |

T Y O 0%
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S samples —
Figure 2-11 Reliability
150 HD(Ryo 1, R
Reliability = (1 — 52 Sg'“ > ) * 100% (2-8)
s=1

5) Correlation
The canonical characterization metrics aforementioned are regarding only one CRP. As pointed

out in [18][56], in addition to canonical metrics such as uniqueness, the correlation in CRPs must
also be investigated to evaluate the guessing complexity of the PUF. The following example can
illustrate the undesirable effect of that. Let m/2 devices have the signature 11110000, and the other
m/2 devices have the signature 00001111. AD would produce optimal values of 50%, while the
signatures are not unique. [47] An attacker can utilize this correlation.

Therefore, a metric called Correlation Sensitive Metric (CSM) was proposed in [47] and applied

in [18] to evaluate their VRO PUF. CSM is described as follows:
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. 1, if R;; = R;
LN LJ Lk 2.
o7k {—1, otherwise (2-9)
1 .
corj ) = EZ coryy (2-10)

C. PUF implementation and test suite

1) Overview
Zedboard, an FPGA development board based on Xilinx Artix-7 FPGA and Zynq

microprocessor, is the hardware. On the software side, the major work is on Xilinx Vivado 2019.1
(Vivado) and Xilinx SDK 2019.1 (XSDK). Vivado is a software suite for synthesizing and
implementing HDL designs, and Vivado has a built-in simulator, which allows function
verification without actual tests. XSDK is the integrated design environment (IDE) for creating
embedded applications on Xilinx's microprocessors. Based on the corresponding board support
package (BSP), application projects on XSDK complete the implementation suite. The FPGA
bitstreams program Zedboard, and the application carries the real field experiment. Data
post-processing, including interpreting raw data, PUF characterization, and data analysis, is based

on Mathworks Matlab.
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Figure 2-12 Implementation and test suite hierarchy

2) HDL design
The design incorporates HDL design and IP-based block diagram design. Figure 2-13(a) shows

the hierarchy of the HDL design project. The two main function blocks are PUF module and its
peripheral circuits, and ILA (Integrated logic analyzer) is used when debugging is needed. Figure
2-13(b) shows the PUF test suite diagram. Basically, we operate the suite by the application
running on Zynq processor. And Zynq communicates with the PUF module through the GPIOs.
BRAMs are the buffers helping Zynq to send the testing challenges to PUFs and receive the raw
measurements from PUFs. PUFs under test, e.g., those listed in Figure 2-13(a), are packaged

inside the PUF entropy source.
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Figure 2-13 (a) Vivado project hierarchy. (b) PUF test suites diagram.

a) Peripheral circuits

Peripheral circuits are block design based on Xilinx IP. The most important parts include Zynq
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processor and BRAM. BRAMs are connected to Zynq by AXI (Advanced eXtensible Interface)
bus. BRAMs are all 32-bit width. In SDK software, control signals would control the enable and
reset inputs to control the reading and writing of BRAM. XADC is the sensor in Xilinx 7-series
FPGA. It is used for monitoring environmental factors like on-chip temperature and voltage.
Further discussion is in CHAPTER 5.

A list of control signals can be found in Table I. InSwitch, InSwitchMode, RepeatCount and
Twidth are configuration signals. After FPGA bitstreams are launched on board, SDK application
controls them. BRAM Reset, InSwitch, and Start cnt are not interfaced to C code. They are only
FPGA register signals, used by both peripheral circuits and PUF modules. The FSM controls these

control signals.

Table | List of control signals in HDL.

Name Width | Function Interface to C code?
BRAM_Reset 1 Reset writing/reading BRAM, FSM | Yes
Module Enable | 1 Controls FSM Yes
InSwitch 1 Switch-bit No
InSwitchMode | 1 Use intertwined structure or not Yes
Twidth 32 Number of clock cycles that RO run | Yes
Start_cnt 32 The current index of running No
Flag ReadDone | 1 Controls FSM Yes

b) PUF module
Several PUF entropy sources are tested in this project, including LUT PDLs investigation

structure (Chapter 3), investigative PDL-RO, IPD-RO (Chapter 4), PDL-TERO, and IPD-TERO
(Chapter 5).

PUF entropy source is realized mainly using Verilog and some Xilinx built-in IP. LUT6 and
LUTS are instantiated using hard macro. The use of LUT inputs is carefully handled with the help
of Xilinx 7-series documentation [16]. In most cases, LUTs are implemented as inverters, so their

logic values are initialized as (5555 5555 5555 5555)16. In this case, as shown in Figure 2-2, when
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the selection bit of a MUX is 1, the output of LUT would be 0; and when the selection bit is 0, the

output is 1. An example Verilog code instantiating LUT6 as the inverter can be found below.

1. (* dont touch = "true" *) LUT6
#(.INIT(64'b01010101010101010101010101010101010101010101010101010101010
10101)) ULl (

2. -IO( [(11),

3. 1 (CHL[2* (1-0)+01]),

4., 2(CHL[2* (1-0)+11]),

5. (CHL[Z*(l 0)+21),

6. I4(CHL[ *(1-0)+31),

7. .I5(InSwitch),

8.

9. LO(wl[i+l])) ;s

In order to faithfully extract the physical characteristics of the chip, we need to avoid Vivado
automated place and routing. Thus, we applied the following constraints in Vivado to ensure the
LUTs are true to our HDL. In this example constraint code, line 1 rules how the LUT inputs Al,
A2...AS map to the inputs 10, I1...15 in the hard macro. Line 2 and 3 lock one of the four LUT6s
(A6LUT) in the slice located at X37Y17 wused by the specified cell

PUF64/ROs[31].RO_Target i/U[0].UL.

1. set property LOCK PINS {IO:Al I1:A2 I2:A3 I3:A4 I4:A5} [get cells
PUF64/ROs[31] .RO_Target i/U[0].U1]
. set property BEL A6LUT [get cells PUF64/ROs[31].RO Target i/U[0].U1]
3. set property LOC SLICE X37Y18 [get cells
PUF64/ROs[31] .RO_Target i/U[0].U1]

\S)

The FSM module works synchronously with the system clock from the Zynq processor. In our
design, the system clock is 100MHz. The FSM diagram is shown in Figure 2-14. The control
signals trigger the transitions. The default is “0: INITIAL”. Whenever the application starts or any
error occurs, FSM is back to this state. In this state, all the control signals are reset to their default
values. When PUF modules is enabled, it transits to “1: IDLE”. Some configuration signals will be
set accordingly for this run. Once started, the tested entropy sources are activated in the state ‘2:

RUN’, whose length is limited by the control signal “Twidth”. Then, FSM transits to “3:
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READ COUNT”, where counters read required values and the application reads and stores the
reading in SD card. A flag is up once these operations are finished, so the FSM is back to “0:

INITIAL” and ready for the next run.

Enable Flag ReadDone

3:
READ_COUNT

‘ounter X>Twi

Figure 2-14 FSM diagram

3) SDK application design
XSDK directly interfaces to Vivado embedded hardware design environment. XSDK includes

user-customizable drivers for all supported Xilinx hardware IPs and file handling libraries. To
enable writing and reading to the SD card, ‘xiffs’, a generic FAT(File Allocation Table) file
system library, is enabled.

Due to the limit of the BRAM, a batch of the testing data points are 2048, i.e., at most 2048
unique challenges can be stored in BRAM at a time, and Zynq from BRAM can read 2048 data
points. We defined two levels of loops in the C script to maximize the test efficiency: a)
Repetition; b) Cycle. Level (a) repeats the test with the same batch of testing challenges. Level (b)
changes the content of input BRAM to another batch of challenges, and repeats the testing. All the

raw measurements are stored in SD card for further data post-processing in Matlab until the end.
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Figure 2-15 C code operation flow chart

4) Debug
Xilinx Vivado provides the integrated logic analyzer (ILA), an IP in Vivado, for developers to

debug the HDL design. Configurable probes can touch the questionable signals. The debugging
process is briefly described as follows:
1. In XSDK, program FPGA on hardware. Bitstream is transferred via JTAG from PC to board.
2. Launch on hardware.
3. In Vivado, developers open the hardware manager and establish the connection to the debug

core in FPGA. When an ILA is instantiated in the design, the hardware manager could detect
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the debug core.
4. Set the trigger condition and start the XSDK application.
5. When the trigger condition is fulfilled, ILA would capture probed signals and store them in

memory for a period of time that was designated in ILA block.

Wavetorm - hw_ila_1

Q + =k o» BB & @ 2 «f 1o

Figure 2-16 LA debugs the FPGA operation.

As for debugging the application, I utilized XSDK’s complete debug tools. When the FPGA
bitstreams are already programmed in the development board, I could use ‘Debug as-> Launch on
Hardware’ to start the debug session. The debug tool could monitor the variables in C code.

Besides, the on-board memory could also be monitored by the debug tool.
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CHAPTER 3. INVESTIGATION OF THE PROGRAMMABLE LUT
DELAYS IN XILINX FPGAS

A. Biases in traditional RO and 2-pass RO.

1) Biases in traditional ROs
Traditional RO PUFs [2][12][15][30] are based on the “symmetrical” paths formed by

identically designed inverters and interconnect wires. In FPGA implementations, such
“symmetrical” paths are instantiated by design software, which are often opaque to circuit
designers. In addition, FPGA chip designers and manufacturers usually do not focus on the
matching among the symmetrical interconnect wires. FPGA IDE like Intel Quartus and Xilinx
Vivado can help users automatically route the wires. Therefore, those “symmetrical” paths often
carry systematic bias, i.e., certain paths are faster than others. Such systematic bias is due to (1)
predictable wire delay differences; and (2) systematic differences among driving transistors
layouts. The systematic bias reduces the randomness or entropy of traditional RO-based PUFs
designs.

For instance, as shown in Figure 3-1, interconnect delay A is smaller than B due to the wire
difference. In this situation, comparing RO A and RO B responses is likely deterministic, and thus,
the PUF response is affected. Feiten has comprehensively investigated the delay biases in Intel
Cyclone IV FPGA, due to LUT inputs, ROs’ locations, load, etc. [4]. These biases showed impacts
on the traditional RO-based PUFs, and they proposed a method to subtract the biases from the

average biases found in the known ROs.
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Figure 3-1 In traditional RO PUF, the wiring may carry systemetic biases.

2) Biases in PDL-RO PUF
Shared LUT delay

Shared interconnect delay
------
PUF response = 0/1

Figure 3-2 Concept of the PDL-based 2-pass PUF architecture

Feiten’s PDL-RO-PUF [18] uses a single physical LUT-based RO for PUF response generation.
Because the same interconnect is used in two passes, the bias due to interconnect mismatch does
not exist. For the same reason, the biases between RO locations reported by Feiten in [4] won’t

affect PDL-RO-PUF. However, two potential issues remain for Feiten’s PDL-RO-PUF.
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a) Potential biases in LUT structure

Inverter Input Programmable bits
10 11 2 I3

0 |Out
1

Figure 3-3 Biases in LUT structures.

The internal structure of LUT may also lead to systematic biases. The biases inside the LUT
structure are likely due to the layout and manufacturing process. Figure 3-3 shows an example in
which input 12 selects between the red and blue inverters. If the delay of the red wire is
systematically larger than the corresponding blue wire, the delays of all the PDLs configured by
I1,12,13=x10 tend to be larger than the ones by I1,12,13=x00.

If such systematic biases exist, attackers can guess the PUF delays corresponding to certain
challenges based on the measurement results obtained from another chip of the same model. Feiten
only selected VRO pairs with equal nominal delays [18]. Consequently, only a sub-set of the
challenges can be used, introducing a loss of entropy. Therefore, we are interested in a PUF design
that overcomes such difficulty. Identifying the biases in LUT is the key to the mitigation strategy.

Therefore, we will experimentally investigate the LUTs in the remaining of this chapter.

b) Environment variation between two passes
The potential system clock timing variation between two passes becomes a new concern because
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the system clock is not steady. An unsteady system clock may cause the acquisition times of the
two passes to be different. Besides, voltages and temperatures are two main factors impacting the
oscillation frequency of ROs. When ROs are active during the operation, voltage and temperature
are unlikely to be consistent in the two passes. Thus, the impacts of the oscillations due to these
two factors are different, which may cause biases or reliability issues. We will use a reference RO

to solve this problem and the discussion is in CHAPTER 5.

B. A brieflook at LUT structures in FPGAs
1) Intel FPGAs
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Figure 3-4 Cyclone IV Device LEs in Normal Mode[19]

Figure 3-4 shows the logic element (LE) in Intel Cyclone IV FPGAs. Each LE has one 4-input
LUT. The output wire of the 4-input LUT goes through MUX and registers before it exits the LE.
Based on Intel Cyclone IV, [18] presents the experimental result of the nominal delays, as shown
in Figure 3-5. Through this result, one could sketch the biases in Cyclone IV FPGA LUT. The

pattern is relatively simple. The nominal delays are roughly at two different levels. One is for the
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configurable bits 000~011, and the other is 100~111. Theoretically, a 4-input LUT can be formed
by two 3-input LUTs. While the internal structure is not revealed, we speculate that two physical
3-input LUTSs reside in a 4-input LUT. The internal wires are not well matched. And the internal
wiring of the 3-input LUTs is relatively symmetrical.

0 " T T T T

-0.01

-0.02 i g
0.03 : E

-0.04

Delay [ns]

-0.05

-0.06 - 1

-0.07

IR
HORIEH

-0.08

| S

000 001 010 011 110 100 111 101

Figure 3-5 Experimental results showing the average (i.e. estimated nominal) delays of all LUT configurations assignments. [18]

Some other Intel FGPAs, like Stratix II, use 6-input LUT [20], which results in greater
complexity in the pattern of the biases in this LUT. Figure 3-6 shows the structure of the 6-input
LUT in Stratix II. A 6-input LUT can be broken down into two 5-input LUTs. Then, while each
5-input LUT can be broken down into two 4-input LUTs, one 4-input LUT is further broken down
into two 3-input LUTs. Intel specifically designs this to achieve some unique properties in LUT.

This design would also bring some unique nature in its biases pattern.
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Figure 3-6 Adaptive Logic Module (ALM) used in Intel Stratix 11 Block Diagram [20]

2) Xilinx FPGAs
A layout view of Xilinx Artix-7 FPGAs is shown in Figure 3-7, and related information can be

found in [53]. In Xilinx Artix-7 FPGAs, the fundamental configurable element is called
configurable logic block (CLB). A CLB element contains a pair of slices. In each CLB, there are

four LUTG6s, several storage elements, multiplexers, and other elements.
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Figure 3-7 Device view of Vivado, showing Xilinx Artix-7 FPGAs CLBs.

CLBs in Xilinx Artix-7 FPGAs have two types: SLICEL and SLICEM. Figure 3-8 shows the
diagram of SLICEL. One can find that the outputs of LUT6s go through a long wire to reach the
output pin of the CLB, and it also connects to several MUX for logic functions. Depending on the
implementation, one may be able to estimate the delay in the wire.

I have the following assumptions about the delay biases in Xilinx Artix-7 FPGA CLB:

1. Due to the design layout, there are systematic delay biases in four LUT6s output
wires.

2. The delay of the LUT6 output wire is affected by the use of CLB. If elements in the
same CLB is used for other functions, the delay is affected.

3. Due to the manufacturing process, a CLB's location may also cause the
deterministic variation in the LUT6 output wire. This assumption is partially

supported by the work of Feiten in [4].
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Figure 3-8 Diagram of SLICEL [53].

Then, let’s take a look at the internal structure of the LUT6 of Xilinx Artix-7 FPGAs. According

to the Xilinx 7 series FPGA datasheet, each LUT6 consists of two physical LUTS5 [16]. This LUT6

structure is shown in Figure 3-9. Input I5 of the LUT6 selects the LUTS that renders the output of
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LUTS6. As Xilinx’s datasheet does not provide any details in LUT6, the knowledge about the LUT6
layout is absent. It was claimed that LUT6 in Xilinx Virtex-5 has the smallest delay when I1~I5 are
0016 and the biggest delay when 1fi6 [57]. [2] indicated that there might be a pattern in the Xilinx
Spartan LUTs. Indeed, there is no published experimental data for detail. Thus, I’'m motivated to

investigate the delay biases in LUT structures.
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— 10
Attributes
INIT=0000000000000000
6-Input Look-Up Table

Figure 3-9 Xilinx Artix-7 FPGA LUT6 [16]
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C. Experimental investigation on the systematic bias on programmable LUT delays
in Xilinx FPGA

1) Experiment Setup and Expectation

Control
5 LUT6
14 41 LUTS To counter
Challenge[4:0] 13 D——
4 13 12
I
10|
12
14
11 4 Luts
- 2
10 11
| 10

Figure 3-10 Structure of single Xilinx LUT6 4-bit RO. [16]

To investigate the internal delay of LUT6 in Xilinx Artix-7, we experimented with LUT6s by
building single LUT6-based ROs. ROs oscillation counts are used to measure the delays of the
programmable LUT delay paths. The structure of the experimented RO is shown in Figure 3-10.
Each RO consists of an AND gate and a LUT6. Input 10 of the LUT6 is connected to the output of
the AND gate, so the loop 1s formed. Input I1~I5 are fed with 5-bit challenges, picking one of the
32 possible LUT delay paths. The MSB of the challenge is used to determine which LUTS is used
in the specific run.

On each device, 96 CLBs are tested. These CLBs are on different parts of the FPGA. To cover
all the cases of LUT6, I tested all the eight LUT6s in each CLB. In total, 96*8=768 LUT6s are

tested on each device.
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Figure 3-11 The delay diagram of the investigation setup, a single-LUT6-based RO.

Figure 3-11 shows a delay diagram of this experimental setup. The total delay is compromised of
two parts: Delaywir and Delayrur. Delaywir is made up of three parts: the wires connecting from
LUT output to the AND gate, AND internal wire, and the wire from AND gate output back to 10 of
LUT. Figure 3-11 marks them with 1, 2, 3, respectively. Delay,uris the delay of the LUT internal
wire. For the different tested PDLs, the Delayur is different. For the LUTs at different locations,
the wires connecting LUT and AND gate are different. In FPGA IDE tools, designers do not
control the placement of the wires. Therefore, when implementing LUT-based ROs at different
locations, there is always some mismatch in Delaywir. In this chapter, the difference in the

Delayur is the biases that we are investigating.

2) Results: Bias between two LUTSs
The delays of tested PDLs are calculated with the raw measurements of the tested ROs. Figure

3-12 shows the number of oscillation cycles measured in the 32 unique PDLs in a LUT6. Each of
the LUT programmable bits corresponds to a PDL. For each PDL, we carried out multiple

measurements to ensure the accuracy of our investigation, thus each cluster in Figure 3-12 has
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some spread. The blue and red clusters are the measurements of the PDLs in two separate LUTS5s,
respectively. The MSB of the LUT inputs selects one between two LUTSs in a LUT®. It is clearly
shown in Figure 3-12 that PDLs in two LUTS5 have systematic bias. The delays of the PDLs in one
LUTS (in red) are systematically larger than the PDLs in the other LUTS5 (in blue). This systematic

bias is similar to the one in Cyclone IV, as shown in Figure 3-5.
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Figure 3-12 Number of oscillation cycles distribution for single LUT6 with 5-bit challenge.

While Figure 3-12 shows the results from one RO, Figure 3-13 shows the results from 32 ROs
located at different parts of two FPGA chips. It is clearly demonstrated that systematic bias
between corresponding programmable LUT delay paths in two LUTS5 within the same LUTG6 exists

in Xilinx Artix-7 FPGAs.
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Figure 3-13 Delay of PDLs in tested LUT6s randomly picked from two devices. Each red/blue cluster includes all the sixteen PDLs
in a LUTS5, thus having 200(samples)*16(PDLs)=3200 samples.LUT6 indexed from 1 to 20 is from the same device, and the ones
indexed from 21 to 40 are from the other device.

3) Results: The bias pattern in LUTS
The next question is whether systematic biases exist among the PDLs within each LUTS5. If not,

the PUF can be designed based on any two competing delay paths within the LUTS cell.
Otherwise, a new design is required to mitigate the systematic bias among all PDLs within the
LUTS. Therefore, we conducted another experiment, which also measured the delays of the PDLs
using LUT-based ROs. We now include eight cascaded LUTs programmed using the same
configuration bits to enhance the signal-to-noise ratio in the measurements. We tested 160 such
ROs on each of the two devices. In this manner, each measured delay includes the same PDLs in
the eight LUT®6s.

Figure 3-14 shows that the delays of the thirty-two 8-stage PDLs are approximately 4.9ns. The
delay per stage (approximately 4.9/8=0.6125ns) is smaller than the delays shown in Figure 3-12
because there is less delay in the interconnect per LUT stage. Biases between the top and bottom
LUTS are still noticeable. Moreover, there is a repeating pattern for every eight clusters. In

addition, the pattern in the red clusters is the same as that in the blue clusters. These patterns prove
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the existence of systematic biases in LUTS5s. We deduce that the bias is due to the design layout of

LUTSs.
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D. The Delay Model of LUT6 in Xilinx Artix-7
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Figure 3-15 Diagram of the delay model of LUT6

The investigation experiments results could derive the delay model for LUT6 in Xilinx Artix-7,
whose diagram is shown in Figure 3-15. To distinguish the two LUTS5s, the LUTS that is used
when LUT6 input I5 is 0 is called LUTSy, and the other is LUTS;. The colors (red and blue)
correspond to the experimental delays shown in Figure 3-14. D(0) is the nominal delay of the
propagation wire from LUTS5o to the output of the LUT6, and D(1) is the nominal delay of the
propagation wire from LUTS,. From experimental data, it was found D(0) is systematically larger
than D(0). Therefore, in Figure 3-15, the propagation wire from LUT5 is longer than LUTS;. The
major systematic delay difference between the two LUTS5s is,

AD = D(0) —D(1) (3-1)

As shown in Figure 3-14, the measured value of 4D is about 7.77 ps.

As for the 16 PDLs in a LUTS, the first observation is that the delays of the PDLs 0~7 are about

the same as those of PDLs 8~15. Therefore, in the delay diagram, the propagation delays from two
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LUT4s to the output of LUTS are the same. Second, the delay patterns are very close in each
LUTH4, i.e., each group of four clusters in Figure 4-13. The pattern is, the delay of the LUT301s
systematically smaller than the one of LUT3;.

Since the biases within LUTS is relatively minor, I describe the delays of PDLs in LUTS5s by
o(I1~14), which is in a pattern. In Figure 3-14, 6(/1~/4) is approximately 2.50 ps.

For one of the 16 PDLs in a LUTS5, the delay is composed of D(/5) and 6(/1~/4). Therefore, the
delay of a PDL that is chosen by inputs /1~/5 is expressed as,

dji.s = D(I5) + 65(I1~14) (3-2)

We conclude the experimental investigation of the biases here and will propose a structure to

mitigate the found biases. The delay model in (3-2) will be used to demonstrate the effectiveness

of our mitigation method.
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CHAPTER 4. INTERTWINE PROGRAMMABLE DELAYS FOR BIASES
MITIGATION

A. From single LUT stage to intertwined LUT stage

1) The Traditional 2-Pass Scheme on Single LUT Stage
First, let’s look at how the traditional 2-pass scheme, i.e., two different challenges are used to

configure the RO, works with the single LUT stage. This method is the one used in PDL-RO-PUF
[18]. Two sequential samplings are compared, so the 1-bit PUF response is determined. The
competing elements are defined as:
d(chl) = D(I5) + 6"5(11~14) (4-1)
d(chl’) = D(I5') + 6" (I11'~14") (4-2)
Therefore, the compared results is:
d(chl) — d(chl’) = [D(I5) — D(I5")] + [8"5(I1~14) — §'5'(11'~14")] (4-3)
First, the outcome of the difference is heavily dependent on item D(/5)-D(I5”), which only two
MSB of the LUT inputs determine. Second, the term 6°(/1~14)-6" (I1’~I4") is also affected by
systematic biases. Figure 3-14 shows the pattern in delays of the PDLs in LUTSs. For certain /1~/4
and I1°~I4’ values, the outcome of 6 (I1~14)-6" (I1°~I4’) is biased reduces the complexity of the
PUF response. Therefore, a new architecture is required to eliminate the systematic biases.

2) The intertwined structure in LPUF
Rioul introduced a LPUF structure (Figure 4-1) whose delay stage incorporates two independent

delays [48]. Its PUF response was determined based on the sequential samplings of LPUF with the
same challenge. Challenge chl is used in the 1 pass, and the inverse of challenge, chl, is used in
the 2" pass. This scheme ensures that the same number of top and bottom delays are used in two
passes. The same number of top and bottom delays is used for any competition of a pair

challenges.
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3) Intertwined Programmable Delay (IPD)
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Figure 4-2 Structure of proposed intertwined LUT stage

Inspired by the intertwined structure in Rioul’s LPUF structure, we paired two LUT6s into a
stage, as shown in Figure 4-2. A big difference between our structure and Rioul’s LPUF is that our

top and bottom delays are selected by LUT6 input /5, and the other LUT6 inputs select the PDLs in
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LUTS. While the input /5 is dedicated to either pass, the 4-bit inputs of LUTSs, /1~/4, are
programmable. Essentially, we pair two PDLs in an intertwined manner. Thus, the new structure is
called intertwined programmable delay (IPD).

Two LUT6’s operating as inverters are included in one stage. Input /1 of both LUT6s are used as
the oscillation signal inputs fed from the previous LUT6. On each LUT6, inputs 12~I5 are
programmable to challenges. One of 16 PDLs inside LUTS5 is chosen. Input /6 of LUT6(a) takes
the Switch-bit while 16 of LUT6(b) takes the inversion of Switch-bit. As the MSB of LUT6 inputs,
Switch-bit determines which LUTS5 the chosen PDL resides. The output of LUT6(b) acts as the
output signal of IPD and is connected to the input of the next IPD.

We’d like to discuss two strategies of using challenges as programmable bits. The first strategy
is to use an 8-bit challenge for each IPD, which means a 4-bit challenge for each of the two LUT®6s.
In this scenario, the nominal delays of two competing paths are:

d(chl, 0) = [Dg(0) + 8, (chly)] + [Dp(1) + 6p(chly)] (4-4)
d(chl, 1) = [D,(1) + 6,(chl,)] + [Dy(0) + &, (chly)] (4-5)

The difference of these two paths’ delays can be divided into two portions:

A(d(chl,0) — d(chl, 1)) = D,(0) — Dy (1) + D, (1) — D, (0) (4-6)
8(d(chl, 0) — d(chl, 1)) = 82(chly) — 8&(chly) + 8 (chly) — 85 (chly) 4-7)

(4-6) represents the delay difference of the nominal delay of the whole LUTS5. As explained, the
intertwined structure mixes the top and bottom LUTSs, thus mitigating the bias in LUTS5s.

(4-7) represents the delay difference of the deviation of a PDL from nominal delay of the LUTS.
Since we have found that the pattern of delays in the top and bottom LUTSs are the same, the item
0.°(chl,) and 6,'(chl,) can mitigate each other.

The second strategy is to use a 4-bit challenge for an IPD, two LUT6s using the identical 4-bit
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challenge as the programmable bits. In this scenario, the bias between two LUTS5s is also mitigated

by the intertwined structure. The situation of the mitigation of biases in LUT5s is different. (4-7)
is rewritten as (4-8),

S(d(chl, 0) — d(chl, 1)) = 62(chl) — 8X(chl) + 8% (chl) — 62 (chl) (4-8)

In this situation, all programmable bits are challenge chl. If the top and bottom LUTs have

different delay patterns in any circumstance, we still expect that the counterpart LUTSs in LUT6

are the same. Thus, J,°(chl) can mitigate 6,°(chl), i.e., the top LUTS in LUT6(a) mitigates its

counterpart in LUT6(b).

B. IPD-RO-PUF architecture
1) IPD-RO structure

Switch-bit (1-bit)

Challenge bits (8M-bit)

Enable To Count
IPD 1PD IPD o Counter
Stage Stage Stage

Stage 1 Stage2 Stage M

Figure 4-3 Structure of RO implemented with the intertwined LUT stages

Figure 4-3 presents the structure of RO. In addition to the even number stages of inverters, a
NAND gate implemented in LUTS is included. One of its inputs to NAND is connected to a
control signal from Zynq to start and stop the oscillation in RO. The other input to NAND is
connected to the output of the last inverter stage to complete a loop. The output of the last inverter

stage is also connected to a buffer, whose output goes to counter.
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Other logics are auto placed and
routed

A 32-bit RO, placed and
routed by constraints

Figure 4-4 ROs should be placed carefully with constraints.

Constraints designatively assign ROs’ placement and the LUT6s input pins. Letting Xilinx
Vivado automatically route and place would cause RO malfunction. Two major things should be
configured manually. An example of the constraints that manually assign the placement and input
pints can be found in CHAPTER 2.

2) Testbench architecture

IPD-RO-PUF

y

Counter X

Challenges === Target RO

Registers PUF raw
—

measurements
0’s —~—p| ReferenceRO Counter —\—E

Registers

Y

Figure 4-5 Block diagram of IPD-RO-PUF, tested in PUF test suite (Figure 2-13).

The proposed architecture is implemented on Xilinx Artix-7 FPGA, as shown in Figure 4-5, and
it is tested in the test suite shown in Figure 2-13. XSDK application on the Zynq processor runs the
testbench. Tested challenge bit string programs the target RO. The ROs are turned on for a
pre-determined acquisition time measured by the number of system clock cycles. The counters

count the number of oscillation cycles of both target RO and reference RO. Register storing the
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readings from two counters, and then pass to BRAMs and the Zynq processor.

3) The modified 2-pass scheme
| Pass 1 | Pass 2

»' ¢
» <

challenge bits : i B i
(8N-bits) < chl >< chl >

Switch-bit l

<
i«

LN

IPD config
bits (9N-bits)

(1-bit)

measurements; i ;
— P : 4—‘

Phase 1 Phase 2 . Phase 1 Phase 2

Figure 4-6 The proposed 2-phase 2-pass operation. Each pass involves two phases in which the same challenge configures the
IPD-RO.

In the modified 2-pass scheme, the dedicated Switch-bit is set 0 and 1 for two phases,
respectively. The pattern in each LUTS could mitigate each other. Before each pass, the challenge
bit string is sent from BRAM to ROs. Control circuits set Switch-bit to 0 for the 1% phase. At this
point, RO paths inside LUTs are determined. Then, the control signal on the NAND gate is set to 1
to start the oscillations. Once the clock counter reaches the pre-set target value, the counters stop
counting RO oscillations, and then control circuits stop the oscillation. At this time, the 1% phase of
the 1% pass is done. The numbers of oscillations cycles of target and reference RO are read from
counters. While the challenge bit string is the same, the same operations repeat for the 2" phase
after the Switch-bit is set to 1. After two phases are done, the calibration for the 1% pass
corresponding to the 1% challenge bit string chl; is calculated by the following equations,

calibrate(chly) = Nigrget(chly, 0) — Nigrger(chly, 1) (4-9)
Calibrateggfditive(Chll) = (Ntarget(Chll' O) - Nref) - (Ntarget(Chll’ 1) - Nref,) (4'10)

Ntarget(Chllf 0) _ Ntarget(ChlL 1)
Nref Nref,

ratio

calibrateygs'®(chly) =

(4-11)
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In the above equations, (4-9) is the scenario where the reference RO is not used, (4-10) is for that
the reference RO is considered additive relative to the target RO, and (4-11) for the multiplicative
comparison. This chapter will focus on the randomness of IPD-RO-PUF, and (4-9) is used unless
otherwise clarified. Nireer(chl;,0) is the number of oscillation cycles in target RO configured with
challenge bit string chl; and Switch-bit 0. Nyeris the number of oscillations cycles recorded from
the reference RO running simultaneously with the target RO. N,.r and N, reflect the difference
caused by the system clock, voltage and temperature variation between the time when
Niarger(chl;,0) and Niarge(chlz, 1) are measured.

At this point, the calibrated number of oscillations corresponding to challenge bit string chl/; is
recorded. The above-mentioned process is repeated with another challenge bit string chl, for the
2™ pass. The second calibration number is acquired as calibrate(chls).

Finally, calibrate(chl;) and calibrate(chlz) are compared to generate diff(chl), which is the final
calibrated result for challenge chl. diff(chl) determines 1-bit PUF response bit r. They are

described as,

dif f (chl) = calibrate(chl;) — calibrate(chl,) (4-12)

r = sign(diff) (4-13)

In the rest of the thesis, diff(chl) denotes the calibration giving 1-bit PUF response bit with
challenge chl, and chl is (chli, chlz). DIFF denotes the one giving multiple PUF response bits with
multiple challenges.  denotes the 1-bit PUF response bit based on diff(chl) and R for multiple PUF

response bits based on DIFF.
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C. Biases mitigation in IPD-RO-PUF

1) Bias between two LUTS mitigation
The huge bias between the two LUTS5s in one LUT6 is corrected by the intertwined structure. To

verify the successful mitigation of systematic biases, we experimented with IPD-RO in the same
manner as we did in Chapter 3. Figure 4-7(a) shows the boxplots for the 32 paths configured by
4-bit challenge bit string chl; and Switch-bit. The red quartiles correspond to the paths when
Switch-bit equals 0. and In Figure 4-7(a), contrast to Figure 3-14, there is no big gap between the
red and blue quartiles. Implementation with mixture of the top and bottom LUTS5s neutralize the
biases between the two LUTS. Furthermore, the pattern within den0 and der 7 are about the same.
When chl keeps the same, the quartiles of dcii0 and ders, are at a similar level. So, the bias in LUTS

can be further eliminated by taking their difference, which is done by (4-9).
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Figure 4-7 RO configured with 4-bit challenge string. (a) distribution of Ntarget(chl,0) and Ntarget(chl,1); (b) distribution of
Ntarget(chl,0)-Ntarget(chl, 1).

2) The pattern in LUTS mitigation
In Figure 4-7(b), it can be found that the distribution of quartiles for deno - den1 does not have

any pattern. The biases in the internal structure of LUTS are canceled. All the quartiles’ mean are
around 0. In (4-10) and (4-11), N.ris involved in the calculation of the calibration of one pass,

calibrate(chl;). Ny just helps to improve the stability to the timing difference. It has very minor
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effect on the distribution. calibrate(chl;)) has very similar distribution as
Niarger(chl1,0)-Niarger(chl;, 1). Therefore, with the help of 2-phase operation, the two competing

passes’ calibration are free of any systematic biases.

D. IPD-RO-PUF Characterization
1) Baseline: Investigative PDL-RO-PUF

Challenge bits (SN-bit)
I - —
From Zyn
yna To Counter
LUT6 == LUT6 [===—=— LUT6 Buffer [
|_ Stage 1 Stage 2 Stage NV

Figure 4-8 Structure of investigation PUF. N is an even number.

Previous 2-pass PUFs lack data on PUF characterization. Implementation was not found in
[18][60], and [59] focused on the side-channel analysis of the LPUF. Therefore, no other people
have characterized a 2-pass PUF before. To obtain a baseline for the 2-pass PUF, we implemented
an investigative PDL-RO-PUF [18] on Xilinx Artix-7. The investigative PDL-RO-PUF can also
help to quantify the impacts of systematic biases. Figure 4-8 shows the structure of the
investigation PUF. N LUT6s plus a NAND gate make up each RO, and the programmable bits of
each LUT6 are 5-bit. In total, SN challenge bits configure the RO. For the demonstration in this
section, N=8.

The sequential sampling method presented in [18] is used to generate the 1-bit PUF response.
Two measurements are performed on the PDL-RO configured by a pair of randomly chosen
challenges. These two measurements are compared to produce 1-bit outcome as the PUF response.
In the experiments, 4000 PUF responses were collected from each of 32 ROs. [18] discussed how
the competing pairs should be selected to achieve the best results. Their approach filtered CRPs by
delay threshold and disparity threshold, which would discard many challenges. To understand how

biases affect the PUF, we keep all CRPs for analysis.
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2) Experiments summary
We carried out experiments on two Zedboards. To demonstrate the improvement by the novel

IPD structure and the modified 2-pass scheme, we experimented with different FPGA circuits and

different PUF responses extraction schemes. Table II summarizes the highlights of all the tested

scenarios.
Table Il Summary for the experiments for IRO PUF and VRO PUF.
Experimented PUFs Ideal PUF
PDL-RO IPD-RO *Matlab random
5-bit configurable bits on 4-bit configurable bits on each number generator.
each LUT LUT «Size of data is the same
Traditional 2-pass scheme | a) Traditional 2-pass scheme; as experimental data.
b) LPUF 2-pass scheme;
c) Modified 2-pass scheme
«2 Zedboards
32 ROs on each board
«Challenges selected randomly.
+20 response samples for each challenge

While many setups and configurations are the same, a major difference between the two FPGA
circuits is the number of configurable bits on each LUT. For PDL-RO, each of the LUT6 can fully
occupy all five inputs to challenges, while IPD-RO can occupy four inputs to challenges and the
MSB of inputs to Switch-bit. Since the modified 2-pass scheme is relatively complicated, two
traditional 2-pass schemes are also tested. The comparison will show why only the modified
2-pass scheme can mitigate most of the systematic biases in Artix-7 FPGA LUT structures.

3) A close look at bit-aliasing
First, one can intuitively view the raw data of the PUF responses. Figure 4-9 shows the PUF

binary responses of investigative PDL-RO-PUF and IPD-RO-PUF. Each graph shows binary
responses to 100 unique challenges from 32 PUFs in each of two devices. A conclusion can be
quickly made that different investigative PDL-RO-PUFs have many responses in common.

However, responses of IPD-RO-PUF are more random.
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Figure 4-9 Raw data of the PUF binary response

a) Overall and intra-device bit-aliasing
A more analytical but still straightforward way is to look at bit-aliasing and its distribution. First,

we will examine the overall bit-aliasing, which is calculated by (2-2). The distribution of the
resulted overall and intra-device bit-aliasing, which are quite similar, are shown in Figure 4-10.

First, the investigative PDL-RO-PUF shows very poor bit-aliasing. Large amounts of CRPs are
the same throughout all the PUFs. Especially, about 5% and 7% of total PUF responses are all 0’s
and 1’s.

The distribution 1s much better when applying the traditional scheme on IPD-RO, thanks to
mitigating the strong bias between LUT5s. Using the LPUF scheme shows a skewed distribution
whose shape is much closer to the ideal distribution. The skew comes from the remaining
unbalanced bias.

The proposed IPD-RO with the modified 2-pass scheme shows the best distribution. Its center

locates at 50%, and its shape is very close to the ideal one.
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Figure 4-10 (a) Overall bit-aliasing distribution; (b) Intra-device bit-aliasing distribution. 100% and 0% mean all 32 ROs in the
same device yield the same PUF response, while 50% means PUF responses to the same challenge are random on these ROs.

b) Inter-device bit-aliasing
Figure 4-11 shows the inter-device bit aliasing calculated by (2-3). For only two devices, the

55



outcomes of inter-device bit-aliasing can only be 0%, 50%, and 100% (x-axis in Figure 4-11).
Ideally, the percentage for each case should be 25%, 50%, and 25%, respectively.

For the investigative PDL-RO-PUF, the two tested devices have very poor bit-aliasing. As
shown in Figure 4-11(a), the numbers of investigative PDL-RO-PUF are about 36%, 25.5%, and
38.5%.

Figure 4-11(b) shows that the inter-bit-aliasing is substantially improved from the one of the
investigative PDL-RO-PUF. Using the intertwined pair of LUT6s does mitigate the huge bias
between two LUTS5s in one LUT6.

In Figure 4-11(c), the probability that ROs in two different FPGA devices but the same location
both give 1 is about 28% but only about 19% for giving Os. This indictes the uneven result in
uniformity.

As for the proposed IPD-RO-PUF, as shown in Fig. 14(b), there is a 49.27% chance that ROs at
the same location of different devices yield different PUF responses. And the opportunity is
25.20% and 25.52% for both 0’s and both 1°’s, respectively. These numbers are very close to the

ideal values.
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Figure 4-11 Inter-device bit-aliasing the disussed structures and schemes
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4) Quantitatively characterization

Two variants of [IPD-ROs are implemented (N=2 and N=4). Each variant is experimented with
32 samples of RO (k=32) on each of two instances of board. All measurements were collected after
RO running for 15.729ms. The selection of the RO running time was based on reliability and
feasibility considerations. A short RO running time would deteriorate reliability because discrete
counter counts do not distinguish the difference in the compared calibrations. The RO running
time cannot be too long, as it is not feasible for practical applications. An error-correcting code
(ECC) can be used to reduce either RO running time or error probability [23]. The experiments
were conducted at room temperature and standard voltage. Experiments are conducted at room
temperature and normal voltage. The discussion about the ambient conditions’ effects will be
presented in CHAPTER 5.

The comparison of the characterization of IPD-RO-PUF and other designs in our scope is shown
in Table III

First of all, since all the found biases are not mitigated in investigative PDL-RO-PUF, its
uniqueness are severely affected. Inter-device uniqueness is only 26.62%, and intra-device
uniqueness is only 26.35%.

As for the proposed IPD-RO-PUF, all the metrics show values very close to ideal values.

Table Il IPD-RO-PUF experiment results, with randomly selected challenges. The test for IPD-RO-PUF (M=2) has covered all
the challenges. M=4 is not fully covered, but it gives similar results.

Number of Overall . - Reliability
No. of | Challenge . . - Inter-device Intra-device
M tested Uniformity | Unigueness . - (wo Ref.
LUTs length challenges Uniqueness Uniqueness RO)
Investigative
PDL-RO-PUF 8 9 40 40k 50.64% 26.62% 26.35% 98.79%
(based on [18])
IPD-RO-PUF 2 5 16 64k 49.82% 49.82% 49.88% 49.81% 97.83%
4 9 32 80k 50.09% 49.61% 49.27% 49.77% 97.55%
IPD-RO, with 2 5 16 64k 50.44% 44.86% 45.16% 44.85% 98.47%
raditional 1 4 | 9 32 80k 50.36% 46.47% 46.44% 46.53% 98.29%
IPD-RO, with 2 5 16 128k 57.32% 48.90% 47.31% 48.81% 98.58%
LPUF scheme 4 9 32 160k 55.09% 49.39% 47.20% 49.52% 98.47%

Due to the absence of the characterization of other 2-pass PUF, we compared the IPD-RO-PUF
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with other PDL-based RO PUFs, as shown in Table IV. We found that the IPD-RO-PUF is more
advantageous in terms of both uniformity and uniqueness. Traditional PDL-based RO PUFs that
generate a PUF response based on ROs at different locations ([2][15][30]) are affected by the
interconnect mismatch. The canonical metrics are insufficient to show PUF response biases, a
limitation shown by the correlation result [4]. As shown in Table VII, improvements in uniformity
and uniqueness are significant. Uniformity and uniqueness in our proposed work are closer to the
ideal values compared to other designs. In addition, the reliability of this work is very close to the
highest level.

IPD-RO-PUF is very compact compared to previous RO PUFs. As shown in Table IV, the
hardware overhead of [IPD-RO-PUF is smaller than previous RO PUFs, only using five LUTs for
16-bit PUF. Existing RO PUFs generate PUF responses based on multiple ROs. The number of
ROs determines the number of PUF responses. Therefore, existing RO PUFs require many LUTs
to give a large number of PUF responses. A reason for this drawback is that existing RO PUFs did
not fully utilize the resource inside LUTs. In [30] and [15], only one and two inputs of each LUT
are programmable, respectively. In [2], although all three available inputs in each LUT are
programmable, the same three bits are applied to all different LUTs. Taking advantage PDLs,
IPD-RO-PUF can generate 32768 PUF responses from only five LUT6s. The comparison of
hardware overhead between IPD-RO-PUF and PDL-RO-PUF is shown in Table I. The MSB of the
5-bit inputs of each LUT in IPD-RO-PUF is reserved for Switch-bit. Therefore, the length of the
challenge is smaller in IPD-RO-PUF than PDL-RO-PUF if the same amount of LUTs are used.
However, as explained, PDL-RO-PUF discards correlated CRPs. It will greatly reduce the number

of effective response bits. Also, this operation may require additional hardware resources.

58



Table IV Compare IPD-RO-PUF with other PDL-based PUFs

. . . . No. of Bits of LUT input/programmable No. of PUF
Uniformity | Uniqueness | Reliability LUTs inputs responses
[2] Habib 50.75% 47.67% 98.1% 520 4/3 1032
[15] Zhou 48.96% 47.57% 100% 128 6/2 256
[30] Anandakumar 50.61% 47.13% 99.16% 128 6/1 256
it 49.99% | 49.18% | 97.94% > 6/4 32768

5) Challenge correlation
As pointed out in [18][25], in addition to canonical metrics such as uniqueness, the correlation in

CRPs must also be investigated to evaluate the guessing complexity of the PUF. To determine the
PUF correlation better, a metric that evaluates the correlation between two PUF responses was

proposed in [24] and applied to PDL-RO-PUF in [18]. With different challenges, one would have

two 1-bit PUF responses 7;; and 7; from PUF i. The correlation corjfk is defined as follows:

: 1, if 1y = Tig
corjy = { Mo 4-14
Jk —1, otherwise ( )
Then, the correlation is summed up over all ¢ PUFs,
1 t
corjy = ?Z corjl:k (4-15)

=

1=

If corj« is zero overall PUFs, then the corresponding challenge pairs are uncorrelated.

We tested the investigative PDL-RO-PUF and IPD-RO-PUF (M=2) with random challenges to
calculate the correlation. Due to our data processing capability limitation, we randomly selected
6000 PUF responses. Thus, 6000*5999/2=17,997,000 PUF response pairs were included in the
calculation. The test results are shown in Figure 4-12. Without performing any CRP
selection/exclusion, the correlation of the IPD-RO-PUF is very close to the distribution of the
simulated ideal PUF. The IPD-RO-PUF has more than 9% uncorrelated challenge pairs, that is,
cor; i is zero. In comparison, the distribution of investigative PDL-RO-PUFs shows that only less
than 4% of the challenge pairs are uncorrelated. Furthermore, investigative PDL-RO-PUFs have

many highly correlated challenge pairs. [18] carefully selected VROs with some criteria, which
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discarded a large portion of CRPs. By keeping only 113 out of 8188 PUF responses (i.e., more than
95% of CRPs were discarded), [18] made approximately 8% of the challenge pairs uncorrelated,

which is still lower than our result.
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Figure 4-12 corjk is plotted for IRO PUF (w=>5) and simulated PUF bits based on random number generator.
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CHAPTER 5. ELEVATE RELIABILITY OF IPD-RO-PUF.

In the previous chapters, we have characterized several a few PDL-based RO PUFs and schemes
and compared them with some earlier works. Only the work reported in [15] could achieve 100%
reliability. However, a unique extraction is included in their process. [17] presented a framework
for how reliability in PUF could be enhanced. It also demonstrated a mechanism for filtering
unreliable CRPs to improve PUF reliability. We will discuss how reliability could be improved in
IPD-RO-PUF with this framework.

Schaub introduced BER (bit error rate), and SNR (signal-noise ratio), defined as below [17]:

BER = P(sign(8¢ + Z) # sign(5¢)) = Q <%> (5-1)
_E[A?] 32
SNR = po31= 03 (5-2)

In this chapter, SNR will be used as an additional metric for PUF’s reliability and the canonical

reliability metric.

A. Mitigation against operation condition variation and noise reduction
First, we will show how the reference RO helps the [IPD-RO-PUF’s reliability. The purpose of

using reference RO is to mitigate the variation caused by system clock and environmental
variables, i.e., voltage, temperature, etc. We briefly introduced two methods using the reference
RO in CHAPTER 4, and we rewrite them below.

calibratefgf ™ (chly) = (Nrarger(chly, 0) = Nyeg) = (Nearger(chly, 1) = Nres") - (4-10)

Ntarget(Chllf 0) _ Ntarget(ChlL 1)
Nref Nref,

ratio

calibrateygs'®(chly) =

(4-11)

Many literatures have considered temperature and voltage as important environmental factors
affecting RO PUF [1]. However, what they controlled was ambient temperature. FPGA regular

operation inevitably increases the on-chip temperature. Thus, measuring ambient temperature does
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not indicate how the RO PUF behaves differently when the temperature is altered. In the Xilinx
FPGA, a built-in XADC can be utilized for measuring the on-chip temperature and supply voltage
[30]. The XADC includes a dual 12-bit, 1 Mega sample per second (MSPS) ADC and on-chip
sensors. With the help of XADC, we can monitor the temperature and voltage change when RO is
active. Tests are carried out with IPD-RO-PUF and Figure 5-2 summarizes the situation for one
tested PDL in IPD-RO-PUF. We pre-cool down the FGPA boards, and then the board is
programmed and activated for tests. Therefore, we recorded the activities when the board got from
relatively cold to warm.

First, RO frequency is positively correlated to temperature. Due to its operation, the temperature
of the FPGA chip is getting higher, and RO frequency also gets faster. As for voltage, the
monitored voltage does not change that much over time, and we cannot detect a clear correlation
between voltage and RO frequency.

Figure 5-1(c-f) shows the reference RO's effectiveness to reduce the impact of operation
condition variations. Here, for simplicity, Nuwrgei(chl;,0) and Niwrge(chls, 1) are referred as
Niarge(chlz,~). Within 80 s, 20480 measurements Nyurger(chl,~) from a target RO and 20480 sample
measurements of s from a reference RO are taken consecutively with a fixed challenge bit string
given to target RO. It is clear that Nusge(chls,~) fluctuates from time to time. That indicates
Niarger(chl,~) 1s sensitive to operation condition variations. Ny has similar fluctuation patterns.
Therefore, Norcan be used to calibrate Nurge(chli,~) against the operation condition variations. As

shown in Figure 5-1(e), compared to Niareer(chli,~), the trend of Niareei(chl,~)-Nref is flattened.
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Figure 5-1 Environmental factors (temperature, voltage) and RO frequencies
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While Nuwge(chl;,0) and Nuge(chl; 1) have a similar trend, subtracting them does not
necessarily cancel the variation within the trend. Nwsge(chli,0) and Niareer(chls, 1) are taken at
different time. If there is a large time interval between their measurements, the system clock, and
environmental variables, maybe be quite different. Only the reference RO that runs simultaneously
with the target RO suffers common interference.

In, besides the changing trend, it is noticeable that both Nieei(chl;,~) and Ny.rhave some spread,
which comes from FPGA noise. Figure 5-1(c-f) are on the same scale. One can observe that the
spread of Niargei(chls,~)-Nrer is smaller than the one of Nurger(chli,~) and N,.r. This noise reduction
can also be seen in diff(chl). To show the improvement by the reference RO, Figure 5-2 shows the
o, Z, and SNR in (7-1). The reference RO helps push the 6 down, and the X is not changed much.
Therefore, we could see a significant increase in the SNR, from 300 to almost 400 on average.
Because most CRPs are intrinsically reliable and only those on the boundary are improved, the

reliability is slightly increased.
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B. Improve Performance By Increasing RO Running Time.
The raw measurements of ROs follow the Gaussian distribution. In IPD-RO-PUF, calibrate and

diff are based on simple addition and subtraction of the raw measurements. If the involved raw
measurements are independent, calibrate and diff also are Gaussian distribution. Thus, we write
diff based on RO running time 7 can be written as diffr ~ N(ur, o7°). Doubling the running time can
be assumed to be the same as adding two diffr up, thus giving diff>r ~ N(uzr, o21°), where uzr equals
2ur and o2r equals V2or. In Figure 5-3, the probability that diff>r gives a flipped r is smaller than
diffr. Therefore, prolonging RO running time is supposed to improve the reliability of the CRPs
that are near decision boundary. For the CRPs having larger distance to the boundary, prolonging

could also further improve the reliability.

diff~ N, o) 1

diffsy~ NQ2u, 20°) |

A

r is flipy

Figure 5-3 Prolonging the runni(:g time is e};pected to2louvver the probability that r flips.

To study how RO running time affects PUF’s reliability in the device, we conduct experiments
for various running times on Zedboards. Figure 5-4 compares ¢, X, SNR, and reliability. Both SNR
and reliability achieve higher values with a longer RO running time. However, we can see the
marginal effects on the reliability.

For the comparison between 7 and 47. The ¢ changes from 1.894 to 5.514 and then 18.403.

Their ratio are 2.911 and 3.33, respectively. These values are not close to the theoretical value 2.
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Apparently, the assumption that raw measurements of ROs are independent does not stand.

Besides, with this data, whether the noise in measurement can be simply treated as Gaussian is

questionable.
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Figure 5-4 Compare the o, 2, SNR, and reliability with the change of RO running time.

While increasing RO running does improve the SNR and reliability, the increase in the cost of
time is not negligible. When implemented in applications, the IPD-RO-PUF may need to give
multiple PUF bits, requiring one RO to run many times. If /67 is chosen as the RO running time to
give 32 PUF bits, one RO may ask for at least 32*15.729ms=503.328 ms, which may not be
acceptable for some timing-critical applications. An alternate way is to have multiple IPD-ROs
implemented and running in FPGA simultaneously. Therefore, at a time, numerous PUF bits could

be generated at a time.

C. Filtering unreliable CRPs based on margin

It is common to use helper data to extract CRPs that satisfy users' demands [15]. In [17], a
mechanism filtering unreliable CRPs was presented. For IPD-RO-PUF, as the calibration diff and

DIFF are collected, post-processing can be done in this way to improve the reliability further.
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Dypecific 1s used to denote the distribution of diff and Dgenerar 1s for the distribution of DIFF.
Experimental data in Figure 5-5 demonstrates that Dgeperq; and Dgpeciric are both close to normal

distribution with different standard deviations. Therefore,

Dgeneral"'N(ﬂgeneral: Z) (5-3)
Dspecific"'N(ﬂspecific: 0) (5-4)

where generar = DIFF, Uspecific = diff.

3500 T T T T 3500
- Dspecr’ﬁc
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-3000 -2000 -1000 0 1000 2000

specific ’ Dgeneraf

Figure 5-5 Experimental data, with Dgeneral (blue) and Dspecitic (black) distribution.

Dipecific can undesirably fall close to 0. If |fspecific| is not large enough, the corresponding PUF
response may flip when Dspecific drifts across the decision boundary. Figure 5-6(a) shows some
scenarios for such a situation. Here, u, 11, 1, are all greater than 0, so these responses are more
likely greater than zero. However, there is still some probability that they are less than zero. That
means PUF response » can be sometimes 0 and sometimes 1. The area of this normal distribution
on the left side of y axis shows the probability that the response is unreliable. Using error function,
one can estimate that, for wo=o, there is about 15.8% possibility that Dg,eciric < 0. This possibility
is reduced to about 2.2% for w1=2c, and only 0.1% for 36. Any Dgpecific that on the right side of po

can achieve higher reliability as there is only less than 0.1% chance that the response is not
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consistent.

Data post-processing selects CRPs with higher reliability to avoid unreliable responses. With the
knowledge of £ and o, we could discard some CRPs whose |tspecific| is within the range of M
times of ¢ around 0. In Figure 5-6(b), the DIFF is in normal distribution. In the middle, the gray
part, whose width is 26 (W=1), shall be discarded, and the others are kept. In this way, it is less
likely to pick the unreliable challenge bits. Essentially, the larger W is, the more reliable the
responses are. There is a tradeoff between reliability and the number of usable CRPs. In Figure
5-6(b), when M=3, many more CRPs should be discarded. In Figure 5-6(b), X is only 5 times of G,

or say its SNR is 25.
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Figure 5-6 Three scenarios for Dspeciric. () Among the general responses, responses around 0 with Mo (M=1) are discard. The
Ratio here is 5.

1) PUF performance after CRPs filtering
One concern with the CRP filtering is that it might harm the uniqueness of PUFs. As presented in

CHAPTER 3, LUTs in Xilinx FPGA present strong biases pattern. After removing CRPs around
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the boundary, the left CRPs may suffer stronger biasing. Removing the CRPs on the border may
significantly deteriorate the uniqueness. Table V shows that the investigative PDL-RO-PUF has a
deteriorated uniqueness. As for IPD-RO-PUF, its uniqueness is kept very well with any portion of

CRPs being removed.

Table V Characterization results of investigative PDL-RO-PUF and IPD-RO-PUF, after CRPs filtering. .

IPD-RO-PUF (20-hit) Investigative PDL-RO-PUF (20-bit)
Uniformity | Uniqueness | Reliability | Uniformity | Uniqueness | Reliability
49.8670% | 49.4196% 98.5541% | 50.4831% | 25.1975% 99.1786%
49.8898% | 49.4446% 98.9912% | 49.7234% | 18.2528% 99.3212%
50.0230% | 49.3524% 99.7644% | 49.3603% | 12.2105% 99.7915%
49.9910% | 49.5706% 99.9735% | 49.2799% | 7.5455% 99.9628%
50.0138% | 50.2717% 99.9986% | 49.2768% | 5.0530% 99.9962%
50.0527% | 48.3871% 99.9975% | 49.3034% | 3.3122% 99.9958%

2) Remaining CRPs after CRP Filtering
The probability that a normal distribution lies outside the range between u — no and u + no is

U‘I-lkool\)l—‘OE

n

ﬁ)' It is the base when determining whether a CRP should be

given by the error function erfc (

kept or discarded. In Table VI, the percentage of usable CRPs estimated by using error function
and the corresponding SNR are listed along with the percentage of usable CRPs measured in
experiment. Without discarding any unit of ggpeciric In response, the percentage of usable
challenge bits are all above 90%. When some units are discarded, the percentage of usable CRPs is
lowered to 70%~85%.

In CHAPTER 5.B, it is presented that the reliability is increased along with the increase of
running time. For all the cases, the estimated percentages are very close to the experimental ones,
which means SNR can be used to accurately estimate how many CRPs satisfy the reliability goal.
Discarding challenge bits is not a big obstacle for CRPs selection, while the reliability is
essentially elevated.

As presented in Table VI, the SNR in the proposed IPD-RO-PUF can be up to about 625. In
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contrast, the SNR in [17] are just between 180 and 250.

Table VI Number of usable CRPs estimated by error function and experiment.

Challenge length 16 24 32

time M SNR | Err.fn Exp. SNR | Err.fn Exp. SNR | Err.fn Exp.
1 95.82% | 94.66% 95.54% | 95.59% 95.19% | 92.79%
T 2 364.05 | 91.65% | 89.64% | 319.69 | 91.10% | 92.20% | 94.87 | 90.39% | 87.69%
3 87.50% | 84.69% 86.68% | 87.46% 85.63% | 82.69%
1 96.05% | 94.99% 95.90% | 96.20% 96.00% | 96.07%
4T 2 407.23 | 92.10% | 90.43% | 377.14 | 91.80% | 92.55% | 371.99 | 92.00% | 91.99%
3 88.18% | 85.31% 87.73% | 88.57% 88.03% | 87.99%
1 96.12% | 96.14% 96.04% | 96.00% 96.20% | 96.30%
16T 2 421.89 | 92.24% | 92.30% | 406.43 | 92.10% | 92.06% | 418.61 | 92.40% | 92.55%
3 88.39% | 88.51% 88.17% | 88.16% 88.62% | 88.79%
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CHAPTER 6. TERO-PUF BASED ON PDL AND IPD

The concept of TERO has been discussed in detail in [49][51]. The fundament of TERO is the
two branches in the loop. Generally, two approaches have been used to implement the two
branches. In [51], SR flip-flops were used as the two branches. In [49], the chained LUTs were
used to form the branches. LUTs were configured as inverters. Each branch has an AND gate,
whose two inputs are connected to the trigger signal. Once the trigger is enabled, the rising edge
causes the signal to propagate in the loop through the inverters. Depending on how similar the two
branches are, the oscillation persists for a different time. Therefore, TERO is a metastable structure.
Ideally, if the delays of the two branches are identical, the oscillation would never stop. However,
due to any minimal difference in the delay, the oscillation would stop after some time. Depending
on how similar the two branches are, the persistent times of the oscillation are different on different
TEROs. The electrical behavior of TERO is demonstrated in [51].

Typically, the TEROs are measured at some certain moment, so the capture is used as the source
of entropy. Two approaches have been proposed to cope with the capture. The first approach is to
use the final state when the TERO is measured [62]; The second one uses number of the

oscillations that happened within the acquisition time [49][51].

A. TERO structures

1) Two branches configured by different programmable bits (DPDL-TERO)
To fully take advantage of the resources in LUT, all the LUTs in the TERO structure are

configured by different challenges, as shown in Figure 6-1. In the two branches, two different
segments of the challenges program the two braches, respectively. Each branch has M stages.
Thus, the challenge for the TERO is 10M-bits.

A potential issue of this structure is that the biases of the delay of the two branches may impact

the PUF responses. Chapter 3 investigated the biases in delay of LUTs and presented strong biases
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in the Xilinx Artix-7 LUT structure. For instance, a LUT6 configured by (1xxxx); has a smaller
delay than the ones configured by (0xxxx).. In Figure 6-1, if all the LUTs in the blue branch are
configured by (1xxxx)> and all the LUTs in the red one are by (0xxxx)a, the total delay in the blue

branch is very likely smaller than the delay in the red one.

‘ Cl4:0] Cl10M-6:10M-10]
Inat
...... Output

Init
Clo:3] C119:15] Cl10M£1:10M5]

Figure 6-1 DPDL-TERO structure. Different challenges configure the two branches.

2) Two branches configured by the same programmable bits (SPDL-TERO)
In order to minimize the biases' effect, the second structure programmed its two branches by the

same challenge. In CHAPTER 3, we found a pattern in the nominal delays of the 32 PDLs in the
LUT6. To avoid the biases due to such a pattern, we configure the two branches with the same

challenge. This structure is referred to as SPDL-TERO.
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Figure 6-2 SPDL-TERO structure. The same challenges configure the two branches

3) IPD-based TERO
Because of the systematic biases found in CHAPTER 3, we proposed intertwined programmable

delay (IPD) to mitigate the major biases in LUT6. Since the experimental results have proved that

IPD has significantly reduced the impacts of biases in LUT6, we would like to also build a TERO

using IPD.
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Figure 6-3 IPD-TERO structure.

B. TERO-PUF extraction scheme

1) The final stable state (Method Stable)
Using the final state as the source of PUF response was discussed in [62]. [51] concluded that

this PUF response extraction scheme is not useful, since 29% of the tested TERO are unstable.
However, since this thesis explores the use of PDLs in TERO-PUF, it is worthwhile to consider the
final state as a candidate for PUF extraction schemes.

The binary state can be directly used as the 1-bit PUF response in this scheme. With a challenge

chl, one could get the PUF response rs.

2) The length of transient state (Method Transient)
The traditional TERO-PUF [49] has two blocks, each of which has many TEROs. The challenge

selects one TERO from each block, and the outcomes of the two selected TEROs are compared.

The comparison result determines the one or multiple bits of the PUF response [49][51]. For the
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reliability of the PUF responses, the Gray code was used in [49]. The selection of the specific bit of
the outcome was discussed in [49][51].

Thanks to PDLs, our work has plenty of signal propagation paths in one physical PDL-based
TERO. For DPDL-TERO and SPDL-TERO, we will capture two readings from the same physical
TERO and determine 1-bit PUF response based on their comparison outcome. For IPD-TERO, the

modified 2-pass scheme mentioned in Chapter 4 will be used.

C. TERO-PUF entropy source

Method Transient

Registers

PUF raw
measurements

—

o [

Method Stable Registers

Figure 6-4 Architecture of the PDL-TERO-PUF testbench

Figure 6-4 shows the two methods of testing the PDL-TEROs, tested by the PUF test suites, as
shown in Figure 2-13. The tested challenges from BRAMSs program the PDL-TEROs under test.
The counter counts the positive edge of the PDL-TERO output. After the pre-defined acquisition
time, the initialization signal is turned off, and the counter readings are stored in the output
registers. For the Method Stable, the final state of the TEROs is stored in registers. These

information are the PUF raw measurements to be processed by Zynq processor.
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D. TERO Settling Time
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Figure 6-5 TERO requires a sufficient acquisition time.

Before we characterize our TERO-PUFs, let us take a quick look at the unstable state in TERO.
Like previous literature, we have also seen many unstable TERO final states in our experiments.
Different PDL-TEROs become stable after different times. Therefore, this raises the requirement
for the acquisition time that it should be large enough to make enough PDL-TEROs stable.
Otherwise, the unstable PDLs tend to give similar outcomes, which is limited by the counter and
system clock. Figure 6-5 shows the raw measurements of two DPDL-TEROs, where we can see
two very different settling times. All the PDLs in this TERO quickly settle at around 0.3 us for the
one on the left. In contrast, the one on the right shows longer settling time. While most PDLs
settled within 1 us, two did not stablize at 4 us. The average settling time in our prior tests is about
0.894 us. Therefore, we choose to keep use the same acquisition time (15.729 ms) as Chapter 4.

Such acquisition may be overkill for the TEROs, and this may be an advantage of TEROs.

E. TERO-PUF Characterization

1) Extract with Method Stable
We will also characterize and analyze TERO-PUFs with bit-aliasing first. In this chapter, for

simplicity, we only find the overall bit-aliasing of each TERO structure. The bit-aliasing of
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Method Stable is shown in Figure 6-6(a). The distribution of DPDL-TERO lies to the right, which
means most PUF responses are 1’s. No matter the challenges, it always stabilizes at a high voltage
level. The distribution of SPDL-TERO is better, whose center locates roughly at 46%. The
bit-aliasing of IPD-TERO seems pretty good, whose shape is quite close to the ideal one.

Figure 6-6(b) shows the correlations of the three structures. First, the correlation of
DPDL-TERO is poor, as expected. However, SPDL-TERO and IPD-TERO are also highly
correlated. Although PUF responses of these TERO-PUFs are relatively randomly distributed,
they are positively correlated to the challenges.

The results of other metrics are shown in Table VII. As shown by bit-aliasing, the majority of
PUF responses of DPDL-TERO are 1’s, which explains its poor bit-aliasing and correlation. Thus,
it uniquenesses are severely affected.

SPDL-TERO has better results. Notably, its inter-uniqueness (31.39%) is much worse than the
overall one (50.10%) and intra-uniqueness (49.00%). We deduce that a similar bias in the same
locations of different devices has a similar impact on the final stable states. Since we only have two
devices, we cannot confirm this assumption.

The higher reliability of DPDL-TERO indicates the bigger difference in its two branches' delays.
Different challenges configure the two branches, and thus, their nominal delays are inherently
different. As the two branches are more mismatched, the oscillations in DPDL-TERO die down
quicker. Therefore, more TERO paths become stable within the acquisition time, making the
reliability of DPDL-TERO (99.41%) higher than DPDL-TERO (98.68%). The unreliable TERO
paths have two scenarios: 1) Some TERO paths are still unstable after the acquisition time; 2)

Some TERO paths' final states are not bound to any specific voltage level.
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Figure 6-6 (a) Bit-aliasing distribution. (b) Correlation distributions.

2) Extract with Method Transient
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Figure 6-7 (a) Bit-aliasing distribution for Method Transient. (b) Correlation distributions.

Method Transient greatly improves bit-aliasing and correlations, as shown in Figure 6-7.
SPDL-TERO and IPD-TERO offer close bit-aliasing and correlations to the ideal among the three
structures. Furthermore, their correlations are better than the one of [IPD-RO-PUF shown in Figure
4-12.

Compared to the others, DPDL-TERO’s bit-aliasing is far from close to the ideal. Compared to

the results in CHAPTER 4, it is quite close to the one of IPD-RO with the traditional 2-pass
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scheme. They two both don’t have a mechanism to mitigate the biases pattern. In different ways,

the biases pattern impact on the final PUF responses of the two structures. The results prove that

the biases in delay greatly influence the outcome of the TERO.

As shown in Table VII, the other metrics of SPDL-TERO are very close to the ideal values.

While the reliability is kept at a very high level, the uniqueness is better compared to

DPDL-TERO.
Table VII Characterization of PDL-TERO-PUF and other PUFs
Uniformity | Uniqueness | Uniquenessinter | Uniquenessintra | Reliability
Method Stable
DPDL-TERO 91.22% 16.01% 9.78% 16.11% 99.41%
SPDL-TERO 45.82% 50.10% 31.39% 49.00% 98.68%
IPD-TERO 49.60% 50.37% 34.47% 46.67% 99.06%
Method Transient
DPDL-TERO 51.27% 46.81% 45.88% 46.76% 96.35%
SPDL-TERO 50.33% 50.05% 49.67% 50.17% 96.17%
IPD-TERO 50.39% 49.98% 49.87% 49.95% 96.24%
TERO-PUF [49] N/A 48.5% N/A N/A 92%

F. Characterization results analysis
Based on the experimental results, we have drawn the following conclusions.

1.

Due to the strong biases in LUT structures, the nominal delays of the two branches have to be
matched. In both PUF response extraction methods, SPDL-TERO shows stronger
performance than DPDL-TERO. That indicates the biases between different PDLs impact
both the final stable state and the transient state length.

The final stable state is not applicable in any discussed TERO structure. Although the
reliability is much higher than the one reported in [51], the other metrics suffer heavy
impacts of biases in LUTs. The final stable state is heavily dependent on the relationship

between the two branches. This relationship may include but is not limited to the delay and
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the initial voltage levels.
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CHAPTER 7. ADVANCED PUF ANALYSIS

A. NIST randomness test suite

Although originally developed to evaluate random number generators, many works have applied
the National Institute of Standards and Technology (NIST) test suite to PUF. Passing the NIST test
suite does not guarantee the randomness of a PUF, but failing it indicates that the tested PUF lacks
randomness [54]. Six statistical tests in the suite are applied to PUFs, including:

e Frequency test (T1);

e Frequency test within a block (T2);

e Runs test (T3);

e Test for the longest run of ones in block (T4);

e Approximate entropy test (T5);

e Cumulative sums forward (Cusum-F) test (T6);
e Cumulative sums reverse (Cusum-R) test (T7).

The test suite is open access and can be found in [55]. Table VIII shows the results of the tests on
the RO and TERO-based PUFs we discussed before. First of all, among the RO-based PUFs, both
the investigative PDL-RO-PUF and IPD-RO-PUF show a high pass rate (all above 95%). It is
surprising that the PDL-RO-PUF, showing strong biasing in the characterization, has a very high
pass rate in the NIST tests. This result proves that one cannot simply trust NIST randomness tests
when evaluating a PUF. In the family of TERO-based PUFs, IPD-TERO-PUF shows the best

results. DPDL-TERO and SPDL-TERO show a lower pass rate, which our previous tests expect.
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Table VIII NIST randomness test suites results.

T1 T2 T3 T4 T5 T6 T7
'”;’gslt_'?gg"e 100.00% | 100.00% | 100.00% | 96.88% | 100.00% | 100.00% | 100.00%
IPD-RO 96.88% | 100.00% | 100.00% | 100.00% | 100.00% | 96.88% | 96.88%
DPDL-TERO | 56.25% | 84.38% | 71.88% | 87.50% | 100.00% | 56.25% | 56.25%
SPDL-TERO | 68.75% | 93.75% | 84.38% | 90.63% | 100.00% | 68.75% | 68.75%
IPD-TERO | 90.63% | 96.88% | 96.88% | 100.00% | 100.00% | 90.63% | 90.63%

B. Neural Networks attacks
Machine learning attack for PUF has been reported previously for PUF. [27][28][29] Deep

learning has been proved to be very efficient modeling APUF and various PUF based on APUF in
[29]. Besides, [27] presented successful modeling attack to RO PUF and various PUF based on
that with various machine learning techniques including Logistic Regression and Evolution
Strategies. Therefore, the resilience to machine learning has become an important criterion for
PUF.

All the PUFs proposed in this thesis fall into the type of strong PUF. Strong PUFs usually have
no protection mechanisms that restricts Eve in challenging them or in reading out their responses.
Their responses are freely accessible from the outside. In [27], the attacked RO PUF was closer to
a RO bank PUF, which has very limited number of CRPs. For the proposed PUFs, the number of
CRPs are huge. Especially, they can be implemented without discarding any CRPs, thus almost all
CRPs can be useful. The huge number of CRPs would be one obstacle for modeling attack.

To analyze the resilience to ML attack, we suppose Eve is able to collect a large number of
CRPs. Machine learning attack using Neuron network (NN) is conducted for all the characterized
RO-based and TERO-based PUFs. For all PUFs, we consider the structures using 20
programmable bits. Because they all use 2-pass schemes, the length of the challenge is 40-bit.
20,000 CRPs are collected for each PUF. To develop an overview of their resilience to NN attacks,

I extensively ran NN training with the collected PUF responses from 32 instances on each of the

84



two devices.

Figure 7-1 shows an overview of the NN attack results. First of all, the family of TERO-based
PUFs shown stronger resilience to NN attacks than the other two. The more complicated process
seems to give additional complexity in their PUF responses. The delays in PDL-RO and IPD-RO
have additive effects on the raw measurements. These effects are easier for NN to predict. Big
improvements in canonical metrics like bit-aliasing, uniqueness have been shown in CHAPTER 4.
However, the improvement in NN attack resilience is not that obvious, from about 89% on average
to 86%.

In the family of TEROs, the resiliences are quite close. An interesting observation is that
although DPDL-TERO was biased, its resilience is quite close to DPDL-TERO. The prediction of
IPD-TERO-PUF ranges in a very wide range. Especially, more than 25% of IPD-TERO-PUF have

predictions lower than 70%.
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Figure 7-1 Neuron network attack confusion table (a) IPD-RO (b) VRO

C. Entropy and Bit-bias

1) Chain Rule of Entropy and Bit-wise Entropy
Entropy in information theory measure how the level of information in a system. It can also
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evaluate the randomness of the system. Shannon defined the entropy H as in the following

equation:

HOO = = ) P(0)log,P(x) 7-1)
X
Where x is the outcome of the system and P(x) is the probability that the system gives x. The
chain rule of Shannon entropy is described as:

HX,Y)=HX)+ H(Y|X) (7-2)
When Y and X are independent,

HX,Y) = HX) + H(Y) (7-3)

For an independent event series X;

n
HOX, X, 0 Xn) < ) HOX) (7-4)
i=1

For a simple RO PUF with n configurable bits, (7-4) can be used to estimate the entropy of the
RO PUF if each bit is independent [26]. However, our designs fully use the PDLs in LUT6s, so
each challenge bit is not uncorrelated. Thus, estimating entropy using the joint entropy is not the
best approach for us. We then estimated the overall Shannon entropy of each PUF corresponding
to the input probabilities, another approach in [26]. Figure 7-2 shows the estimated Shannon
entropies, where the input probabilities are the 1’s in the input challenge of one pass. First of all,
when the input entropy is maximized, i.e., the probability is 0.5, all PUFs achieved very high
output entropy. When the inputs are biased (like 0.3 and 0.4), the entropy of PDL-RO-PUF
becomes decreasing, and our designs maintain pretty well. When the inputs are extremely biased
(0.1 and 0.2), the entropy of PDL-RO-PUF falls down below 0.8, and our PUFs are generally still

higher than 0.9.
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2) Bit-wise Entropy
The Shannon entropy only approximates the overall difficulty of attacks. Whereas we are

interested to know where the vulnerability of the PUF is. Equation (7-5) defined bit-wise entropy,
where x and y are the PUF responses corresponding to challenges ¢, and ¢, [63], and the Hamming
distance of ¢, and ¢, is always 1 bit. The objective of this metric is to find entropy corresponding to

each bit of challenge.
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p(x,y)) (7-5)

HO) = = > ploylog, (573

(XEX,yEY)

Figure 7-3 shows the bit-wise entropy of the discussed PUFs. 20 bits of each challenge in either
pass are considered. Here, we can see the systematic biases in PDLs found in CHAPTER 3.
Because there is no mitigation strategy in the investigative PDL-RO-PUF, the found biases,
especially the major bias between two LUTSs controlled by every 5 bit, dramatically decrease the
bit-wise entropy to around 0.96. These bits may be more vulnerable to ML attacks than other bits.
The mitigation in IPD-RO-PUF clears those weak bits. However, we can see relatively low
bit-wise entropy every 4" bit. A similar situation can also be seen in DPDL-TERO-PUF and

IPD-TERO-PUF. And the one of SPDL-TERO-PUF has the best bit-wise entropy.
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Figure 7-3 Entropy of 32 ROs (a) Implemented with intertwined LUT stages (b) Implemented with non-intertwined LUT stages.

Along with the path of bit-wise entropy, we find that it may be beneficial to explore how each bit

3) Bit-bias

of the challenge impacts the PUF response. Therefore, we calculate the bit-bias as the following
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equation,

Bit — bias = HD(chl,R)

Figure 7-4 shows the resulted bit-bias of discussed PUFs. First, we can see the strong bias,

especially at 5 bit of each stage. The result of IPD-RO-PUF still shows that it has mitigated the

majority of the biases. However, et each of 4" bit of the stage, although not biased, the bit-bias has

arelatively larger spread than other bits. The spread means a specific IPD-RO-PUF may still suffer

some bias, which might be vulnerable to attackers.

As for the family of TERO-PUFs, we were not able to detect very clear patterns in the bit-bias.

Unlike the delay-based PUFs, the competing elements from the transient effect is not simply

proportional to the delays. Speaking of the spread, we see that the spread of DPRL-RO-PUF is

more extensive, and the ones of SPDL-TERO-PUF and IPD-TERO-PUF are quite comparable.

These results are consistent to the ML attack rates. Thus, we think this metric could be a candidate

for the fast characterization of PUF’s resilience to ML attacks.
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Figure 7-4 Bia-bias of discussed PUFs

We propose measuring the bit-bias standard deviation to guess the PUF’s resilience to ML
attacks for effortless comparison. It is easier for ML attacks if one bit of the challenge is more
severely biased. Therefore, we can measure the variation of bit-bias to know whether there are
severely biased bits. We plot all the 64 instances of each PUF and their NN predictions (was shown
in Figure 7-1) in Figure 7-5. We do see the association between bit-bias variation and NN
prediction rate, and a transparent lower boundary of the NN prediction rate corresponding to
certain values of bit-bias variation. This novel metric can facilitate the study of PUF’s resilience to
ML attacks. One may be able to derive the best resilience, 1.e., the lowest precision rate, with the
lower boundary. Furthermore, it saves tons of hardware resources like high-end GPU and long

training time.
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CHAPTER 8. APPLICATION: SECURE FPGA BOOT-UP WITH
RECONFIGURATION AND PUF

A. Vulnerability in SRAM-FPGA Boot-Up Process
Due to the volatile nature of SRAMs, the SRAM-based FPGAs usually store their encrypted

configuration bitstreams in non-volatile flash memories outside of FPGA chips. The conventional
boot-up process is shown in Figure 8-1, where the encrypted configuration bitstream gets loaded
onto FPGA during the system boot-up process. The bitstreams are decrypted first and then passed
on to FPGA fabric to configure blank FPGA fabrics into functional circuits. The FPGA circuits’

functionality and associated IPs are stored in the encrypted configuration bitstreams.

Encrypted : :
7 Decryption key stored in
bitstream stored MY y

. o » Standard FPGA eFuse or FPGA
n non-volatile BBRAM and decryption engine.

flash memories

P

Functional FPGA .
circuits FPGA fabric

Figure 8-1 The standard FPGA configuration bitstream storage, decryption and programming setup.

Unfortunately, SRAM FPGAs are vulnerable to reverse engineering if the hackers obtain the
encrypted configuration bitstreams and corresponding decryption keys. In most applications,
inevitably, FPGA chips (where the bitstream decryption keys are embedded) and the non-volatile
flash memory (where the encrypted configuration bitstreams are stored) may both be obtained by
the hackers [31].

As shown in Figure 8-1, conventional bitstream management practice makes FPGA-based

systems more vulnerable than ASIC-based systems in terms of resistance against reverse
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engineering. In ASIC, it is very difficult to extract a huge amount of circuit information spread
across the entire ASIC chips, even if destructive reverse engineering operations are performed. In
contrast, hackers just need to extract decryption keys to unlock the encrypted configuration
bitstreams stored in non-volatile flash memories for FPGA systems. Since the decryption keys are
usually only hundreds to thousands of bits long, it is much easier to extract decryption keys from
FPGAs than to obtain complete circuit information from ASICs.

Furthermore, blank FPGA chips can be easily obtained in the open market. Hackers have plenty
of opportunities to learn how to extract decryption keys stored in eFUSE or Battery Back SRAMs
(BBSRAMs) through destructive methods. FPGA decryption key extraction has been successful,
demonstrated, and published using destructive methods, such as scanning electron microscope
(SEM) [31]. The destroyed original FPGA chip can be easily replaced by a new FPGA chip of the

same model.

B. Adapt PUF into dynamic partial reconfiguration (DPR)
Dynamic partial reconfiguration (DPR) offers FPGA the ability to add, remove or change

functionality during operation time, and many applications have implemented it. Based on Xilinx
FPGAs, developers can designate regions in FPGAs as Pblock, which can be reconfigured when
FPGA is in operation. An example is Hosny’s implementation for multi-standard software-defined
radio (SDR) with DPR [36].

Figure 8-2 shows the architecture of our application. Each FPGA design consists of two
configuration bitstreams: the functional circuit bitstream (shown in blue) and the configuration
bitstream for PUF circuits (shown in green).

The key idea is that the functional circuit bitstream is NOT decrypted or programmed into the
FPGA chip through regular FPGA bitstream decryption and programming engine. Instead, the

functional circuit bitstream is decrypted using a key generated by a PUF and then programmed into
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the FPGA fabric by DPR. In addition, such a description key is NOT stored in standard eFUSE or
BBSRAMs inside FPGAs. Instead, it is generated on the fly by the PUF during the boot-up
process.

Furthermore, after the functional circuit bitstreams are decrypted and programmed onto the
fabric, the PUFs circuits have completed their mission. DRP proactively erase them from the
FPGA chip. Therefore, the PUFs circuits and generated decryption keys stay inside FPGA for a
brief period during the boot-up process. The PUF circuits and associated decryption keys are

already erased by DPR when the boot-up process ends.

Encrypted 1" level decryption key stored in

bitstream for
A Standard FPGA eFuse or FPG A
PUF circuits BBRAM and decryption engine.

A

A

PUF circuits to
Bitstream for generate 2™ level
functional decryption key to Dynamic Functional
circuits »| decrypt functional »| Reconfiguration » FPGA
encrypted by circuits’ control block Circuits
2™ Jevel keys configuration

bitstreams

FPGA fabric

Figure 8-2 Proposed SRAM FPGA zeroization architecture. The blocks in green are the added PUF circuits.

This two-step encryption architecture provides an interlock mechanism to prevent reverse
engineering. Hackers need to know the decryption keys generated by the PUF circuits to know the
functional circuits. In order to know the PUF generated decryption keys, hackers need to know

PUF circuits. They have to extract decryption keys for PUF circuits stored inside the standard
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FPGA decryption key storage unit (eFUSE or BBSRAMs). Since modern FPGAs have
implemented a mechanism to prevent side-channel decryption key leaks [31], the practical way to
extract decryption keys stored in eFUSE or BBSRAM is through destructive reverse engineering.
However, the destructive reverse engineering will physically destroy the FPGA chip, and those
delicate PUF features embedded in the FPGA chip. Once the specific FPGA chip is destroyed, the
decryption key associated with specific PUF features can never be reproduced again. Applying the
same PUF circuits onto a different FPGA chip of the same model will not duplicate decryption

keys.

C. Boot-up with DPR and PUF
32-bit challenges

2" level decryption key

Program
FPGA

Decryption
Module T

Real bitstream

Encrypted bitstream

B Reprogrammable modules

Encrypted bitstream Static modules

for functional circuit

Figure 8-3 PUF based secure partial reconfiguration. Modules in blue are reprogrammable, the ones in yellow always stay in the
FPGA.

A prototype has been constructed on Zedboard to demonstrate the feasibility of the proposed
two-step interlock mechanism. An IPD-RO-PUF provides the 2™ level key. Figure 8-3 shows the
structure of the prototype circuit. BRAM stores challenges. BRAM is intentionally set to
stand-alone mode, so there’s no AXI bus or other direct connection to the ARM processor.
Therefore, BRAM is a pure programmable fabric (PL) part isolated from the processing system
(PS). This setup makes the circuit less vulnerable to hacking through PS. The prototype's

functional circuit bitstream decryption is just a simple XOR. One can be easily replace it with
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other decryption algorithms, such as AES. In [37], Xilinx describes how encryption secures
7-series FPGA with AES. Resource utilization by AES is relatively low [38]. Figure 8-3 only
shows the decryption operation. Encryption is done in the circuit design phase, prior application
phase. Plain bitstream is encrypted with the 2" level key. After decryption, the functional circuits
are programmed into PL using DPR [39] through ICAP (Internal Configuration Access Port).
Although partial reconfiguration is often performed through PCAP (Processor Configuration
Access Port), which directly transmits bitstream through the processor [3], we use ICAP to prevent
hacking from the software running in the processor. ICAP enables internal readback of the device
configuration [31]. Thus, the possible threat from the FPGA and ARM processor integration is
reduced. Furthermore, ICAP provides many advantages, like the ability against differential power
attacks (DPA) or other side-channel attacks.

The PUF circuits implemented in this prototype come from the IPD-RO-PUF in CHAPTER 4.
The PUF circuit consists of ROs and counters, and a 32-bit challenge string is sent to LUTs to
configure the IPD-RO. The counter records the number of oscillations within a pre-determined
time. In the prototype design, a 32-bit decryption key is generated by sequentially sending 32
different challenge strings to PUF circuits. Alternatively, multiple ROs can be instantiated in

FPGA, and they can yield multiple PUF bits simultaneously.
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lBoard turning on
Challenge sent to PUF.

PUF generates key, decryption done.
Phase 1 — > PUF | ICAP |—

=

Partial reconfiguration

Phase 2 PUF | ICAP | Functional circuits
lPUF wiped
Phase 3 ICAP | Functional circuits

Figure 8-4 Operation flow. Hardware configuring brings the operation from one phase to the next one. Different modules (in
blocks) are present on board in different phases.

Figure 8-4 shows the operation flow of the prototype circuit. The entire flow can be broken
down into 3 phases. PUF and ICAP are programmed into PL when the board is turned on in Phase
1. Then, 32-bit challenges are sent to PUF, and after a short delay, PUF provides the 32-bit
response as 2" level decryption key. In the meantime, the Zynq processor reads encrypted
functional circuit’s bitstream from the SD card and sends it to the decryption block. The
decryption is done with the generated 2" level decryption key. After decryption, the plain
bitstream is sent to I[CAP, and ICAP programs fabrics into functional circuits. At this time, Phase 2
operation ends. The board is equipped with functional circuits. Then, ICAP programs blank
modules to replace PUF modules in the Pblock, so that PUF circuits are wiped out. Finally, only

the functional circuits and ICAP are left in the FPGA, concluding Phase 3 operation.

D. Implementation Results
Since PUF runs on the fly during the boot-up process, its operation time should not stall the

boot-up process of functional circuits. In our prototype design, the majority of the boot-up time is
used by PUF to generate 2" level key. This time is proportional to the length of the 2" level key,
as PUF repeats for the same number of times as the length of the key. In our prototype, each

repetition takes about 15.729 ms. This time is consistent with the one in CHAPTER 4, achieving
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sufficient readout margin in capturing the delays. The discussion about RO running time can be
found in Chapter 0. Since the RO oscillation is independent of the system clock, the clock
frequency does not affect this time. In this prototype, the decryption key length is 32-bit, and thus
it takes about 503 ms to complete all the 32 runs on PUF. If shortened key generation time is
desired, multiple ROs could be implemented to generate multiple bits simultaneously.

PUF and partial reconfiguration circuits are the overhead introduced by this prototype. The extra
resources needed are shown in Table IX. The highest utilization comes from the use of 3516 LUTs,
1.e., 6.61% of LUT resources available in Zedboard. Although the proposed design is on Zedboard
with a Zynq microprocessor, an ARM Cortex processor, the processor is not essential in this
implementation as it was only used to fetch decrypted bitstream from SD card. The decrypted
bitstream can be stored internal of FPGA, like BRAM. And therefore, the data transfer does not
require a processor.

If additional ROs are added to speed up the boot-up process, a few more resources are needed by
the additional ROs. The resources consumed by a RO include LUTs building the inverters and the
counter measuring the number of RO oscillation cycles. For the prototype design, each additional
RO needs 19 LUTs. We can save some resources if we switch to a more compact PUF like

DPDL-TERO-PUF.

Table 1X Resource utilization on Zedboard (Artix-7, xc7z020clg484-1)

Resources | Utilization | Available | Utilization %
LUT 3516 53176 6.61
FF 3928 106352 3.69
BRAM 6 140 4,29
10 0 200 0
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CHAPTER 9. CONCLUSION AND FUTURE WORKS

This work discusses the implementation of compact PUFs based on the PDLs in LUT6 cells of
Xilinx Artix-7 FPGAs. We began with an experimental investigation of the systematic biases of
LUT®6s. The found biases are categorized into two types: the major systematic bias between the
two LUTS5s; and the biases within LUTSs. We overcame them by first developing a novel
intertwined LUT stage with two LUT6s. We then constructed a 2-phase, 2-pass scheme that
mitigated systematic biases within the LUTS5 structure. With both types of biases mitigated, the
IPD-RO-PUF was solely based on manufacturing variations in LUTs. The characterization of the
IPD-RO-PUF shows that our strategy significantly improves the bit-aliasing, uniformity, and
uniqueness of PUF responses close to their ideal values. Furthermore, the low correlation in the
PUF responses also indicates that random variations can be successfully extracted. This study
shows that our IPD-RO can lead to a new generation of strong, compact PUF designs.
Environmental variation between the two passes was mitigated by a reference RO, which detects
changes in temperature, voltage, etc. Furthermore, with prior knowledge of the IPD-ROs, a
filtering can be carried out to discard the marginally reliable CRPs. Both approaches are proven to
help to elevate the reliability of the PUF.

Besides, we successfully implemented TERO-PUFs based on PDLs and IPDs, and thoroughly
characterized them. The minimal differences in the PDLs and IPDs are ideal for extracting PUF
from the transient effect.

Advanced analysis shows that TERO-PUFs based on PDLs and IPDs may be stronger structures
to resist ML attacks. We studied the entropy and proposed a novel metric, bit-bias, and its
variation, to find the association with ML attacks' success rate.

At last, we presented an application run on Xilinx Artix-7 that dynamically reconfigures the
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FPGA circuits on the fly. IPD-RO-PUF protects the dynamic reconfiguration, and this application
shows the compactness of the IPD-RO-PUF.

The future works include a further study of the correlation between PUF’s structure and its
resilience to ML attacks and a practical method to extract PUF from TERQ’s final state. Also, we

are interested in further verifying the bias-bias metric.
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