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ABSTRACT

THREE ESSAYS ON TRUST MINING IN ONLINE SOCIAL NETWORKS

by

Gelareh Towhidi

The University of Wisconsin-Milwaukee, 2018
Under the Supervision of Professor Atish P. Sinha and Professor Huimin Zhao

This dissertation research consists of three essays on studying trust in online social networks.
Trust plays a critical role in online social relationships, because of the high levels of risk and
uncertainty involved. Guided by relevant social science and computational graph theories, |
develop conceptual and predictive models to gain insights into trusting behaviors in online social

relationships.

In the first essay, | propose a conceptual model of trust formation in online social networks. This
is the first study that integrates the existing graph-based view of trust formation in social
networks with socio-psychological theories of trust to provide a richer understanding of trusting
behaviors in online social networks. I introduce new behavioral antecedents of trusting behaviors
and redefine and integrate existing graph-based concepts to develop the proposed conceptual
model. The empirical findings indicate that both socio-psychological and graph-based trust-

related factors should be considered in studying trust formation in online social networks.



In the second essay, | propose a theory-based predictive model to predict trust and distrust links
in online social networks. Previous trust prediction models used limited network structural data
to predict future trust/distrust relationships, ignoring the underlying behavioral trust-inducing
factors. | identify a comprehensive set of behavioral and structural predictors of trust/distrust
links based on related theories, and then build multiple supervised classification models to
predict trust/distrust links in online social networks. The empirical results confirm the superior fit

and predictive performance of the proposed model over the baselines.

In the third essay, | propose a lexicon-based text mining model to mine trust related user-
generated content (UGC). This is the first theory-based text mining model to examine important
factors in online trusting decisions from UGC. | build domain-specific trustworthiness lexicons
for online social networks based on related behavioral foundations and text mining techniques.
Next, | propose a lexicon-based text mining model that automatically extracts and classifies
trustworthiness characteristics from trust reviews. The empirical evaluations show the superior

performance of the proposed text mining system over the baselines.
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CHAPTER 1

INTRODUCTION

The rapid growth of online social networks in recent years has brought considerable attention to
social network analysis. Recent studies have examined the structures and dynamics of social
networks and their actors’ relationships and interactions. Trust plays a critical role in online
social interactions, because of the high levels of uncertainty and risk envolved. The important
role of trust in e-commerce interactions and virtual teams has been studied before. However,
trusting behaviors in online social networks _ how trust forms and what factors influence
trusting behaviors __ have not been well studied. Furthermore, the existing models of trust
prediction to predict trust and distrust relationships do not have a strong theoretical foundation.
Hence, the established behavioral theories of trust need to be either adapted to the context of

online social interactions or new ones need to be developed.

This dissertation introduces new theory and advances techniques for social network analysis by
developing conceptual and predictive models of trust in online social networks. It consists of
three research essays to study the issue. The first essay proposes a conceptual model of trust
formation in online social networks to understand online trusting behaviors. The second essay
develops a theory-based predictive model to predict trust and distrust links in online social
networks. The third essay proposes a lexicon-based text mining model to mine user-generated
content (UGC), and extract and classify trustworthiness characteristics from trust reviews. The

findings of this dissertation would be of potential benefit to a wide range of applications, such as



recommender systems, advanced search engines, online marketing, and social network trend

prediction.

Essay 1: Trust Formation in Online Social Networks — A Network-Based Socio-

Psychological Model of Online Trusting Behaviors

The first essay studies trust formation in online social networks. Trust plays a more critical role
in online social relationships, compared to face-to-face communications, because of the higher
levels of risk and uncertainty involved. However, trusting behaviors in online social networks
have not been well studied yet. Previous research on trust in online social networks has been
mostly conducted in the field of computational network analytics, ignoring the underlying
theoretical dimensions of trusting behaviors. Guided by relevant psychology, social science, and
computational graph theories, | propose a conceptual model of trust formation in online social
networks. This is the first study that proposes a theory-based conceptual model to understand
trusting behaviors in online social networks. The model integrates the existing graph-based view
of trust formation in social networks into socio-psychological theories of trust. To develop the
proposed model, I introduce new behavioral antecedents of trusting behaviors based on related
socio-psychological theories. Next, | redefine and integrate the existing graph-based structural
factors of online social networks into the model. I also study the joint influence of behavioral
trust-inducing factors and graph-based factors on trusting behavior. The behavioral trust-
inducing factors are measured according to the context of online social networks, using novel
operationalization methods. The empirical findings indicate that both socio-psychological and
graph-based trust-related factors should be considered in studying trust formation in online social

networks. In particular, trust formation in online social networks is influenced by online trusting



beliefs, network-based dispositional trust, network-based judgment bias, network-based
structural assurance, trustee network status, network community similarity, and network status

differential.

Essay?2: Trust Prediction in Online Social Networks — A Theory-Based Predictive Model

for Trust/Distrust Prediction in Online Social Networks

The second essay focuses on predicting trust/distrust links between the members of online social
networks. Link prediction, i.e., predicting if there will be a link or a relationship between a pair
of users, is one of the core problems in social network analysis. In signed social networks, the
sign (trust/distrust, friend/foe, etc.) of a link has to be determined in addition to the likelihood of
the relationship. Previous research mostly considered trust prediction as a special case of sign
prediction, focusing on computational models of trust, based on the network structural data. They
have largely ignored the underlying theory-based behavioral predictors of trust. Most previous
models predict future trust links based on very limited dimensions of trusting behavior similarity
between users. Moreover, previous studies predict only trust links, ignoring the critical
information from distrust relationships. Guided by relevant socio-psychological and social graph
theories, I identify influential factors in online trusting behaviors and propose a supervised model
to predict trust/distrust links in online social networks. The proposed trust/distrust prediction
model is built upon both structural and behavioral predictors, and by using both trust and distrust
information. Specifically, | propose trustee importance, trustee prestige, trustor trust propensity,
trustor status, similarity between the trustee and trustor, and status differential between the

trustee and trustor as the prediction feature sets. The empirical results from my evaluation show



the superior fit and predictive performance of the proposed model, compared to previous models

that used only limited structural information.

Essay 3: Lexicon-Based Trust Mining in Online Social Networks — A Feature-Based Text

Mining Model to Mine Trust Reviews in Online Social Networks

The third essay explores the important trustworthiness characteristics in trusting decisions by
mining trust-related UGC. This is the first study that examines trust-inducing factors in online
trusting decisions by mining UGC. I first identify the important trustworthiness characteristics of
online users based on the related behavioral theories. Based on those characteristics, | generate
domain-specific trustworthiness lexicons for online social networks, using text mining
techniques. The trustworthiness lexicons are built using both dictionary-based and corpus-based
methods. Using the generated lexicons, | propose a lexicon-based text mining system based on
term co-occurrence and Pointwise Mutual Information to extract and classify trustworthiness
characteristics from trust reviews. The empirical results show the superior performance of the

proposed text mining system compared to other baseline models.



CHAPTER 2

Essay 1: Trust Formation in Online Social Networks — A Network-Based

Socio-Psychological Model of Online Trusting Behaviors

2.1. Introduction

The rapid growth of online social networks in recent years has brought considerable attention to
social network analysis. Link prediction in social networks, i.e., predicting whether there will be
a relationship (link) between two users (nodes) of a social network, is one of the core problems
in social network analysis (Backstrom and Leskovec 2011; Fang et al. 2013; Liben-Nowell and
Kleinberg 2007; Wasserman and Faust 1994). Understanding how and why links form between
users can benefit a wide range of applications, such as recommender systems, advanced search
engines, online marketing, and social network trend prediction. In many real social networks,
e.g., Epinions, Slashdot, and Wikipedia, the sign of a connection (positive/negative,
trust/distrust, friend/foe, etc.) is an intrinsic part of the connection. In such signed networks, in
addition to predicting link formation, predicting the sign of a potential link (i.e., sign prediction)
is also of great importance (Leskovec et al. 2010a). Previous research on trust in online social
networks often considered the trust prediction problem as a special case of sign prediction (e.g.,

Liu et al. 2008; Matsuo and Yamamoto 2009; Tang et al. 2013; Zhang et al. 2013).

Trust is a critical component of any interpersonal and social relationships in which risk,
uncertainty, or interdependence exists (Fukuyama 1995; Gefen et al. 2003). In online

interactions, trust plays a more critical role because of the inherent higher level of uncertainty,



risk, and fear of opportunistic behaviors. It has been argued that mediation by technology in
technology-mediated communications creates challenges for effective social interactions. For
example, there are social cue deficiencies in computer-mediated interactions since body language
and physical surroundings cannot be easily realized through computer channels (Ma and

Agarwal 2007; Sproull and Kiesler 1986).

Online communities are characterized by a number of special characteristics that make effective
social interactions through establishment of mutual understanding even more difficult
(Chidambaram and Tung 2005; Ma and Agarwal 2007). In online communities, there are a large
number of participants with different social backgrounds and perspectives (Ma and Agarwal
2007). In addition, most users are anonymous or only limited information about them is publicly

available.

Past research has shown the important role of trust in virtual teams and e-commerce (Gefen et al.
2003; Hoffman et al. 1999; McKnight et al. 2002). However, trust in online social networks—
how trust forms and what factors influence trusting behaviors—has not been well studied.
Related studies were mostly in the field of computational network analytics, using existing

knowledge and methods from sign prediction to examine trust formation.

Trust computational models used existing users’ trust voting (e.g., “web of trust”) to predict
future trust relationships. Users’ similarity, interactions, social status, global network structural
features, local node properties, and network balance were identified as important factors in trust
formation in online social networks (Chiang et al. 2011; Kunegis et al. 2009; Leskovec et al.
2010a; Leskovec et al. 2010b; Symeonidis et al. 2010; Varlamis et al. 2010). However, the

underlying psychological and behavioral antecedents of trusting behaviors have been widely
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ignored, resulting in an incomplete understanding of users’ trusting behaviors in online social

networks.

Trusting behaviors of online users in social media and online communities differ from the
traditional face-to-face and e-commerce settings. There are characteristics specific to an online
social network that make it distinct from other settings. This requires traditional antecedents of
trusting behaviors, as well as online social network-specific antecedents, to be examined in

context.

The purpose of relationships in online social networks is obviously different from e-commerce
buyer-seller relationships. The main purpose of social media and online social networks is to
support interpersonal communication and collaboration using Internet-based platforms (Kane et
al. 2014). Furthermore, social media and online social networks have provided new capabilities
and opportunities that are not available in traditional online or offline settings. Kane et al. (2014)
argue that one of the challenges in studying online social networks or social media is behavioral.
They believe that the technological distinctions by social media may result in profound

theoretical consequences for individual and organizational behavior.

Social media has provided its users novel ways of acting and interacting with each other that
would have been difficult or impossible in earlier online or offline settings. The new capabilities
of social media and online social networks may undermine or violate the assumptions of
established theories (Kane et al. 2014). Hence, researchers need to adapt established theories for
application to social media settings, or develop new ones (Kane et al. 2014; Majchrzak 2009).
Therefore, | believe that there is a strong need to examine the applicability of related behavioral

theories of trust in the context of online social networks.
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There are characteristics unique to online social networks that may influence trusting behaviors.
Garton et al. (1997) believe that there are three specific characteristics — range, centrality, and
role — of online social networks, making them different from traditional work groups and
communities. Online social networks are usually large. They have more heterogeneity in the
social characteristics of network members and more complexity in the structure (Wellman 1997).
In addition, centrality and connectedness of members of online social networks play a critical
role in many aspects of sustainability of online social networks, such as information
dissemination. Furthermore, it has been argued that there are network roles that may be filled by
any member of a network according to what resources they bring in to the network, such as
“technological gatekeeper”. These roles can be identified by empirically examining the patterns
of relations across networks or across behaviors within a network (Garton et al. 1997). Other
researchers believe that social media differs from traditional social networks in terms of content
and structure (Kane et al. 2014). Content refers to resources available in a network (such as
information), and structure refers to identifiable patterns of nodes and ties in a network (Kane et
al. 2014). For example, contagion and resource access are different from traditional networks
(Borgatti and Foster 2003). Contagion is how resources spread through a network and influence
nodes, and resource access is how nodes access and benefit from available resources. For
example, in traditional groups, people were influenced by a very few numbers of their close
friends, thus spread of an idea was usually locally. Therefore, | examine trusting behaviors in
online social networks by examining network-specific trust inducing factors, in addition to

traditional socio-psychological antecedents of trust.

In this study, I strive to address the gaps in the existing literature to explain trusting behaviors in

online social networks. | propose a novel conceptual model of trust formation guided by relevant



behavioral and computational network theories. To the best of my knowledge, this is the first
study to provide a theory-based conceptual model of trust formation in online social networks. |
introduce new behavioral constructs that impact online trusting behaviors based on related socio-
psychological theories that have not been studied before. Moreover, | redefine and integrate
existing graph-based factors along with the theory-based behavioral factors to proposed the
model of trust formation in online social networks. | empirically examine the proposed
conceptual model using a real social network dataset concerning the Wikipedia election process
for RfA (Request for Adminship). The results show that the previous graph-based view of trust
in social networks is not sufficient to understand trust formation among social network users, and

both socio-psychological and graph-based trust-related factors should be considered.

2.2. Related Work

Online trusting behaviors have been studied mainly in the context of e-commerce and buyer-
seller relationships, showing the important role of trust in online purchase intentions of
consumers (e.g., Awad and Ragowsky 2008; Ba and Pavlou 2002; Everard and Galletta 2005;
Fang et al. 2014; Gefen et al. 2003; Gefen and Straub 2003; Harris and Goode 2010; Kim and
Benbasat 2006; Kim and Benbasat 2009; Komiak and Benbasat 2006; Lim et al. 2006; Liu and
Goodhue 2012; Lowry et al. 2008; McKnight et al. 2002; Wang and Benbasat 2008). McKnight
et al. (2002) proposed a multidimensional model of trust in e-commerce, including four high-
level constructs, i.e., disposition to trust, institution-based trust, trusting beliefs, and trusting
intentions. Trust in e-commerce relationships was also studied with regard to some related

theoretical models, such as the Technology Acceptance Model (TAM). Gefen and Straub (2003)



examined the effect of social presence on consumer trust in e-commerce and purchase intentions.
They found that consumer trust, affected by social presence, has a stronger effect on purchase
intentions than TAM beliefs (usefulness and ease of use of the website). Gefen et al. (2003)
showed specifically that both trust in the e-vendor and the technological aspects of the website
interface (two beliefs identified by TAM, i.e., usefulness and ease of use) influence consumer

intended use.

Some scholars examined the role of feedback mechanism or WOM (Word of Mouth) in trust
formation in e-commerce relationships. Ba and Pavlou (2002) examined trust formation in
electronic markets and showed that appropriate feedback mechanisms can induce trust between
two transacting parties. Lim et al. (2006) examined the effect of trust on actual online buying
behavior and found that satisfied customer endorsement by similar peers increased consumers’
trusting beliefs about the e-vendor and ultimately actual buying behaviors. Awad and Ragowsky
(2008) examined the effect of WOM quality on online trust and adoption of e-commerce, along
with other factors, such as perceived ease of use and perceived usefulness, across genders. Trust
in recommendation agents (RAs), which provide product recommendations to buy based on user-
specified needs and preferences, has also been studied. Komiak and Benbasat (2006) showed that
perceived personalization and familiarity significantly increased customers' intention to adopt
RAs by increasing cognitive trust and emotional trust. Wang and Benbasat (2008) identified six
reasons users trust (or do not trust) the RAs. Finally, some scholars examined the effects of
website design related factors, such as website trust-assuring arguments (Kim and Benbasat
2006; Kim and Benbasat 2009) and website quality (Lowry et al. 2008), on online consumers’

trust in e-vendors. However, trusting behaviors among users of online social networks or online

10



communities have received much less attention, as online social networks and communities are

themselves new phenomena in online communications.

Trust prediction in online social networks is a special case of the sign prediction problem. Trust
prediction aims to use existing knowledge and methods of sign prediction to predict trust/distrust
formation between network users. Furthermore, trust prediction studies aim to examine the
special characteristics of trust networks and important factors of trust/distrust formation. Trust
prediction models in online social networks usually use users’ previous trusting behaviors (e.g.,
“web of trust”) to predict future trust relationships. Network structural features, as well as some
contextual features, have been used to build trust prediction models. Previous studies found that
similarity, interaction, structural features, and node properties are important factors in trust
formation. Guha et al. (2004) developed a trust propagation framework to predict trust between a
pair of users and showed that distrust had a significant effect on how trust propagates through the
network. Liu et al. (2008) proposed a supervised prediction model to predict trust links between
a pair of users based on user attributes and user interactions in an online community. Matsuo and
Yamamoto (2009) used supervised prediction models to predict trust based on users’ profiles,
product ratings, and trust relations. Tang et al. (2013) proposed an unsupervised framework
(hTrust) for trust prediction, specifically focusing on the effect of homophily on trust prediction.
Their findings showed that similar users tend to establish trust relations and that trusted users are
more similar. Zhang et al. (2013) proposed a method to predict trust in networks by combining
local information, such as node degree, clustering coefficient, and PageRank values, with the
concepts of longer cycles and triangle patterns. Previous studies on trust prediction, however,
have mostly focused only on the structural properties and dynamics of networks and did not

consider any underlying theory-based behavioral motives of trust formation.
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2.3. Theoretical Background and Hypothesis Development

Trust is a multi-dimensional concept and has been studied in multiple contexts. Trust is defined
as a trustor’s willingness to be vulnerable to the actions of a trustee based on positive
expectations of the trustee’s intentions (Mayer et al. 1995; Mcknight et al. 1998; Rousseau et al.
1998). Trust has been conceptualized according to several theoretical streams, including
knowledge-based trust, calculative-based trust, institution-based trust, cognition-based trust, and

personality-based trust (Gefen et al. 2003; Mayer et al. 1995; Mcknight et al. 1998).

Trusting Behavior in Online Social Networks

2

Almost all definitions of trust mention “willingness to rely on the other party or to be vulnerable
based on a “positive expectation or beliefs in the other party’s trustworthiness” (Mayer et al.
1995; Mcknight et al. 1998; Moorman et al. 1992; Rousseau et al. 1998). Based on this, trust has
a cognitive aspect (trusting beliefs or beliefs in the other party’s trustworthiness) and a
behavioral aspect (trusting intentions or willingness to rely on another party) (Mcknight et al.
1998; Moorman et al. 1992). These two aspects have been studied as two distinct constructs, in
which trusting beliefs affect trusting intentions and together they represent trusting in another

party (Mcknight et al. 1998; McKnight et al. 2004; Moorman et al. 1992).

Behavioral intention has been shown as an antecedent of actual behavior, as modeled in many
theories, such as the Theory of Reasoned Action (Fishbein 1979; Fishbein and Ajzen 1975) and
the Theory of Planned Behavior (Ajzen 1985; Ajzen 1991; Ajzen and Madden 1986). Although

the intention-behavior relationship has been reliably shown in prior studies (Webb and Sheeran

12



2006), several variables can influence the consistency of this relationship (Sutton 1998; Webb
and Sheeran 2006). Thus, if possible, measuring the actual behavior is more reliable than
measuring behavioral intentions. In the context of online social networks, in contrast to most
behavioral studies where the actual behavior cannot be measured, access to users’ actual trust
decisions is feasible. Therefore, in this study, the actual trusting decision is used as trusting
behavior. Trusting behavior could be one of the following possible links (trust relationships): a
trustor trusts a trustee, a trustor distrusts a trustee, or a trustor is neutral toward a trustee. For
example, in some online review websites, users can build a web of trust composed of reviewers
whose reviews they trust or block reviewers whose reviews they distrust. When user a adds user
b to her web of trust, it means user a (the trustor) issues a trust link toward user b (the trustee).
When user a adds user b to her block list, it means user a (the trustor) issues a distrust link

toward user b (trustee).

Online Trusting Beliefs

Beliefs about a behavior have been viewed as important antecedents of behavioral intentions and
behaviors in many theories. The Theory of Reasoned Action (TRA) (Fishbein 1979; Fishbein
and Ajzen 1975) states that behavioral intentions, the immediate antecedent to behavior, are
influenced by beliefs about the outcome of the behavior, including behavioral beliefs and
normative beliefs. Behavioral beliefs affect an individual’s attitude toward the behavior and
normative beliefs affect the individual’s subjective norm about the behavior (Madden et al.
1992). The Theory of Planned Behavior (TPB) (Ajzen 1985; Ajzen 1991; Ajzen and Madden
1986) adds beliefs about control over performing the behavior, which focuses on beliefs about

possessing the required resources and opportunities, to the TRA.
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Trust involves taking risk and selecting a trustworthy partner could eliminate some of the
concerns in trust relationships (Sheppard and Sherman 1998). Based on that, trustworthiness is a
quality that mitigates the concerns in trust relationships, such as ability, reliability, honesty, and
altruism. Trusting beliefs (also called interpersonal trust) is defined as a positive sentiment or
expectation about the trustee’s trustworthiness (Mcknight et al. 1998; Moorman et al. 1992).
Multiple scholars have studied trusting beliefs and identified four main dimensions of trusting
beliefs, i.e., benevolence, competence, integrity (Butler 1991; Gabarro 1978; Mayer et al. 1995;
Mcknight et al. 1998), and predictability (McKnight et al. 2002; Mcknight et al. 1998).
Benevolence is the trustor’s belief that the trustee acts in the trustor’s best interest and cares
about the trustor. Competence is the trustor’s belief in the trustee’s ability or power to do what is
needed by the trustor. Integrity is the trustor’s belief in the trustee’s truthfulness, that she makes
good faith agreements, tells the truth, and fulfills promises. Predictability is the trustor’s belief
that the trustee’s actions (good or bad) are consistent enough to forecast them. These four
dimensions are conceptually distinct (Kumar et al. 1995), but have been used in combination as a
global measure of trusting beliefs (Doney and Cannon 1997; McKnight et al. 2002; McKnight et
al. 2004). A trustor’s intention to trust a trustee is related to the extent of the trustor’s beliefs in

the trustee’s benevolence, competence, integrity, and predictability (Mcknight et al. 1998).

Prior research in trust has shown the links between trusting beliefs and trusting intentions and
modeled trusting beliefs as the immediate antecedent of trusting intentions (Mayer and Davis
1999; Mayer et al. 1995; Mcknight et al. 1998). Furthermore, the relationship between trusting
beliefs and trusting intentions has also been supported in the field of e-commerce and buyer-
seller relationships (Gefen 2002; McKnight et al. 2002). Thus, I expect trusting beliefs to be

related to trusting behaviors in online social communities too. For example, if Emily thinks that
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John is an expert in movies and he always tweets high-quality and honest reviews about new
movies, then it is very likely that Emily trusts John and follows him on Twitter. Hence, |

hypothesize the following:

H1: Trusting beliefs (benevolence, competence, integrity, and predictability) toward a trustee

are positively related to trusting the trustee.

Network-Based Dispositional Trust

Dispositional trust (i.e., a trustor's trust propensity) is the trustor's inherent tendency to generally
trust others across various situations (Mayer et al. 1995; Mcknight et al. 1998). Trust propensity
is an individual’s personal characteristic that determines how much the individual is willing to
trust others in general. A trustor’s trust propensity is based on her faith in humanity and trusting
stance (Mcknight et al. 1998). Faith in humanity is one’s belief that others are typically well-
meaning and reliable. It has been argued that since faith in humanity refers to underlying beliefs
that in general others are trustworthy, it influences one’s trusting beliefs (Kramer and Isen 1994;
Mcknight et al. 1998). Moreover, disposition to trust is a generalized tendency across situations
and people and is stable in different situations. As an inherent characteristic, it influences one’s
interpretation of situations and actors in those situations. Thus, in trust relationships, it influences
one’s interpretation of a trustee’s trustworthiness, providing a foundation for the trustor’s
trusting beliefs (Gefen 2000; Mcknight et al. 1998). Trusting stance is the willingness to depend
on others (whether they are trustworthy or not) and the belief that by dealing with people, better
outcomes will be achieved. It has been argued that since trusting stance is a personal strategy in
dealing with others, it directly influences one's willingness to trust others (McKnight et al. 2002;

Mcknight et al. 1998).
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Trustor’s trust propensity has been modeled as one of the important antecedents of trusting
beliefs and trusting intentions (Mayer et al. 1995; McKnight and Chervany 2001; Mcknight et al.
1998; Williams 2001). Previous studies also found significant effect of dispositional trust
(propensity to trust) on consumers’ trust in e-commerce relationships (Gefen 2000; McKnight et
al. 2004). Disposition to trust is not based on prior experience or knowledge about a specific
trustee. Thus, it is more important in initial trust formation when the parties have not gained

specific knowledge or experience of each other.

In the context of online relationships that are distant and where limited information is available
about the parties, disposition to trust could play an important role in initial trust formation
(McKnight et al. 2004). This effect can be even more important in online social networks, where
there is even less information about users than would be available about an e-commerce vendor.
For example, Emily has a higher trust propensity than John, meaning that she believes more than
John that others are typically well-meaning and trustworthy. Alex is a new user to Facebook and
is recommended to both to become friends. Emily is more likely to have more positive beliefs in
Alex’s trustworthiness than John. Consequently, she is also more likely to become a friend of

Alex. Hence, | hypothesize the following:

H2a: Dispositional trust is positively related to trusting beliefs.

H2b: Dispositional trust is positively related to trusting the trustee.
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Network-Based Judgment Bias

Psychological research in decision making suggests that human intuitive judgments deviate from
a normatively expected standard of judgment subject to a number of biases, resulting in biased
judgment (Funder 1987; Griffin and Tversky 1992; Tversky and Kahneman 1975). Bias in
judgment happens because of cognitive processes, such as conservatism (Fiedler 1991),
exaggerated expectation (Erev et al. 1994), placement judgments (Kruger 1999), and level of
confidence in judgment (Tversky and Kahneman 1975). Judgment bias is almost a consistent

systematic bias that could be used for predicting individual behavior (Hilbert 2012).

In the context of e-commerce relationships, Wolf and Muhanna (2011) found that online buyers
systematically interpret online feedback rating information in a biased fashion, resulting in
inaccurate trusting beliefs. This bias in processing feedback information results in inaccurate
estimates of online retailers’ trustworthiness, which can happen in two ways, overconfidence or
positive bias (giving unwarranted trust in an e-vendor) and underconfidence or negative bias
(being overly suspicious). Illusion in cognitive processing could also result in biased judgments,
such as overconfidence in judgment (Langer 1975). The logic is that people in uncertain
situations try to assure themselves that things are under control, resulting in unrealistic overly
positive perceptions that differ from reality (Fiske and Taylor 1984). Trust research also suggests
that trust building involves illusions of control process in a way that the cognitive process
enhances one’s confidence in trust-related beliefs, resulting in overconfidence bias (Mcknight et
al. 1998). Mcknight et al. (1998) argued that illusions of control process happen in building a
trustor’s trusting beliefs. The trustor tries to confirm her trusting beliefs in the other party’s
trustworthiness, thereby overinflating her confidence that high levels of trusting beliefs are

warranted.
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Trust prediction in online social network research also posits that the truthfulness (bias) of users’
judgments about others should be considered in predicting trust (Mishra and Bhattacharya 2011).
This is important because, in many social networks, the prestige of a user is based on the opinion
or rating of other users. The prestige of a node can be used to predict the trustworthiness of the
node or estimate how much a node is trusted by other users. If a user gives positive (or negative)
ratings to others irrespective of what they truly deserve, then the user is biased. The truthfulness
(or bias) of a user’s judgment is the difference between the trust rating a trustor provides to a
trustee and the ground truth (i.e., what the trustee truly deserves). Therefore, trust ratings from
biased users should be given less weight in trustworthiness prediction of users in social

networks.

According to the above theoretical and empirical foundations, judgment bias is very likely to
happen in evaluating the trustworthiness of users in trust decisions. Thus, a trustor’s judgment
about a trustee’s trustworthiness is very likely to be affected by the trustor’s judgment bias. A
trustor with overconfidence bias has overinflated confidence that high levels of trusting beliefs
are warranted. Thus, there is a positive relationship between judgment bias and trusting beliefs in

others, no matter of what they truly deserve. Hence, | hypothesize the following:

H3: Judgment bias is positively related to trusting beliefs.

Cognitive biases are raised because of people’s limited ability to properly process information.
Judgment bias, as a cognitive bias, is the systematic errors in judgments that deviate
systematically from an accepted norm or standard. One of the salient causes of judgment bias is
preconceived ideas or theories about people and events (Kruglanski and Ajzen 1983). An

individual’s reliance on intuitive preconceptions and theories leads to systematic judgment biases
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(Kruglanski and Ajzen 1983; Tversky and Kahneman 1975). The reason is that people tend to
consider only certain information and disregard other relevant information based on their
intuitive ideas about the event or behavior under consideration. | posit that this is true about
people’s disposition to trust and its effects on their judgment bias. Disposition to trust, as an
inherent tendency to trust others, can act as a filter for receiving and processing information
accurately. A person with high trust propensity is incapable of processing the information in an
unbiased way, because she inherently selects positive evidence that others are trustworthy and

tends to disregard any negative clues about them.

It has also been argued that there is an interaction between one’s disposition to trust (trust
propensity) and illusions of the control process, which result in judgment bias (Mcknight et al.
1998). Disposition to trust brings the illusions that everything is always under control and affects
an individual’s trusting judgments. Furthermore, previous empirical studies have shown that
individual characteristics and psychological attributes influence an individual’s judgment bias
(Barber and Odean 2001; Chen et al. 2007; Wolf and Muhanna 2011). For example, online
buyers show different levels of judgment bias and trust in online vendors, based on their
perceived uncertainty regarding the general other and the transaction medium or environment

(Wolf and Muhanna 2011).

Based on the discussed theoretical background and empirical findings, I posit that trust
propensity affects judgment biases in trusting decisions. | further posit that this is especially true
in online relationships, where less prior interaction experience or lower levels of information
exist. As argued by Mcknight et al. (1998), disposition to trust is more important at the beginning

of a relationship, when beliefs about the situation are based more on assumptions than on facts.
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Therefore, in online relationships, where actors have less prior information and facts about one
another, their intuitive preconceptions, such as their propensity to trust, can have a very
important role in their trusting decisions. For example, Emily, who has a high trust propensity
(meaning that she believes that others are typically well-meaning and trustworthy), as an editor
of Wikipedia, is selected to vote for new trusted admins of the community. She reviews John’s
(one of the candidates) request for adminship, as well as other voters’ discussions about his
qualifications and his past activities on Wikipedia. There are almost equal number of positive
reviews and negative reviews about John’s trustworthiness for adminship. Since Emily has
inherently high level of trust propensity, she is very likely to disregard the negative reviews and
pay attention to positive reviews, resulting in a biased judgment and consequently trusting John.

Hence, | hypothesize the following:

H4: Dispositional trust is positively related to judgment bias.

Network-Based Structural Assurance

Institution-based trust (also called impersonal trust), which refers to a trustor’s beliefs that the
necessary structures and favorable conditions are in place, facilitates situational success in a
risky endeavor (Mcknight et al. 1998). Institution-based trust helps the trustor feel more
comfortable to trust others in that specific situation and affects interpersonal trust (i.e., trusting
beliefs). There are two types of institution-based trust: situational normality and structural
assurance (McKnight et al. 1998). Situational normality is the sense that success is likely
because the situation is normal or favorable (Baier 1986; Mcknight et al. 1998). In the context of
this study, | assume that situational normality is the same for everyone since all users are acting

in the same online community. Structural assurance is the sense that success is likely because
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protective structures, such as guarantees, contracts, regulations, promises, legal recourse,
processes, or procedures, are in place. Structural assurance increases trust and affects trusting
beliefs by giving the sense that parties in the situation are trustworthy (Gefen et al. 2003;

Mcknight et al. 1998).

In the context of e-commerce, structural assurance is usually provided by a reputable third party
that assures the e-vendor is trusted (Gefen et al. 2003). However, in online social networks,
relationships among users are formed based on users’ willingness to communicate and often no
external party is involved. Network structural characteristics influence trust in social networks
(Buskens 1998; Sherchan et al. 2013). A user’s position in the network could be an indicator of
the user’s reputation. Reputation, as an aggregate of users’ opinions about one another, is often
measured by centrality measures (Katz 1953). Central users are the key users of the network that
connect with more users and are the major channels of information dissemination (Wasserman
and Faust 1994). Other structural measures have been used to measure a node’s reputation in a
network, such as PageRank (Page et al. 1999) and its variants, and HITS authority (Kleinberg et
al. 1999). Such structural reputation measures have been used to predict influential and trusted
users in online social networks (Song et al. 2007; Varlamis et al. 2010). Furthermore, Buskens
(1998) found that users with a higher degree centrality (both in-degree and out-degree) have
higher levels of trust. Tsai and Ghoshal (1998) showed that central actors are likely to be
perceived as more trustworthy by other actors in the network. Previous studies have shown the
importance of tie strength in perceived trustworthiness and trust relationships (Krackhardt et al.
2003; Levin and Cross 2004). Central users are more connected and have more interactions with

others. Central users are major channels of information dissemination, making them known by
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many others, further resulting in stronger ties and greater levels of perceived trustworthiness and

trust. Hence, I hypothesize the following:

H5a: Structural assurance is positively related to trusting beliefs.

H5b: Structural assurance is positively related to trusting the trustee.

Network-Based Status (Prestige)

Social status is one’s standing in a social hierarchy as determined by respect, deference, or social
influence (Ridgeway and Walker 1995). Social status represents one’s value position as relative
prestige, respect, honor, or deference in a structural arrangement (Berger et al. 1972; Thye 2000).
Socio-psychological theories, such as the Expectation States Theory (Berger et al. 1982) and the
Status Characteristics Theory (Berger et al. 1980; Wagner and Berger 1993) explain the
emergence of status, beliefs about status, and its influence on group members’ behaviors. People
differ based on a set of social attributes, such as gender or a specific expertise, called status
characteristics. Status characteristics shape beliefs about social worthiness, competence, and
performance expectations, which in turn, shape the social interactions and the behaviors of
individuals in a group (Berger et al. 1980; Wagner and Berger 1993). High-status actors of the
group are believed to be more worthy, competent, and influential (Ridgeway 2001; Ridgeway
and Walker 1995). Higher status is also associated with greater perceived trustworthiness and

higher levels of trust (Cook et al. 2009).

It has been empirically shown that the relative status of an individual in a group is positively
related to perceived trustworthiness qualities, such as the ability and integrity of the individual
(Campos-Castillo and Ewoodzie 2014). In the context of online social networks, social status is
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defined as the position or rank of a user in the network and represents the degree of honor or
prestige attached to that position. A node’s status (prestige) in a network has been considered as
an important predictor of received positive links (friendship or trust) from other nodes of the
network (Kunegis et al. 2009). A user’s prestige (status) in online social networks is often
identified by incorporating both trust and distrust links toward the user, such as the Fans Minus
Freaks (FMF) (Kunegis et al. 2009) measure, where fans are ones who trust the user and freaks
are ones who distrust the user. Trusted users have a high number of fans and distrusted users a
high number of freaks. Therefore, a trustee with a higher status is perceived to be more
trustworthy and receives more trust links from other members of the network. Hence, |

hypothesize the following:

H6a: Trustee status is positively related to trusting beliefs.

H6b: Trustee status is positively related to trusting the trustee.

Furthermore, status differences have been considered as an influential factor in interpersonal
perception and behavior (Ridgeway and Berger 1986). It has been argued that as status is
“relative”, the perceived trustworthiness of individuals is also a relationship-level attribute
(Campos-Castillo and Ewoodzie 2014). It means that who is seen as trustworthy and the extent
of perceived trustworthiness of any given individual are also contingent on the relational context.
The status differential between two actors will determine the degree to which an actor perceives
trustworthiness qualities in the other actor (Campos-Castillo and Ewoodzie 2014). Therefore, the
status differential between a trustee and a trustor has an important role in shaping the trustor’s
beliefs about the trustee’s trustworthiness. As the trustor’s status relative to the trustee decreases

(the status differential increases), the trustor’s perceived trustworthiness of the trustee increases.
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The size of the status differential between two actors is determined based on the number of status
characteristics (such as specific expertise) and the magnitude of the difference between the

values of a given status characteristic (Berger et al. 1972).

Moreover, the Status Theory, as one of the online social network theories, was developed for
directed social networks to better explain the observed edge signs and provides insights into the
underlying social mechanisms (Leskovec et al. 2010a; Leskovec et al. 2010b). Based on the
Status Theory, a trust (distrust) link from a trustor to a trustee indicates that the trustee has a
higher (lower) status than the trustor (Leskovec et al. 2010a; Leskovec et al. 2010b). This also
reinforces the discussed relational characteristic of status by previous socio-psychological
scholars. Therefore, the status differential between a trustor and a trustee is associated with
greater perceived trustworthiness of the trustee (the trustor’s trusting beliefs). Hence, |

hypothesize the following:

H7: Trustee and trustor status differential is positively related to trusting beliefs.

It has been found that status influences behavioral levels of trust such that individuals with
higher status show more initial trust than individuals with lower status (Lount and Pettit 2012).
High social status brings the individual a set of internalized beliefs and expectations around the
rewards she will receive by virtue of this elevated social position (Berger et al. 1998). The
reward expectations involve social rewards, which induce positive expectations about others’
motives and behaviors. Individuals with higher status have expectations that others will have
favorable motives and display positive behaviors toward them, such as respect and praise. Thus,
people with higher status judge others’ intentions as more benevolent, and subsequently, trust

others more easily (Berger et al. 1998; Lount and Pettit 2012). | posit that this could also be true
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for online trust interactions. Therefore, a trustor’s status in the network could affect her beliefs
and expectations about others. High-status trustors perceive others to be more benevolent and
have positive expectations in others’ motives and behaviors. Therefore, a trustor’s status could

affect her trusting beliefs toward a trustee. Hence, | hypothesize the following:

H8a: Trustor status is positively related to trusting beliefs.

A set of social attributes, such as gender or experience, which differentiate individuals’ status in
a group, are considered status characteristics. Previous research on behavioral decision making
has shown that individual characteristics, such as gender, ethnicity, education, and job
experience, affect an individual’s judgment biases. For example, it has been found that self-
serving attribution bias is greater for men than for women, resulting in men’s overconfidence
bias about their abilities (Barber and Odean 2001). Overconfidence and representativeness biases
have been found in financial investors based on life experiences and the education system (Chen
et al. 2007). Chinese investors were found to be more overconfident about their knowledge and
skills, and believed more that past returns were indicative of future returns (a representativeness
bias), than US investors. Based on these results, status characteristics can affect an individual’s

judgment biases.

Previous studies have also found that high-status individuals have more overconfidence bias in
self-judgment than others (Harvey 1953; Stolte 1978). They tend to view their qualities in overly
positive ways, thus inflating their self-perceptions and resulting in overconfidence about their
abilities (Anderson and Brion 2010; Berger et al. 1980; Ridgeway et al. 1998). It has also been

found that overconfident individuals attain higher social status in groups (Anderson et al. 2012).
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Therefore, individuals with higher status are positively biased about themselves, meaning that

they see their abilities higher than the reality.

Furthermore, it has been found that overconfident individuals think others are underconfident or
unbiased, whereas underconfident individuals think others are overconfident (Ludwig and
Nafziger 2011). People who believe that underconfidence is the general bias (who see others as
being underconfident) adjust their beliefs upwards, thus resulting in being overconfident, and
vice versa. Therefore, individuals with higher status are negatively biased about others, meaning

that they see others’ abilities lower than the reality.

Therefore, individuals’ status plays an important role in their beliefs and judgment biases about
themselves and others. Taking into account all these findings, | posit that individuals with higher
status tend to have overconfidence bias about themselves and underconfidence bias about others
and vice versa. Thus, | conjecture that a trustor with high (low) status tends to judge others’
trustworthiness lower (higher) than their real trustworthiness. Hence, | hypothesize the

following:

H8b: Trustor status is negatively related to the trustor’s judgment bias.

Network-Based Similarity (Homophily)

Social science has identified homophily as an important factor in social networks and group
formation. Early studies in network ties showed substantial homophily in demographic and
psychological characteristics in informal network ties, such as friendship networks (McPherson
et al. 2001). Homophily is the principle that people are more likely to bond and associate with
similar others than with dissimilar ones, based on sociodemographic, behavioral, and
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intrapersonal characteristics (McPherson et al. 2001). Similarity among individuals affects their
initial willingness to trust each other (Foddy et al. 2009). Similarity predisposes people toward a
greater level of interpersonal attraction, understanding, and trust, resulting in greater levels of

social affiliation (Brown et al. 2007; Ruef et al. 2003).

Homophily has also been observed and studied in online social network relationships (e.g., Wang
et al. 2011; Xiang et al. 2010). Furthermore, homophily (i.e., similarity among users) has been
used in link formation and sign (trust/distrust or friend/foe) prediction in social networks.
Multiple studies have shown that similarity is an important predictor of trust formation among
users in social networks (Golbeck 2009; Kunegis et al. 2009; Symeonidis et al. 2010; Tang et al.

2013; Zheng et al. 2014).

Homophily implies that people's personal networks are homogeneous and information flows
through networks tend to be localized (McPherson et al. 2001). Therefore, there should be
multiple localized communities of neighbors based on users’ similarities in social networks. It
has been found that having a shared group membership enhances trustworthiness perceptions,
thereby increasing the levels of initial trust (Meyerson et al. 1996; Tanis and Postmes 2005). In
the context of social networks, a shared group membership can translate into being in the same
community with common neighbors. Having common neighbors is also found to be important in
user collaboration in social networks. Newman (2001) found that the probability of collaboration
increases with the number of other collaborators in common. Common links (neighbors) have
also been widely used to measure the similarity between users in social networks, such as in the
Adamic-Adar index, and in the Jaccard Coefficient (Adamic and Adar 2003; Golder and Yardi

2010; Liben-Nowell and Kleinberg 2007; Lichtenwalter et al. 2010). Accordingly, I consider
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common neighborhood as a similarity measure among users. Thus, a trustor’s trust in a trustee

increases as the trustor has more common neighbors with the trustee.

It has also been argued that users of the same group or community are more likely to form
trusting beliefs toward one another (Mcknight et al. 1998). People in the same group share
common goals and values, tend to perceive each other in a positive light (Kramer 1994), and are
more trustworthy than others not in their group (Brewer and Silver 1978) (also known as ingroup
bias). Therefore, having common neighbors leads to high levels of trusting beliefs. Thus, a
trustor’s trusting beliefs in a trustee increase as the trustor has more common neighbors with the

trustee. Hence, | hypothesize the following:

H9a: Trustee and trustor community similarity is positively related to trusting beliefs.

H9b: Trustee and trustor community similarity is positively related to trusting the trustee.

2.4. The Research Model

The research model for testing the hypotheses stated above is shown in Figure 2.1. Definitions of

the research constructs are presented in Table 2.1.
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Figure 2.1- The Research Conceptual Model

Table 2.1- Research Constructs

Construct Definition References
Online Trusting|The decision to rely on the trustee or to be vulnerable by|Mayer et al. 1995; McKnight et
Behavior her actions in an online social network. al. 1998; Rousseau et al. 1998

Online Trusting Beliefs

Beliefs in the trustee’s trustworthiness according to the
context of a particular online social network
(benevolence, competence, integrity, and predictability).

Mayer et al.1995; McKnight et al.
1998

Network-Based
Dispositional Trust

The inherent tendency to generally trust others across
various situations based on the proportion of the trust
out-degree to the total out-degree.

Mayer et al. 1995; McKnight et
al. 1998

Network-Based
Judgment Bias

Deviation from a normatively expected standard of
judgment; the average bias of the trustor’s total out-
degree based on the trustee’s true merit.

Funder 1987; McKnight et al.
1998

Network-Based
Structural Assurance

The sense that the trustee is trustworthy because
protective structures are in place; the centrality, HITS
authority, and PageRank importance of the trustee node.

Gefen et al. 2003; McKnight et
al. 1998

Trustor/Trustee
Network Status

Node’s standing or value position in an online social
network; based on the net value of trust/distrust in-
degree.

Berger et al. 1972; Thye 2000;
Ridgeway and Walker 1995

Network Status| The difference between trustee status and trustor status in|Berger et al. 1972; Leskovec et
Differential the network. al. 2010a; 2010b

Network  Community|The degree that the trustor and the trustee share common|{McPherson et al. 2001; Newman
Similarity neighbors in the network; Jaccard, Dice, and inverse log-{2001

weighted similarities.
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2.5. Research Methodology

In the following section, the operationalization of research constructs, data set, and data analysis

methodology are discussed.

2.5.1. Construct Operationalization

To empirically examine the proposed research model, | operationalized the constructs within the
context of online social networks. The definitions for the constructs from the hypothesis
development section of the paper are refined along with more detailed explanations of any sub

constructs and terms. Herein | explain how each construct was measured.

Online Trusting Behavior

| used a 7-point Likert scale (“strongly oppose,” “oppose,” “weakly oppose,” “neutral,” “weakly
support,” “support,” and “strongly support”) to measure the trusting decision of a trustor
regarding a trustee. | used this measure as a single reflective indicator of the trusting behavior

latent variable.

Online Trusting Beliefs

Trusting beliefs are formed based on the trustor’s cognitive process about the trustee’s
trustworthiness in terms of the trustee’s benevolence, competence, integrity, and predictability
(Mayer et al. 1995; Mcknight et al. 1998). A trustee is perceived to be benevolent to the degree
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of openness, loyalty, concern, and support and help and acting in the other party’s best interests
and caring about their well-being (Colquitt et al. 2007; Mayer and Davis 1999; Mayer et al.
1995; McKnight et al. 2002). Benevolence relies more on personal experience or interactions
between the trustor and the trustee. A trustee is perceived to be competent as she has enough
capability, proficiency, ability, expertise, knowledge, and talent in a specific context and
performs her role very well and in an effective way (Colquitt et al. 2007; Mayer and Davis 1999;
McKnight et al. 2002). A trustee’s integrity is the extent of her truthfulness, honesty, fairness,
promise keeping, commitment, sincerity and authenticity, bias suppression, ethicality of decision
making, and credibility (Colquitt et al. 2007; Mayer and Davis 1999; Mayer et al. 1995;
McKnight et al. 2002). Unlike benevolence, integrity is based more on the trustee’s
characteristics than on the interactions or relationships between the trustee and the trustor
(McKnight and Chervany 2001). A trustee’s predictability is the extent of her consistency of

actions (Mcknight et al. 1998).

Based on the definitions and measurements discussed above, and the definitions and keywords of
trustworthiness specific to the Wikipedia context, | created four sets of measurement items for
the trustee’s trustworthiness characteristics. Then | used the trustor’s comments about the trustee
and asked two graduate students to annotate the comments according to the measurement items.
Each annotator identified if any of the trustworthiness characteristics are mentioned in the
comments and the related sentiment. Then, | asked them to resolve the conflicts between their

annotations, if any, to get the final values for all four trustworthiness beliefs.

The four dimensions (i.e., benevolence, competence, integrity, and predictability) of the trusting

beliefs construct are formative in nature (Sia et al. 2009). All four dimensions represent distinct
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aspects of trusting beliefs and thus do not necessarily correlate highly. Therefore, | used each

dimension as a separate formative indicator of the trusting beliefs latent variable.

Network-Based Dispositional Trust

| obtained trustor propensity in two different ways. First, | considered the proportion of the total

outdegree™ (i)

trust links to the total issued links toward others: Propensity(i) = outdegree™ () +ontdegree=(0)

where outdegree™ (i) is the out-degree of positive (trust) links of user i (the trustor) in the

network, and outdegree™ (i) is the out-degree of negative (distrust) links of the user. Second, I

outdegree™ (i)—outdegree™ (i)

took into account both trust and distrust links: Propensity(i) = | used

outdegree™ (i)+outdegree (i)’

both measures as separate reflective indicators of the trust propensity latent variable.

Network-Based Judgment Bias

The bias of a trustor’s judgment is the difference between the trust rating the trustor provides to a
trustee and the ground truth (what the trustee truly deserves). | estimated the ground truth
regarding a trustee based on the crowd wisdom (the final trusting decision from the community
(all voters)). I obtained trustor’s judgment bias in two different ways. First, | considered the

difference between the trustor’s vote to a trustee and the final trusting decision from the

community for that specific trustee: Bias(i) = (”"te(i’j)'zdeser”e(j D where vote(i, j) is the vote

of user i on user j, and deserve(j) is the final voting result from the community for user j. The
difference is divided by two to scale the bias value into the range of [-1, +1]. Second, | calculated

the trustor’s judgment bias using Mishra and Bhattacharya (2011) bias formula: Bias(i) =

m Z}.E i (l.)(vote(i, j) — deserve(j)) , where d(i) is the set of other users voted by user i (the

trustor), vote(i, j) is the vote of user i on user j, and deserve(j) is the final voting result from
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the community for user j. The sum of the differences is normalized by the number of all the votes
issued by the trustor and further divided by two to scale the bias value into the range of [-1, +1].
Therefore, a bias value of zero means that the trustor has no judgment bias (her votes are very
close to what a trustee truly deserves). Positive (negative) values mean that the trustor is biased
toward trusting others more (less) than what they really deserve. | used both measures as separate

reflective indicators of the trustor’s judgment bias latent variable.

Network-Based Structural Assurance

| consider the public view of a trustee as the general assurance of the trustee’s trustworthiness.
To operationalize structural assurance, | measured a trustee’s general reputation in the network
using multiple measures—centrality measures, HITS authority, and PageRank—by incorporating
all the links (including trust, distrust, and neutral links) issued by all actors. By including all the

links, I could examine how central and important the trustee is in the network.

Centrality measures (Freeman 1978) identify key nodes (users) for information dissemination in
a social network, by providing leadership or bridging different communities (Chau and Xu
2012). Closeness centrality means nodes at the geographic center are central and measures how
long it takes for information to pass from a trustee node to other nodes in the network.
Betweenness centrality means nodes with many transits are central and measures how often a
trustee node is found on the shortest path between two other nodes in the network. Eigenvector
centrality means nodes connected to central nodes are central themselves. Hyperlink-Induced
Topic Search (HITS) is a link analysis algorithm for rating web pages and consists of two
measures: hub and authority (Kleinberg et al. 1999). A good hub represents a page that points to

many other pages, and a good authority represents a page that is linked by many different hubs.
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In other words, a hub is a node with many out-links and an authority is a node with many in-
links. Here, 1 only consider the trustee authority, since a well-known trustee is one with many in-
links rather than out-links. In the context of social graphs, PageRank is an iterative algorithm that
measures the importance or authority of each node within the network. It has been discussed that
a user (node) is influential if other influential users trust or follow her in a trust social network
(Varlamis et al. 2010). I used Closeness centrality, Betweenness centrality, HITS Authority, and

PageRank as separate reflective indicators of the structural assurance latent variable.

Network Status (Prestige)

Status is the aggregate opinion of others about a specific node in the network. A more prestigious
user is one who is more trusted by others. | obtained trustee/trustor status by including the sign of
the links issued to the user. In contrast to the structural assurance measures, in which we cared
only about the centrality and intractability of users, here we focused on the type of the
relationships. The simplest form of obtaining the status is through the FMF (Fans Minus Freaks)
measure (Kunegis et al. 2009): Status(i) = indegree™ (i) — indegree™(i) , where indegree* (i)
is the in degree of positive (trust) links of user i in the network, and indegree™(i) is the in degree

of negative (distrust) links of the user. | calculated the proportion of FMF to the total in-degree:

indegree* (i)—indegree™ (i)

Status(i) = , and also to the total degree of the trustee node: Status(i) =

indegreet®+indegree=(i)

indegree* (i)—indegree™ (i)

degree (i)

| used all of these three measures as separate reflective indicators of the trustor status latent

variable.
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| used two additional measures proposed by previous research to calculate trustee prestige.
(Leskovec et al. 2010a; Leskovec et al. 2010b) introduced a new measure of trustee status in
which a trustee node’s status increases for each positive link it receives and each negative link it

issues, and declines for each negative link it receives and each positive link it issues:

indegreet (i)—indegree~(i)—outdegree™ (i)+outdegree (i)

Status(i) =

degree(i)

Furthermore, Net Trust Votes (NTV) is a measure of the Shapley value based centrality measures
(Aadithya et al. 2010; Gangal et al. 2016) for directed signed networks. Since the main idea of

the NTV is the same as the (Leskovec et al. 2010a; Leskovec et al. 2010b) status measure, 1 also

considered it as a measure of trustee status: Status(i) = %(inde gree* (i) — indegree™ (i) —

% (outdegree™ (i) — outdegree™(i))

| used all the five status discussed measures as separate reflective indicators of the trustee

prestige latent variable.

Status differential between a trustee and a trustor is calculated as the difference between the
trustee’s status and the trustor’s status: StatusDifferential (trustee, trustor) = Status(trustee) —

Status(trustor)

| used the four discussed status measures (except NTV) to calculate the status differential
between a trustee and a trustor. Then, I used all the four status differential measures as separate

reflective indicators of the status differential latent variable.
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Network Community Similarity (Homophily)

Common friendships or common neighbors have been used widely to measure the similarity
between two nodes. | used three commonly used similarity measures in social networks: Jaccard
similarity, Dice similarity, and inverse log-weighted similarity (Adamic and Adar 2003). The
Jaccard similarity coefficient is a commonly used similarity metric in information retrieval; it is
defined as the number of matches of two sets divided by their union. Thus, it is the number of
common neighbors divided by the number of nodes that are neighbors of at least one of the two
nodes. The Dice similarity coefficient of two nodes is twice the number of common neighbors
divided by the sum of the degrees of the nodes. The inverse log-weighted similarity of two nodes
is the number of their common neighbors, weighted by the inverse logarithm of their degrees. |
used all the three discussed similarity measures as separate reflective indicators of the similarity

(homophily) latent variable.

2.5.2. Dataset and Data Analysis

To examine the proposed research model, | used Wikipedia adminship election data. Wikipedia
administrators are the trusted members who are elected by the community members; they are
granted additional tools to perform certain special actions. Members can request promotion from
editor to admin status. Request for adminship (RfA) is an election process by which the
community decides whether to trust or distrust the nominated candidates for adminship positions.
The Wikipedia RfA election dataset has been specifically used as a real world example of signed
online social networks in past studies (Chiang et al. 2011; DuBois et al. 2011; Leskovec et al.

2010a; Leskovec et al. 2010b). There are specific characteristics unique to Wikipedia RfA’s
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authority-granting process that make the dataset particularly valuable to examine trusting
behaviors among online community members. The structure of the network and interactions
within the Wikipedia RfA authority-granting process creates a data set that clearly represent the
characteristics of online social networks. The RfA is based on the election process in which
members vote on the candidates’ capabilities, meaning that they issue trust and distrust links
toward other members. In the RfA process, Wikipedia members access other members’ profiles
and activities, judge their trustworthiness, and then issue relational connections. They can also
view the connections (trust and distrust votes/links) made by other members, along with their
opinions on the trustworthiness of those specific nodes. All voters express their reasons and
opinions by posting comments, along with their votes (a 7-point Likert scale on the extent to
which they trust the candidates). Thus, in addition to the fact that it is a real world sample of
online trusting behaviors, members express their opinions about the trustworthiness of
candidates. This enables us to measure trustor online trusting beliefs (benevolence, competence,
integrity, predictability) about a trustee’s trustworthiness. Another advantage is that all
community members vote on the same set of candidates. That means we have many votes
(trusting behavior/links) and opinions on those candidates. As a result, we do not face the issue
of scarcity of links, which is a very common problem in online social networks. Assessing node
importance or community similarity based on larger volumes of network data provides more
realistic and accurate estimates of those measures. In addition, the RfA data set provides more
reliable data of online trusting behaviors compared to other signed social networks. Members
(voters) provide their justifications along with their votes to the community, based on the
candidate’s history and previous interactions, if any, with the candidate. Other voters can read

those opinions and even discuss their viewpoints. Furthermore, community members vote for a
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shared goal, to select new admins, which is in the best interests of the entire community. Thus,
trusting decisions are more reliable since members tend to be more careful and thorough. In
contrast, trusting decisions in most other signed networks are just personal. The RfA dataset also
provides unique information. For example, it has the final voting results (community decision)
on candidates, which can be used for an in-depth analysis of trusting behaviors. The final
decision from the community can be assumed to be a true merit of the candidates and can be

used for measuring one of the important factors of trustors in trusting behaviors: judgment bias.

The data were collected from 2003 (since the adoption of the RfA process) through 2013,
containing 11,402 users (voters and votees) and 198,275 votes (West et al. 2014) (also available
from Stanford Network Analysis Project (SNAP)). All the network data, including all the users
and all the issued votes (trust, neutral, distrust), were used to estimate the network related
measures of the research model. I used Structural Equation Modeling (SEM), specifically, the
Partial Least Squares (PLS) method in SmartPLS 2.0, to analyze the data. PLS was used to test
the psychometric properties of scales, measure reliability and validity (convergent and
discriminant) of the constructs, and test the research model and hypotheses. PLS, as one of the
SEM techniques, is a multivariate technique which allows estimating multiple equations
simultaneously. PLS-SEM enables the measurement quality assessment via the measurement
model and analyzing the relational effects via the structural path model. Furthermore, PLS-SEM
can easily handle reflective and formative latent constructs in the same measurement model, as
well as single-item constructs with no identified problem (Hair Jr et al. 2016). In addition, PLS-

SEM has minimal restrictive assumptions compared to covariance-based SEM techniques.
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I randomly sampled a balanced dataset (including all three types of votes) of 350 one-to-one
relationships to test the research hypotheses. The “10-times” rule of thumb is widely used to
estimate the required sample size for PLS-SEM (Hair Jr et al. 2016). The sample size for PLS
should be equal to: either 10 times the largest number of formative indicators used to measure a
single construct (if there are formative constructs in the model) or 10 times the largest number of
structural paths to a construct in the structural model (largest structural equations (LSE) or
arrows pointing to a latent variable). The largest number of structural paths to a construct
(trusting beliefs) is seven and the largest number of formative indicators of a construct (trusting
beliefs: benevolence, competence, integrity, predictability) is four. Taking into account both of
them, the required sample size is 70 for PLS estimation. The sample size to test the research

model is 350, which is more than adequate for PLS.

2.6. Results and Findings

In the following section, the measurement model validity and the structural model (hypothesis

testing) results are discussed.

2.6.1. Measurement Model Validation

| evaluated the reliability, convergent validity, and discriminant validity of the constructs of the
measurement model. PLS uses a set of iterative confirmatory factor analyses to validate the

measurement quality (Hair Jr et al. 2016).
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Reliability of measures was examined to assess if each scale consistently reflected the related
construct it measured. Two measures, i.e., indicator reliability and internal consistency reliability
(ICR), were used to assess the reliability of the measures. For indicator reliability, all outer
loadings should be higher than 0.7 (Hulland 1999). Indicators with outer loadings less than 0.4
should be dropped and those between 0.4 and 0.7 should be considered for removal if the
deletion increases the composite reliability and average variance extracted (AVE). AVE is used
to measure convergent validity and is the degree to which a latent construct explains the variance
of its indicators. Table 2.2 shows that all the outer loadings for constructs are above 0.7. The
second reliability measure, ICR, weights items based on their factor loadings and is considered
as a more robust reliability measure than Cronbach’s alpha. ICR values should be higher than 0.7

(Bagozzi and Yi 1988); all values reported are above 0.7 (Table 2.2).

To evaluate the convergent and discriminant validities of the conceptual model, | used two
measures (AVE and item loadings). For convergent validity, AVE values should be higher than
0.5 (Bagozzi and Yi 1988). For discriminant validity, the square root of average variance
extracted by a construct from its indicators (AVE) should be greater than 0.7 and greater than the
construct’s correlation with other constructs (Fornell and Larcker 1981). Table 2.2 shows that all
square roots of AVEs (number on diagonals) are above 0.7 (AVE>0.5) and greater than the

loadings on other constructs, indicating that convergent and discriminant validities were verified.
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Table 2.2- Measurement Quality Assessment for the Reflective Indicators

Construct Items [Loading [ICR [AVE [TBL [JB DT [TS CS |SsD [SA |TP |TBH
Ben

Online  Trusting|Com |Formative

Beliefs (TBL) Int Measurement Model
Pre

Network-Based JB1 |0.772

Judgment BIaSJBZ 0.824 0.779 |0.638 (0.278 |0.799

(JB)

Network-Based DT1 |0.994

Dispaositional Trust DT?2 0.994 |0.988 [0.353 |0.250 [0.994

o 0.993
TSI |0.957
g{:tﬁg'ETS)NEt""orkTsz 0.976 _0.982 [0.947 |0.022 |-0.058 [0.022 |0.973
TS3 |0.985
Network CS1 1]0.985
Community CS2 [0.881  |0.967 |0.908 [0.129 |0.006 |0.088 |0.359 |0.953
Similarity (CS)  [CS3 [0.988
SD1_|0.957

Network = Status|SD2 _10.924 |5 957 10847 (0519 [0.047 |0.245 |-0.484 |-0.137 |0.920

Differential (SD) [SD3 [0.901

SD4 10.896

SAl |0.747

Network-Based
SA2 10943 15995 0,757 0.570 |-0.169 |0.184 |0.035 |0.206 |0.492 [0.870

Structural SA3 10.825

Assurance (SA)  1Sx1 10949

TP1 |0.98

TP2 10.983

Trustee . Networkir53—57987 (0.965 [0.825 [0.589 |-0.036 |0.188 |0.071 [0.097 |0.787 |0.627 |0.908

Prestige (TP)

TP4 10.972

TP5 ]0.795
Online  Trusting Single-Item
Behavior (TBH) TBH |1 1 1 0.936 (0.303 |0.377 |0.031 |0.159 |0.554 |0.588 |0.633 Construct

AVE: Average Variance Extracted; ICR: Internal Consistency Reliability

All constructs were measured by items that are reflective indicators of their latent constructs,
except for the trusting beliefs construct, which is formative in nature (Sia et al. 2009). The
indicator items of the trusting beliefs construct represent distinct aspects of it and thus do not
necessarily correlate highly. The indicators of trusting beliefs measure the trustor’s beliefs about
a trustee’s trustworthiness qualities as benevolence, competence, integrity, and predictability.
According to Hair Jr et al. (2016), the internal consistency reliability concept is inappropriate for
formative indicators. Also, using similar criteria of reflective measurement models is not
meaningful for assessing convergent and discriminant validities of formative indicators. The

content validity assessment of formatively measured constructs should be done by assessing the

41




convergent validity, potential collinearity issues, and the significance and relevance of the

formative indicators.

To evaluate convergent validity, | tested whether the formatively measured trusting beliefs were
highly correlated with a reflective measure of it (Hair Jr et al. 2016). | used the final decision of
the trustor about a trustee’s trustworthiness (i.e., trusting behavior) as a reflective measure of
trusting beliefs. The strength of the path coefficient linking the two constructs was 0.93, which is
above the desired magnitude (0.80) (Hair Jr et al. 2016). Furthermore, I did not find any
collinearity problems among the indicators of the trusting beliefs. I ran a multiple regression
analysis. All VIF (variance inflation factor) values were lower than 3 and all tolerance values
were above 0.2, as shown in Table 2.3, indicating that there was no potential collinearity

problem (Hair Jr et al. 2016).

Table 2.3- Collinearity Statistics of the Formative Indicators (Online Trusting Beliefs)

Collinearity Statistics
Indicator Tolerance VIF
Benevolence 0.816 1.226
Competence 0.731 1.368
Integrity 0.739 1.353
Predictability 0.707 1.415

Finally, the significance and relevance of the indicators of trusting beliefs were assessed. The
outer weights of the indicators are the result of a multiple regression with the latent variable,
representing the indicator’s contribution (importance) to the construct. All outer weights were
significant at the 0.001 level (Table 2.4), indicating that all are significant indicators of trusting

beliefs. | therefore elected to keep all the four indicators (Hair Jr et al. 2016).
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Table 2.4- Outer Weights for the Formative Indicators (Online Trusting Beliefs)

Item Weight t-stat
Benevolence = Online Trusting Beliefs 0.232 7.91 ***
Competence > Online Trusting Beliefs 0.456 13.70 ***
Integrity = Online Trusting Beliefs 0.403 12.41 ***
Predictability = Online Trusting Beliefs 0.281 8.89 ***
***: statistically significant at the 0.001 level.

2.6.2. Structural Model Analysis (Hypothesis Testing Results)

To determine the explanatory power of the structural model and test the hypotheses, | examined
the structural path coefficients (t-values) and the R-squared scores. PLS uses a bootstrapping
procedure to test the statistical significance of the structural paths (Hair Jr et al. 2016). As
suggested by Hair Jr et al. (2016), the sample size (350) was used as the number of “cases” and
5000 used as the number of “samples” in the bootstrapping process. The results of hypothesis
testing are shown in Table 2.5. The model explains 89% (R? = 0.89) of the variance of online

trusting behavior and 56% (R? = 0.56) of the variance of online trusting beliefs.

Trusting beliefs had a statistically significant positive effect on trusting behavior, as
hypothesized in hypothesis H1. Trustor’s propensity was positively related to trustor’s trusting
beliefs about the trustee and trusting behavior, supporting hypotheses H2a and H2b. Trustor’s
propensity to trust was also positively related to trustor’s judgment bias toward trust, supporting
hypothesis H4. The path from judgment bias to trusting beliefs was statistically significant,
providing support for hypothesis H3. Structural assurance had statistically significant positive

effects on both trustor’s trusting beliefs and trusting behavior, as hypothesized in H5a and H5b,
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respectively. Trustee status also had a statistically significant effect on trusting behavior,
supporting hypothesis H6b. However, it did not have statistically significant effect on trustor’s
trusting beliefs about the trustee; hypothesis H6a was therefore not supported. Trustee and trustor
status differential was positively related to trusting beliefs, providing support for hypothesis H7.
The effects of the trustor status on trusting beliefs and trustor’s judgment bias were not
statistically significant; hypotheses H8a and H8b were therefore not supported. In addition, the
path between trustee and trustor community similarity and trusting beliefs was not statistically
significant, hypothesis H9a was therefore not supported. However, its effect on trusting behavior

was significant (hypothesis H9b).

| found that a trustor’s trusting behavior toward a trustee is influenced by the trustor’s trusting
beliefs about the trustee’s trustworthiness, the trustor’s trust propensity and judgment bias, the
structural assurance, the trustee’s prestige, and their community similarity. A trustor’s trusting
beliefs about a trustee’s trustworthiness characteristics (benevolence, competence, integrity, and
predictability) had a statistically significant impact on trusting behavior. Trusting beliefs, in turn,
were affected by the trustor’s propensity to trust, trustor’s judgment bias, structural assurance,
and the status differential between the trustor and the trustee in the network. A trustor's trust
propensity is an inherent characteristic of the trustor and is the trustor’s general willingness to
trust others. The more easily a trustor can trust others, the more positive beliefs she has about the
trustworthiness of the trustee. A trustor’s trust propensity had a statistically significant effect on
her judgment bias toward the ground truth about a trustee’s trustworthiness. A trustor with
overconfidence judgment bias has overinflated confidence in her judgment about a trustee’s

trustworthiness, resulting in higher levels of trusting beliefs than the reality.

44



Table 2.5- Hypothesis Testing Results

Hypothesis Path Coefficient |t-stat Hypothesis Support
H1: Online Trusting Beliefs > Online Trusting|0.831 37.31%** q
Behavior Supporte
H2a: Network-Based Dispositional Trust = Online|0.116 2.88** Supported
Trusting Beliefs PP

H2b: Network-Based Dispositional Trust = Online|0.054 6.78*** Supported
Trusting Behavior PP

H3: Network-Based Judgment Bias = Online Trusting|0.31 6.78***

Beliefs Supported
H4: Network-Based Dispositional Trust - Network-|0.251 4.76%** Supported
Based Judgment Bias PP

Hb5a: Network-Based Structural Assurance - Online|0.393 9.07*** Supported
Trusting Beliefs PP

H5b: Network-Based Structural Assurance - Online|0.067 2.55** Supported
Trusting Behavior PP

H6a: Trustee Network Status -> Online Trusting|0.137 1.22

Beliefs Not Supported
Heb: Trustee Network Status -> Online Trusting|0.113 4.35%**

Behavior Supported
H7: Network Status Differential - Online Trusting|0.24 1.96*

Beliefs Supported
H8a: Trustor Network Status -> Online Trusting|0.126 1.55

Beliefs Not Supported
H8b: Trustor Network Status -> Network-Based|-0.063 1.19 d
Judgment Bias Not Supporte
H9a: Network Community Similarity - Online|0.011 0.26

Trusting Beliefs Not Supported
H9b: Network Community Similarity - Online|0.031 1.7* Supported
Trusting Behavior PP

*** Statistically significant at the 0.001 level
**  Statistically significant at the 0.01 level
*  Statistically significant at the 0.05 level

Although it has been theoretically argued that individuals with higher status have more positive
trusting beliefs in others, I did not find any statistically significant support for this relationship.
The path coefficient from the trustor’s status to the trustor’s trusting beliefs was positive (as
hypothesized) but not statistically significant. This might have been because there are other
influencing factors that contributed more toward explaining the variance of trusting beliefs. The
personality-based factors (such as trust propensity and judgment bias), along with the relational
(status differential) and situational (structural assurance) characteristics, had stronger effects on

shaping the trustor’s trusting beliefs than the trustor’s status. The effect of the trustee’s status on
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the trustor’s trusting beliefs also was not statistically significant. Hence, the status of the trustor
or the trustee in the group by itself was not an influential factor in shaping the trustor’s trusting

beliefs, rather it was their relational status that was important.

Previous research in the context of face-to-face relationships has also shown that higher-status
individuals have an underconfidence judgment bias toward others. Although the path coefficient
was negative, as hypothesized, the effect was not statistically significant. This might have been
because of the stronger effect of the trustor’s inherent propensity (dispositional trust) on the
trustor’s judgment bias. Since dispositional trust is a personality characteristic rooted in one’s
childhood, it was more determinant of the trustor’s trusting beliefs than the trustor’s status,

which is not a permanent characteristic (i.e., it changes in different groups).

The general structural assurance was found to be a statistically significant antecedent of trusting
beliefs and trusting behavior. Using structural reputation and centrality of the trustee, | showed
that structural assurance was positively related to the trustor’s trusting beliefs and trusting
behavior toward the trustee. Generally, | found that more reputable and central users were
assumed to be more trustworthy and were more trusted. Furthermore, the trustee’s status
(prestige) in the network also had a statistically significant positive effect on trusting behavior
toward the trustee. The trustee’s prestige takes into account the net trust values issued to the

trustee.

I would like to note that prestige is different from centrality and general reputation, which were
used to measure structural assurance. A central user is not necessarily a prestigious user, such
that while the user might be connected with many others, her trust links are not necessarily more

than her distrust or neutral links. However, the findings show that both centrality (reputability)
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and status (prestige) of the trustee were associated with greater trust from others in the network.
While the trustee’s status (prestige) statistically significantly influenced the trustor’s trusting
behavior, it did not statistically significantly affect the trustor’s trusting beliefs. This might have
been because of the effect of the crowd wisdom on individuals’ decisions. A highly prestigious
member is one who is trusted by the community, causing others to trust her anyway even if they

do not deeply believe in her trustworthiness.

| also showed that the status differential between the trustor and the trustee was positively related
to the trustor’s trusting beliefs toward the trustee’s trustworthiness. The lower the trustor’s status
than the trustee’s status, the more positive the trustor’s beliefs about the trustee’s trustworthiness.
Furthermore, the community similarity between the trustor and trustee (having common
neighbors) was also statistically significantly related to trusting behavior. In line with previous
findings, individuals tended to associate and bond with similar others and had more trust in them.
While the community similarity between the trustor and trustee was not found to significantly
affect the trustor’s trusting beliefs, it directly affected the trustor’s trusting behavior. This might
have been because of the homophily principle, that the trustor automatically trusted similar

others, even if she did not believe in their trustworthiness.

2.7. Discussion

In this research, | addressed trust formation among users of online social networks. | proposed a
novel conceptual model for trusting behavior in online social networks and empirically examined

its validity using real-world data.
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In the context of online social networks, most of the previous studies focused only on the
structural dynamics of social networks, ignoring the important behavioral factors in trusting
behaviors. Furthermore, most of them focused only on a few structural characteristics of social
networks to explain trust/distrust links, such as only similarity or node importance
characteristics. Moreover, as argued by past researchers, there is a need to adapt traditional
established theories for application to social media settings or possibly develop new ones (Kane
et al. 2014; Majchrzak 2009) because of the capabilities of social media networks. The
technological distinctions presented by social media may result in profound theoretical
consequences for an individual’s behavior (Kane et al. 2014). Hence, | was motivated to examine
the validity of related behavioral theories in the context of online social networks. I strive to
bring the social psychology research and computational network science together to explain trust

formation in online social networks.

This study—the first study to provide a conceptual model of trust formation in online social
networks—makes several major contributions. First, | introduce new behavioral constructs
(antecedents) of trusting behaviors in online social networks. In particular, 1 identify and
examine the effect of online trusting beliefs, network-based dispositional trust, and network-
based structural assurance on trusting behaviors in online social networks. These constructs are
refined based on related theories on face-to-face trusting behaviors, and tailored to the context of
online social networks. Second, | introduce two new behavioral antecedents of trust—trustor
judgment bias and trustor status—that have not been studied before, neither in face-to-face nor
in online trusting behaviors. Third, | introduce novel operationalization methods to measure the
behavioral trust-inducing factors in online social networks. Previous studies in online settings

(e.g., e-commerce) that have used these constructs operationalized them with survey-based
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measures. The survey-based method has limited appeal in the context of online social networks
due to the large number of members and the vast amount of data. This context requires an
innovative method for measuring behavioral characteristics of members of online social
networks. In this vein, | operationalize the behavioral trust-inducing factors using network
measures, such as node (in/out) degrees, centrality measures, HITS authority, and PageRank.
Fourth, | redefine and integrate existing graph theories and network-based concepts to develop a
model of trust formation in online social networks, thereby enabling us to also study the
interactions between behavioral trust-inducing factors and graph-based factors. Fifth, |
differentiate between node importance and node prestige in signed social networks. Previous
studies interchangeably used node prestige and node importance, and ignored their distinction in
the context of signed networks. | argue that importance (general reputation or centrality)
measures how often a node is connected to others (the number of relationships), while prestige

considers the net value of incoming links to a node (the sign of the relationships).

This research also offers practical implications for social network management and applications.
Identifying truly trusted members of a social network can benefit both network members and the
community governance. Trusted members of the community are valuable in maintaining a
sustainable functionality of the network. Trusted members of a social network are usually
identified by other members of the community (e.g., by a voting process). Findings of this study

can benefit in identifying truly trusted members of social networks.

In this study, | showed that not all the trusting votes are unbiased and the trustor’s judgment bias
should be considered in analyzing the trustworthiness of members. Rooted in psychological

factors, such as personality, some users might be positively or negatively biased toward trusting
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others. For example, some people inherently can trust others, in general. Thus, in identifying
trusted members of social networks, the bias of the voters (trustors) should be considered. Truly
trusted members of the community can be identified by giving less weight to biased trustors’
trust votes. This can be done by analyzing the user profiles and past relationship data (e.g.,
analyzing the ratio of blocked to trusted lists). Moreover, | found that reputable and central users
are more likely to be perceived as being trustworthy and trusted by other members. Thus, the
centrality of a user, the number of her interactions with others, and the extent to which the user is

related to other important users should be considered in identifying trusted members.

All in all, the research findings indicate that the previous graph-based view of trust in social

networks is not sufficient to understand trust formation among social network users.

The findings of this study can be used in identifying trustworthy reviews and aggregating crowd
wisdom. Crowd wisdom can be aggregated by giving more weight to the opinions from trusted
members. For example, in an online product review community, reviews written by trusted
members should be given more weight than other reviews. Also, helpfulness or trustworthiness
votes on the reviews from biased members should be given less weight in the aggregating of
crowd wisdom. The findings of this study can also be used in friend recommendation systems by
providing better recommendations based on users’ status and similarity. | found that similar users
who are in the same community with similar neighbors are more likely to trust one another or
become friends. Moreover, users’ status plays an important role in their relationships in social
networks. | found that reputable (central) and high-status actors are more trusted by others.
Therefore, both central (reputable) and high-status actors of the community can be recommended

to new users for friendships or trust relationships.
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The current study inevitably has some limitations, which may be addressed in future research. |
could not control for users’ demographic characteristics, such as age, gender, or even profile
data, due to the absence of such information in the dataset. Also, I did not take into account
users’ previous interactions with one another, which might have had an effect on their trusting
behaviors. The possible effects of users’ demographic differences and previous interactions—
when they are available—can be examined in future studies. | measured trusting beliefs from
trustors’ comments using human annotators, which is time-consuming. The model can be
examined using a text mining system (to measure trusting beliefs) for a less costly and automated
method. | tested the proposed conceptual model using one dataset from Wikipedia election for
selecting trusted admins. The generalizability of the proposed conceptual model should be

validated using trust data from other online social networks.
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CHAPTER 3

Essay 2: Trust Prediction in Online Social Networks — A Theory-Based

Predictive Model for Trust/Distrust Prediction in Online Social Networks

3.1. Introduction

The primary goal of social network analysis is to study the structure, relationships, dynamics,
and interactions of online social networks, drawing on theories and methods from multiple
disciplines, such as sociology, biology, computer science, mathematics, and statistics. Recent
research has expanded insights into different aspects of social networks, such as information
dissemination, social contagion and influence, link creation and network growth, and behavioral

patterns in social networks.

Social networks are usually visualized as graphs, where a vertex represents a user (actor) and an
edge represents some form of relationships between users. Forming new links among the users of
social networks results in network growth. Link prediction in social networks is the task of
determining if there will be a link or relationship between a pair of users, as well as the type of
that relationship. Link prediction is one of the core problems in social network analysis
(Backstrom and Leskovec 2011; Fang et al. 2013; Liben-Nowell and Kleinberg 2007;
Wasserman and Faust 1994) and has recently received great attention. Prior research has mainly
studied the link prediction problem in unsigned networks to predict future links between nodes of
a social network. However, in many real social networks, e.g., Epinions, Slashdot, and

Wikipedia, the sign (positive/negative, trust/distrust, friend/foe, etc.) of a connection is also an
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important part of the connection. Thus, in such signed networks, in addition to predicting link
formation, the sign of a potential link has to be determined, giving rise to the sign prediction

problem (Leskovec et al. 2010a).

Trust/distrust relationships are an important type of signed relationships in online social
networks. Trust is a critical component of any interpersonal and social relationships in which
risk, uncertainty, or interdependence exists (Fukuyama 1995; Gefen et al. 2003). In online
interactions, trust plays a more critical role because of the inherent higher level of uncertainty,
risk, and fear of opportunistic behaviors. Trust is a difficult decision in online communities
because there are a large number of participants with different social backgrounds and
perspectives (Ma and Agarwal 2007), and most users are anonymous or only limited information
about them is publicly available. In spite of the critical role of trust in online relationships, trust
in online social networks—how trust forms and what factors influence trusting behaviors—has
not been well studied. Furthermore, most of the established theories, methods, and solutions for
unsigned/undirected networks are not always applicable to the sign prediction problem in signed
networks. For example, the network structural balance theory predicts balanced triads of

undirected relationships, while relationships are directed in most of the real signed networks.

Previous research on trust in online social networks has mostly been in the field of computational
network analytics. Trust prediction has been considered as a special case of sign prediction and
existing knowledge and methods of link prediction have been used to build trust prediction
models. Trust computational models use existing network structural data to predict future
trust/distrust relationships. Similarity between users (Golbeck 2009; Kunegis et al. 2009; Matsuo

and Yamamoto 2009; Tang et al. 2013; Ziegler and Golbeck 2007), and local and global network
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properties (Leskovec et al. 2010a; Leskovec et al. 2010b; Liu et al. 2008; Zhang et al. 2013;
Ziegler and Lausen 2005) have been used as important factors in trust formation in social

networks.

Some of the previous studies have tried to adapt general social graph theories to sign prediction
using unsupervised models and techniques, such as the structural balance theory using clustering
(Chiang et al. 2012), supervised learning (Chiang et al. 2011; Leskovec et al. 2010a), low-rank
matrix factorization (Chiang et al. 2014; Tang et al. 2014), and collaborative filtering (Javari and
Jalili 2014). However, previous studies have only used limited dimensions of trust formation
among online users, resulting in an incomplete understanding of trust formation in online social
interactions. Previous studies have used network structural dimensions (such as using only
similarity or structural importance) to predict trust/distrust links. They have largely overlooked
the underlying socio-psychological drivers in trust behaviors, such as the behavioral
characteristics of the trustor and trustee. Furthermore, since distrust information usually is
unavailable, previous trust prediction models predict only trust links (and not distrust links). This
means that those models can predict only the existence or non-existence of trust links between
users. Non-existence can mean either no relationship (neither trust nor distrust link) or a distrust
link. In real relationships, there are distrust links and mixing them with no relationships is not

appropriate.

| argue that network structural features should be used in trust/distrust prediction based on
related behavioral theories of trust. Kane et al. (2014) argued that one of the challenges in
studying online social networks or social media is behavioral. The main purpose of social media

and online social networks is to support interpersonal communication and collaboration using
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Internet-based platforms (Kane et al. 2014). It is obvious that users are still real people acting in
online social media. Thus, the traditional antecedents of trust rooted in socio-psychological

theories need to be considered in predicting trust/distrust links in online social interactions.

There are also characteristics and capabilities specific to an online social network that make it
distinct from other settings. Online social networks are usually large, with more heterogeneity in
the social characteristics of network members and more complexity in the structure (Wellman
1997). They differ from traditional social networks in terms of content and structure (Kane et al.
2014). Moreover, social media has provided its users novel ways of acting and interacting with
each other that would have been difficult or impossible in earlier online or offline settings. In
addition, centrality and connectedness of members of online social networks play a critical role
in many aspects of sustainability of online social networks, such as information dissemination.
These unique characteristics of online social networks may influence trust/distrust formation.
This requires traditional antecedents of trusting behaviors to be adapted in context and used

along with online social network-specific characteristics.

In this study, I strive to address the gaps in the existing literature by proposing a novel theory-
based predictive model to predict trust and distrust links in online social networks. | propose a
comprehensive set of predictors (both behavioral and structural) of online trust/distrust links,
guided by relevant psychology, social science, and computational network theories. Based on
these, | propose a supervised predictive model to predict trust/distrust links in social networks.
To the best of my knowledge, this is the first theory-based trust prediction model of online social
interactions. | empirically evaluate the utility of my proposed model using a real-world dataset.

The empirical results show the superior fit and predictive performance of the proposed model
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over the baselines (previous models that used only limited structural dimensions of online social

networks).

3.2. Related Work

3.2.1. Link Prediction

One of the interesting problems of social network analysis is to predict new link formation
among people in the network (the link prediction problem). Link prediction, as a core problem in
social network analysis, predicts the formation and type of future relationships among users
based on available information. Social networks grow and change quickly over time, as new
users and new relationships are added to the network. This dynamic nature and large size of

social networks make the link prediction task a complicated problem.

Several heuristics and algorithms have been proposed to solve the link prediction problem.
Previous methods can be widely categorized into unsupervised and supervised learning methods.
Unsupervised methods compute scores for pairs of users based on some structural or topological
properties of the network. Most previous unsupervised methods generate scores for similarity
(proximity) of nodes, based on either common neighborhoods or paths between the two nodes.
Then, future links are predicted based on the similarity scores. Some studies have used graph
theories such as network structural balance theory to predict future links. For example, future
links are predicted to make the network more balanced (Chiang et al. 2011; Leskovec et al.

2010a; Leskovec et al. 2010b).
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Similarity-based methods, grounded in homophily (McPherson et al. 2001), are the most widely
used unsupervised methods. The idea of homophily is that similar users are more likely to
interact and connect with each other. Accordingly, higher similarity indicates a higher chance of
linkage between a pair of users. Multiple local and global structural similarity measures have
been proposed and used to measure the similarity between users. Liben-Nowell and Kleinberg
(2007), as one of the first studies of link prediction, formalized the link prediction problem and
developed several graph-based similarity measures for the “proximity” of nodes to predict future
links. Local similarity measures are mostly based on common (mutual) neighbors between users
(Liben-Nowell and Kleinberg 2007; Newman 2001), such as Jaccard coefficient and Adamic—
Adar index. Global similarity measures, such as Katz index (Katz 1953), consider paths

connecting users.

Supervised methods learn the underlying structure of link formation from observed links, and
then predict the likelihood of future links by using the learned model. Supervised machine
learning methods build a training data set from currently observed links, where each record
includes a set of features (predictors) and a class variable (e.g., link or no-link). Multiple
features, including network structural features, such as similarity and distance features (Al Hasan
et al. 2006; Lichtenwalter et al. 2010; O’Madadhain et al. 2005), and demographical and
geographical characteristics (O’Madadhain et al. 2005; Wang et al. 2011), have been used for
link prediction. O’Madadhain et al. (2005) used content-based features, such as the divergence of
the topic distributions of the two nodes, geographic proximity, and similarity of journal
publication patterns, to predict the interaction between users. Al Hasan et al. (2006) used
multiple features, including network topological features, aggregated features, and semantic

similarity features, to predict link formation in a co-authorship network. Wang et al. (2007) used
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topological and content-based similarity measures to predict co-authorship relations. Wang et al.
(2011) found that similarity between two individuals’ movements strongly correlates with their
proximity in the social network. Based on that, a supervised link prediction method was
proposed using mobility and network-based similarity measures, such as common neighbors, co-
location, and spatial cosine similarity. Hopcroft et al. (2011) proposed a factor-based graph
model to predict reciprocal relationships on Twitter and found that elite users tend to follow each
other, two-way relationships on Twitter are balanced, but one-way relationships are not.
Backstrom and Leskovec (2011) proposed a supervised learning algorithm based on supervised
random walks for link prediction, using network structural features, such as communication

features, similarity, and common neighbors.

There are several disadvantages with unsupervised methods. Unsupervised models use
predefined scores that are invariant to the specific structure of the input graph (Menon and Elkan
2011), do not involve any learning, and use only a single metric to predict link formation
between users (Lichtenwalter et al. 2010). On the other hand, as supervised methods predict link
formation based on a vector of features, they can also capture important interdependency
relationships among the multiple features (Lichtenwalter et al. 2010). Compared to supervised
link prediction methods, unsupervised link prediction methods are simpler and hardly applicable
in sign prediction (where the focus is not only on network growth but also predicting the sign of
links). In this study, I focus on supervised prediction methods to be able to predict both trust and

distrust links.
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3.2.2. Sign Prediction

In many real social networks, relationships carry a meaning, such as the sentiment of individuals
toward each other, more than just the existence of the connection. Social networks in which
relationships (edges) have positive or negative meaning are called signed social networks. Most
previous studies focused on link prediction where the task is to predict the existence of a
relationship, regardless of the type of the relationship. In a signed network, in addition to
predicting the likelihood of a link, predicting the sign of the link is also of great importance.
However, most of the theories and existing solutions for unsigned networks are not applicable to
signed networks. For example, Chiang et al. (2012) showed that spectral clustering algorithms

for unsigned networks cannot be directly used on signed networks.

Multiple theories and models, such as the theories of network structural balance and status
(Chiang et al. 2011; Leskovec et al. 2010a; Leskovec et al. 2010b), have been applied to solve
the sign prediction problem. Leskovec et al. (2010b) proposed a set of features based on 16
distinct signed directed triads of the balance theory in signed networks. Chiang et al. (2014) also
interpreted Katz measures from the structural balance perspective for sign prediction. They
proposed three sign prediction methods based on measures of social imbalance, higher-order
cycles, and low-rank modeling. In other related work, Vu et al. (2013) addressed the sign
prediction problem as a decision-making problem. They defined a decision making feature called
Positive-Negative Ratio (PNR) based on local information of nodes. Javari and Jalili (2014) used
a collaborative filtering approach to sign prediction problem and modeled a signed network as a

bipartite user-item network.
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Trust Prediction

Previous research has considered trust prediction as a specifial case of sign prediction. Trust is a
matter of great importance in any type of online communication. In particular, trust has received
remarkable attention in online social networks. Trust is a difficult decision in online social

networks because most users are anonymous or only limited information is publically available.
Some social networks offer an option to users to create a “web 0f trust” community from others

whom they trust. They also can create a “block list” of others whom they distrust.

Computational trust prediction models use existing knowledge and methods of sign prediction to
predict trust/distrust links. Information from users’ profiles and previous trusting behaviors, such
as existing trust/distrust links (e.g., “web of trust” and “block list”), are used to predict future
relationships. Network structural features and node properties, similarity, interactions, and
contextual features have been used to build trust prediction models (Liu et al. 2008; Tang et al.
2013; Zhang et al. 2013). Multiple studies have found a strong correlation between users’
similarities (such as similarity of profiles) and interpersonal trust in social networks (e.qg.,
Golbeck 2009; Ziegler and Golbeck 2007). Tang et al. (2013) studied the effect of homophily
(similarity) on trust prediction and proposed an unsupervised framework by using low-rank
matrix factorization for trust prediction. It has been empirically validated that similar users tend
to trust one another and also trusted users are more similar. In another related stream of research
on trust, trust propagation studies (e.g., Guha et al. 2004; Ziegler and Lausen 2005) showed the
transitive characteristic of trust. Trust transitivity means if user i trusts user j, and user j trusts
user k, then user i can be inferred to trust user k to some extent. For example, Guha et al. (2004)
developed a framework of trust propagation schemes in different circumstances. In addition,
distrust was incorporated in a computational trust propagation setting, and a formal and
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computational treatment of distrust propagation was developed. Distrust has been found to have

significant effects on how trust propagates through the network.

Previous research has also used supervised learning to predict trust/distrust links. Liu et al.
(2008) proposed a supervised classification method for trust prediction using a set of relevant
features from user attributes and user interactions. They developed a trust taxonomy to be used in
a binary classifier including two main categories, user factors (such as the number of reviews,
the length of the review, or commenting frequency) and interaction factors (such as the number
of a user’s comments to another user’s review). Matsuo and Yamamoto (2009) found that trust
and opinion have strong mutual effects and observed the community gravity effect. A supervised
prediction model was proposed based on the similarity of users’ profiles, product ratings, and
trust relations. Zolfaghar and Aghaie (2012) proposed a supervised trust prediction model using
contextual and structural trust-inducing factors, such as similarity-based, reputation-based, and
relationship-based factors. Zhang et al. (2013) proposed supervised machine learning algorithms
to predict trust in social networks using a set of extended variants of commonly adopted local
importance measures with combination of the idea of longer cycles and triangle patterns. Tang et
al. (2014) studied trust/distrust propagation in social media by leveraging data mining and

machine learning techniques.
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Table 3.1- A Summary of Previous Studies and the Current Study

Study Method Theories Independent Variables Dependent | Findings
Variables
Chiang et al. Supervised Network Features derived from Link sign The proposed supervised method
(2011) machine learning | structural balance | longer cycles in the outperforms all previous
theory network (measures of approaches
network social imbalance)
Chiang et al. K-way clustering | Network A criterion that is Link sign Formulated new k-way objectives
(2012) structural balance | analogous to the and kernels for signed networks
theory normalized cut, and developed a multilevel
called balance normalized clustering
cut algorithm for signed networks
Chiang et al. Unsupervised- Network General measures of Link sign Global viewpoint of structural
(2014) Low rank structural balance | social balance resulted in superior
modeling (matrix | theory imbalance (MOlIs) based performance and computational
completion) on I-cycles in the network gains in sign prediction and
approach clustering
Golbeck (2009) | Unsupervised- a Profile similarity features | Trust links | Showed that in addition to overall
breadth-first similarity, there is also correlation
search algorithm between trust and the largest
single difference in ratings, and
between trust and the agreement
on movies the source has given
extreme ratings. A composition of
these measures predicts trust with
higher accuracy, and less
variation than when using overall
agreement alone.
Guha et al. Unsupervised Graph theory Current trust and distrust | Trust Developed a formal framework of
(2004) propagation relations (matrices) propagation | trust propagation schemes,

algorithms

introducing a formal and
computational treatment of
distrust propagation
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Javari and Jalili | Clustering and Network Balanced clusters and Link Sign Proposed method outperformed
(2014) collaborative structural balance | similarity between clusters previous methods
filtering and graph
algorithm theories
Kunegis et al. Supervised Graph theory Various signed spectral Link sign Signed networks exhibit
(2009) machine learning similarity measures multiplicative transitivity that can
(signed Laplacian be summarized by the phrase the
similarity matrix) enemy of my enemy is my friend.
Leskovec etal. | Supervised Network Local degree features, Link Sign Model performance significantly
(2010a) machine learning | structural balance | node status, and triad improved over previous
(logistic and status features (triangle approaches; showed that
regression) theories relationships) employing information
about negative relationships can
be useful even for tasks that
involve only positive
relationships; Compared the
learned models to theories of
balance and status to find where
they were consistent or
inconsistent with
these theories.
Leskovec etal. | Probability model | Network Triadic structures and Link Sign Investigated two theories of
(2010b) structural balance | node status signed social networks (balance
and status and status) in signed online
theories networks; then developed an
alternative theory of status that
better explains the observed edge
signs
Liu et al. (2008) | Supervised Features derived from user | Trust links | NB and SVM classifiers

machine learning

attributes (review, rating,
comment related) and user
interactions (such as
write-comment and write-
rating or rate-rate
connections)

outperform the baseline classifier
(that randomly assign 25%
instances

as positive)
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Matsuo and Supervised Homophily Similarity measures Trust links | Community
Yamamoto machine learning (profile, rating, neighbors) gravity (which is the bidirectional
(2009) effect of trust and rating) was
observed by investigating product
propagation networks
Tang et al. Unsupervised- Homophily Similarity measures on Trust links Demonstrated the existence of
(2013) low-rank matrix user ratings homophily in trust relations and
factorization with an unsupervised framework was
homophily proposed to capture its effect in
regularization trust relations
Tang et al. Trust propagation | Balance theory Current trust and distrust | Trust links | Studied distrust in social media
(2014) and low-rank relations from the computational
matrix perspective and found that
factorization distrust is not the negation of trust
methods and distrust has added
value over trust.
Vu et al. (2013) | Supervised Decision making | Positive-negative Link sign Better classification accuracy and
machine learning | theory ratio feature (PNR) AUC than previous methods
(logistic
regression)
Zhang et al. Supervised Local bias and PageRank | Link sign Proposed a modified version of
(2013) machine learning the PageRank algorithm for signet
networks. An edge sign
predictor using supervised
machine learning algorithms was
also established which
significantly outperformed
previous ones.
Ziegler and Probability model Profile similarity Trust links | Showed the dependencies

Golbeck (2007)

(correlation)

between trust and user similarity
exists; and as trust between users
increases, the difference in the
ratings they assign to movies
decreases
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Ziegler and Unsupervised- an Local group trust Trust and Introduced a classification
Lausen (2005) algorithm based metrics distrust scheme for trust metrics along
on spreading propagation | various axes and discussed
activation models advantages and drawbacks of
existing approaches for Semantic
Web scenarios; proposed
Appleseed for local group trust
computation.
This study Supervised Socio- Trustee features (prestige | Trust and Propose a theory-based predictive
machine learning | psychological and importance); Trustor | distrust model of trust and distrust links in
theories of trust features (status and trust links online social network

(personality-
based, institution-
based, cognition-
based trust);
Social status
theories
(expectation
states theory,
status
characteristics
theory);
Homophily;
Graph theory

propensity); Similarity
features; Status
differential features

The proposed models show
superior performance over the
baselines (previously used
models)




3.3. Research Questions

Most previous studies on trust/distrust prediction in online social networks are in the field of
computational network studies. Table 3.1 presents a summary of related previous studies. Most
of them focused on building computational models using very limited network structural
information and graph concepts. Most of them considered only one factor, e.g., similarity
measures, ignoring any other underlying motives in social relationships. In addition, previous
models did not consider any underlying behavioral theories of trust formation among users.
Some studies have used social graph theories such as structural balance, which limited the link

prediction to one aspect of relationships.

Structural balance focuses on triadic relations and posits that my friend’s friend is my friend, my
friend’s enemy is my enemy, my enemy’s friend is my enemy, and my enemy’s enemy is my
friend. Prediction models based on structural balance try to predict links to make the network
more balanced, ignoring any other motives or related factors. Furthermore, since distrust
information is usually not available, previous models are limited to predict trust or no-trust links
(not distrust links distinctly). That also means that the valuable information from distrust

relationships was ignored in predicting trust links.

As discussed earlier, distrust has been found to be very valuable in predicting trust propagation.
Factors inducing distrust are more decisive than trust since people are more certain when
distrusting others. Thus, ignoring distrust in trust studies leads to an incomplete and biased
estimate of trust links. Furthermore, evidence from socio-psychological studies suggests that
trust has behavioral antecedents, such as individual’s cognitive process, inherent propensity to

trust (Mayer et al. 1995; McKnight et al. 1998), situational factors such as structural assurance
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(McKbnight et al. 1998), and social status of individuals (Lount Jr. and Pettit 2012; Ridgeway and
Walker 1995). The behavioral trust-inducing factors were not examined in the previous trust
prediction models. To address the discussed gaps in the existing literature, | specifically try to

answer the following research questions in this study:

e What are the important predictors of trust/distrust links in signed online social networks
based on related traditional trust theories (theory-based behavioral predictors)? And, how

can they be adapted and measured in the context of online social networks?

e What are the important predictors of trust/distrust links in signed social networks based
on the specific characteristics of online social networks (graph-based structural

predictors)?

e How can the identified predictors be combined to build a supervised trust prediction
model in signed online social networks? And, how do they together contribute to the

performance of the predictive model?

To answer the research questions, | propose a theory-based trust/distrust prediction model based
on related theories of social psychology and social graphs, and by using both trust and distrust
information. | use structural and behavioral predictors of trusting behaviors, including trustor and
trustee characteristics, situational characteristics, status related characteristics, and similarity.
Based on the proposed model, | build multiple supervised classification models to predict

trust/distrust links in online social networks.
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3.4. Proposed Predictive Model

In this section, the theoretical foundations of the proposed model are explained. Then, based on
the theoretical trust predictors, | build the predictive model of trust/distrust prediction in social
networks. As discussed in Essayl, trust is a multi-dimensional concept and has been studied in
multiple contexts. Trust is defined as a trustor’s willingness to be vulnerable to the actions of a
trustee based on positive expectations of the trustee’s intentions (Mayer et al. 1995; Mcknight et
al. 1998). Trust has been conceptualized according to several theoretical streams, including
knowledge-based trust, calculative-based trust, institution-based trust, cognition-based trust, and

personality-based trust (Gefen et al. 2003; Mayer et al. 1995; Mcknight et al. 1998).

Based on these behavioral theories and the related concepts and measures of social graphs, |
define a comprehensive set of trust-inducing features to use in supervised machine learning
algorithms. | consider the trust prediction problem as a binary classification problem, where a
potential link is classified as either a trust link or a distrust link. A trust link forms when a trustor
trusts a trustee, and a distrust link forms when a trustor distrusts a trustee. For example, in some
online review websites, users can build a web of trust composed of reviewers whose reviews
they trust or block reviewers whose reviews they distrust. When user a adds user b to her web of
trust, it means user a (the trustor) issues a trust link toward user b (the trustee). When user a adds

user b to her block list, it means user a (the trustor) issues a distrust link toward user b (trustee).
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3.4.1. Trust/Distrust link Predictors
Trustor Network-Based Trust Propensity

As discussed in essay 1, trustor's trust propensity (also called dispositional trust) is one of the
important antecedents of trusting behaviors and is an individual’s inherent characteristic (Mayer
et al. 1995; McKnight et al. 1998). Trustor’s trust propensity has been found to be one of the
important factors in initial trust formation where no previous experience exists among parties
(Mayer et al. 1995; McKnight et al. 1998; McKnight and Chervany 2001; Williams 2001). In the
context of online relationships that are distant and where limited information is available about
the parties, disposition to trust could play an important role in initial trust formation (McKnight
et al. 2004). This effect can be even more important in online social networks, where there is

even less information about users and no previous experiences usually exist.

The trustor's trust propensity is an inherent characteristic of the trustor to trust others irrespective
of any specific trustee. The more a trustor tends to trust others easily, the more trust links (rather
than distrust links) will be issued toward others. Therefore, a trustor’s propensity to trust can be

measured by the proportion of the trust links to the total number of links issued toward others.

| define a feature set for trustor propensity predictor using the trustor’s issued links toward

others. First, | consider the proportion of the total trust links to the total issued links toward

outdegree™ (i)

others: PropensityP (i) = , Where outdegree™ (i) is the out-degree of

outdegree* (i)+outdegree=(i)
positive (trust) links of user i (the trustor) in the network, and outdegree™(i) is the out-degree of

negative (distrust) links of the user. Second, | take into account both trust and distrust links:

outdegree™ (i)—outdegree™ (i)

PropensityF (i) = Third, 1 use a sigmoid function of trust links (as

outdegree™ (i)+outdegree= (i)’
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1 .
1+ e—(loutdegree™® (i)|-p)’

used in Zolfaghar and Aghaie, 2012): PropensityZ (i) = a sigmoid function

is used to keep the value in the range [0, 1]; a is set to 0.1 to control the slope and [ is set to O to

control the midpoint of the sigmoid curve.

Trustee Network-Based Importance (Structural Assurance)

As discussed in essay 1, institution-based trust (also called impersonal trust) has been found to
be an important antecedent of trusting behaviors and has two types of situational normality and
structural assurance (McKnight et al. 1998). In the context of this study, | assume that situational
normality is the same for everyone since all users are acting in the same online community.
Structural assurance increases trust and affects trusting beliefs by giving the sense that parties in
the situation are trustworthy (Gefen et al. 2003; Mcknight et al. 1998). In essay 1, | argued that a
user’s position in the network could be an indicator of the user’s reputation. And, network
structural reputation measures (such as centrality measures (Katz 1953), PageRank (Page et al.
1999) and its variants, and HITS authority (Kleinberg et al. 1999)) have been used to predict

influential and trusted users in online social networks (Song et al. 2007; Varlamis et al. 2010).

In this study, | consider the public view of a trustee as the general assurance of the trustee’s
trustworthiness and as a predictor of forming a trust/distrust link with other users. | define a
feature set for structural assurance predictor (or the trustee’s general reputation in the network)
using centrality measures, HITS authority, PageRank, and clustering coefficient by incorporating
all the links (including trust and distrust links) issued by all actors. By including all the links, |
could examine how central and important the trustee is in the network. Centrality measures

(Freeman 1978) identify key nodes (users) for information dissemination in a social network, by
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providing leadership or bridging different communities (Chau and Xu 2012). Closeness
centrality means nodes at the geographic center are central and measures how long it takes for
information to pass from a trustee node to other nodes in the network. It is based on the length of

the average shortest path between a node and all nodes in a social graph (Bavelas 1950):

N-1

ClosCent(a) = 5 ———

, Where d(a,b) is the distance between nodes a and b, and N is the

number of nodes in the graph. Betweenness centrality means nodes with many transits are central
and measures how often a trustee node is found on the shortest path between two other nodes in
the network. Trustee betweenness centrality measures how often a trustee node a is found on the

shortest path between two other nodes in the network (Brandes 2001): BetwCent(a) =

Yijen,iz jia(M) , Where o; j(a) is the number of shortest paths from i to j that pass through

Tij
node a, and g; ; is the total number of shortest paths from node i to node j. Hyperlink-Induced
Topic Search (HITS) is a link analysis algorithm for rating web pages and consists of two
measures: hub and authority (Kleinberg et al. 1999). A good hub represents a page that points to
many other pages, and a good authority represents a page that is linked by many different hubs.
In other words, a hub is a node with many out-links and an authority is a node with many in-
links. Authority of a node a and hub of a node a are iteratively calculated as follows (Kleinberg
1999): HitsAuth(a) = Y.qper HitsHub(b) , HitsHub(a) = X, peg HitsAuth(b) ; where E is the

set of directed edges (links) in the social graph.

Here, I only consider trustee authority, since a well-known trustee is one with many in-links
rather than out-links. In the context of social graphs, PageRank is an iterative algorithm that
measures the importance or authority of each node within the network. It has been discussed that

a user (node) is influential if other influential users trust or follow her in a trust social network
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(Varlamis et al. 2010). The PageRank score of user a is iteratively calculated as follows (Page et

-d
al. 1999): PageRank(a) = (11\/ ) 4 d Ype|indegree,|

PageRank(b)
loutdegreep]|

; Where d is the so-called damping

factor, and N is the number of nodes in the graph. Clustering coefficient measures the localized
density or how close the neighborhood (the set of nodes immediately adjacent to node a) of a
node a is to a complete subgraph. That means nodes which are located in a dense neighborhood
of the network are more likely to grow than those in a sparse neighborhood (Al Hasan et al.
2006). For a directed network, it is calculated as follows (Watts and Strogatz 1998):

{(i,)) € E|(a,i) € E A(a,)) € E)}i

ClusCoef(a) = oD

; where E is the set of edges (links), and ka is

the total degree (in&out-degree) of node a.

Network-Based Social Status

Social status (Berger et al. 1998) of both trustee and trustor have been found to influence trusting

behaviors.

Trustee Network-Based Status

As discussed in essay 1, high-status actors of the group are believed to be more worthy,
competent, and influential (Ridgeway and Walker 1995). Higher status is also associated with

greater perceived trustworthiness and higher levels of trust (Cook et al. 2009).

In the context of online social networks, social status is defined as the position or rank of a user
in the network and represents the degree of honor or prestige attached to that position. In other
words, status is the aggregate opinion of others about a specific node in the network. A node’s

status (prestige) in a network has been considered as an important predictor of received positive
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links (friendship or trust) from other nodes of the network (Kunegis et al. 2009). A more
prestigious user is one who is more trusted by others. A user’s prestige (status) in online social
networks is often identified by incorporating both trust and distrust links toward the user, such as
the Fans Minus Freaks (FMF) (Kunegis et al. 2009) measure, where fans are ones who trust the
user and freaks are ones who distrust the user. Trusted users have a high number of fans and
distrusted users a high number of freaks. Therefore, a trustee with a higher status is perceived to

be more trustworthy and receives more trust links from other members of the network.

| define a feature set for trustee status predictor (or the trustee’s prestige in the network) using

the issued links from others to the trustee. | consider FMF (StatusFM), the ratio of FMF to the

indegree™ (i)—indegree=®

total indegree: StatusFS(i) = and to the total degree of the trustee:

indegreet®+indegree=(i)’

indegree* (i)—indegree=(

) . . . :
StatusT(i) = . | define two measures based on the incoming trust links as:

degree (i)

indegree™ (i) indegree* (i)

degree (i)

StatusPR(i) = and StatusPO(i) = . | also use the prestige

indegreet®+indegree=(i)

1
1+ e—(lindegree*|-p)’

measures by Zolfaghar and Aghaie (2012) using trust links: StatusZ (i) =

where a sigmoid function is used to keep the value in the range [0, 1]; a is set to 0.1 to control
the slope and p is set to 0 to control the midpoint of the sigmoid curve. Leskovec’s measure of
status is also used (Leskovec et al. 2010a; Leskovec et al. 2010b), in which a trustee node’s
status increases for each positive link it receives and each negative link it issues, and declines for

each negative link it receives and each positive link it issues: StatusL(i) =

indegree™ (i)—indegree~®—outdegree* (i) +outdegree=C

® . Furthermore, Net Trust Votes (NTV) is a

degree(i)
measure of the Shapley value based centrality measures (Aadithya et al. 2010; Gangal et al.

2016) for directed signed networks. Since the main idea of the NTV is the same as the (Leskovec
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et al. 2010a; Leskovec et al. 2010Db) status measure, | also considered it as a measure of trustee

status: StatusN (i) = %(indegreeJ“(i) — indegree‘(i)) — % (outdegree+(i) — outdegree‘(i)).
Trustor Network-Based Status

It has been found that status also influences trusting others, such that individuals with higher
status show more initial trust than individuals with lower status (Lount and Pettit 2012).
Individuals with higher status have expectations that others will have favorable motives and
display positive behaviors toward them, such as respect and praise. High social status brings the
individual a set of internalized beliefs and expectations around the rewards she will receive by
virtue of this elevated social position (Berger et al. 1998). The reward expectations involve social
rewards, which induce positive expectations about others’ motives and behaviors. Thus, trustors
with higher status judge others’ intentions as more benevolent, and in turn, trust others more
easily (Berger et al. 1998; Lount Jr. and Pettit 2012). | posit that this could also be true for online
social interactions. | use the same status features defined for trustee status as the feature set for

trustor status predictor.
Network-Based Status Differential

| argued in essay 1 that one of the important concepts related to status is its “relative”
characteristic. And, as status is relative in groups, perceived trustworthiness of individuals is also
a relationship-level attribute. The status differential between two actors will determine the
degree to which an actor perceives trustworthiness qualities in the other actor (Campos-Castillo
and Ewoodzie 2014). Therefore, the status differential between a trustee and a trustor has an
important role in shaping the trustor’s beliefs about the trustee’s trustworthiness. As the trustor’s

74



status relative to the trustee decreases (the status differential increases), the trustor’s perceived
trustworthiness of the trustee increases. Moreover, the Status Theory, as one of the online social
network theories, was developed for directed social networks to better explain the observed edge
signs and provides insights into the underlying social mechanisms (Leskovec et al. 2010a;
Leskovec et al. 2010b). Based on the Status Theory, a trust (distrust) link from a trustor to a
trustee indicates that the trustee has a higher (lower) status than the trustor (Leskovec et al.
2010a; Leskovec et al. 2010b). This also reinforces the discussed relational characteristic of

status by previous socio-psychological scholars.

Status differential between a trustee and a trustor is calculated as the difference between the
trustee’s status and the trustor’s status: StatusDifferential (trustee, trustor) = Status(trustee) —
Status(trustor). | use status features, StatusFS, StatusT, StatusPR, and StatusL, to obtain the

status differential features.

Network-Based Homophily (Similarity)

As discussed in essay 1, homophily has been found as an important factor in social network
formation, such as in friendship networks (McPherson et al. 2001). Homophily has been also
observed and studied in online social network relationships (e.g., Wang et al. 2011; Xiang et al.
2010). Furthermore, homophily (i.e., similarity among users) has been used in link formation and
sign prediction (predicting trust/distrust or friend/foe relationships) in online social networks.
Multiple studies have shown that similarity is an important predictor of trust formation among
users in online social networks (Golbeck 2009; Kunegis et al. 2009; Symeonidis et al. 2010;

Tang et al. 2013; Zheng et al. 2014). It has been found that having a shared group membership
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enhances trustworthiness perceptions, thereby increasing the levels of initial trust (Meyerson et

al. 1996; Tanis and Postmes 2005).

In the context of social networks, a shared group membership can translate into being in the
same community with common neighbors. Users of the same group or community tend to
perceive themselves as more trustworthy than others not in their group, and trust one another
(Mcknight et al. 1998). Common links (neighbors) have also been widely used to measure the
similarity between users in social networks, such as in the Adamic-Adar index, and in the
Jaccard coefficient (Adamic and Adar 2003; Golder and Yardi 2010; Liben-Nowell and
Kleinberg 2007; Lichtenwalter et al. 2010). Accordingly, I consider common neighborhood as a
similarity measure among users. Thus, a trustor’s trust in a trustee increases as the trustor has

more common neighbors with the trustee.

| use three commonly used similarity measures in social networks, Jaccard similarity, Dice
similarity, and inverse log-weighted similarity (Adamic and Adar 2003), to define the feature set
for similarity predictor. The Jaccard similarity coefficient is the number of matches of two sets
divided by their union or the number of common neighbors divided by the number of nodes that
are neighbors of at least one of the two nodes. The Dice similarity coefficient of two nodes is
twice the number of common neighbors divided by the sum of the degrees of the nodes. The
inverse log-weighted similarity of two nodes is the number of their common neighbors, weighted

by the inverse logarithm of their degrees.
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3.4.2 Model

The proposed predictive model is shown in Figure 3.1, and the proposed predictors with their

feature sets are summarized in table 3.2.
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Figure 3.1- The Proposed Model
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Table 3.2- The Proposed Feature Sets

Type Theoretical | Related Feature Description
yp Construct References P
StatusEM The difference between positive indegree and negative
indegree
StatusES The difference between positive indegree and negative
indegree divided by the total indegree
StatusT The difference between positive indegree and negative
Berger et al. 1998; indegree divided by the total degree
Trustee Social EOOK et a|t- 2|009i StatusPR The positive indegree divided by the total indegree
2 unegis et al. . _
Prestige Status 2009; Ridgeway | StatusPO The positive indegree divided by the total degree
and Walker 1995 "gtaqysz The sigmoid function of the total positive indegree
The sum of the positive indegree and negative outdegree
StatusL minus the sum of the negative indegree and positive
Trustee outdegree, divided by the total degree
Features StatusN The Net Trust Votes (NTV) based on the Shapley value
centrality
ClosCent How long it takes for information to pass from the trustee
to other nodes
. | BetwCent How often the trustee is found on the shortest path between
Gefen et al. 2003; two other nodes
Katz 1953;
Trustee Structural Kleinberg 1999; HitsAuth How mych the trustee is a good authority or is linked by
Importance | Assurance | McKnight et al. many different nodes
19985 Page etal. PageRank The importance of a trustee within the network based on its
1999; g influential followers (trustors)
ClusCoef The localized density or how close the neighborhood of the

trustee is to a complete sub-graph
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The difference between positive indegree and negative

StatusFM .
indegree
StatusES The difference between positive indegree and negative
indegree divided by the total indegree
The difference between positive indegree and negative
StatusT . -
Berger et al. 1998; indegree divided by the total degree
Trustor Social IF:gtl:ir][t é]élg”d StatusPR The positive indegree divided by the total indegree
Status Status Ridgeway and StatusPO The positive indegree divided by the total degree
Trustor Walker 1995 StatusZ The sigmoid function of the total positive indegree
Features The sum of the positive indegree and negative outdegree
StatusL minus the sum of the negative indegree and positive
outdegree, divided by the total degree
StatusN The Ne_t Trust Votes (NTV) based on the Shapley value
centrality
Mayer et al. 1995; PropensityP The positive outdegree divided by the total degree
Trustor McKnight et al. . The difference between positive outdegree and negative
Trust -Fl;rr(l)JS:ensit 1998; Mcknight et PropensityF outdegree divided by the total outdegree
Propensity P Y lal 2004; Williams
2001 PropensityZ The sigmoid function of the total positive outdegree
StatusFS_Diff The difference between the StatusFS values of the trustee
Berger et al. 1998; and the trustor
Campos-Castillo StatusT Diff | 11 difference between the StatusT values of the trustee
_ _ ) and Ewoodzie - and the trustor
Status Differential Social 2014; Leskovec et
Features Status al. 2010a; The difference between the StatusPR values of the trustee

Leskovec et al.
2010b; Ridgeway
and Walker 1995

StatusPR_Diff

and the trustor

StatusL_Diff

The difference between the StatusL values of the trustee

and the trustor
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Similarity Features

Homophily

Adamic and Adar
2003; Liben-
Nowell and
Kleinberg 2007;
McPherson et al.
2001

The number of common neighbors divided by the number

Jaccard_Sim of their neighbors combined together
. . Twice the number of common neighbors divided by the
Dice_Sim
- sum of the degrees of the nodes
Inverse log- The number of their common neighbors, weighted by the
weighted_Sim | inverse logarithm of their degrees




3.5. Experiment

In the following section, | describe the experiment design and evaluation criteria, and the real-

world dataset used to evaluate the proposed predictive model. I then report the results.

3.5.1. Dataset

| examined the predictive power of the proposed trust/distrust prediction model using a real
world dataset from Epinions.com, one of the largest online product review communities. This
product review community provides the opportunity for its users to make a web of trust of those
whom they trust and a block list of those whom they distrust. The dataset (Leskovec et al. 2010b,
also available by Stanford Network Analysis Project (SNAP)) includes a total of 841,372 links,
in which 717,667 are trust links and 123,705 are distrust links, among 131,828 users. | sampled
10,000 links from 1825 unique nodes to create a balanced sample of 5000 trust and 5000 distrust

links.

3.5.2. Experiment Design and Evaluation

To answer the research questions, | address the trust prediction problem as a supervised
classification problem. Based on the predictors (features) in the proposed model, I build the
predictive model. Then, to compare the predictive power of the proposed model with that of
previous models, | build a set of baselines using the feature types used in previous studies. The

predictive power of the proposed model, as compared to the baselines, is examined using
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multiple supervised machine learning algorithms. Specifically, five categories of feature sets
were built and examined, including similarity, status differential, trustee PageRank importance,

trustee centrality, and trustee FMF prestige features.

It is very common to assess the predictive performance of a classification model using criteria
such as model accuracy, precision, recall, and F-measure. It is also important to assess the
descriptive ability of a classification model in addition to its predictive performance. Ritschard
and Zighed (2003) argue that the descriptive classification model and the classifier itself should
be distinguished, and the fit of descriptive classification model should be assessed in addition to
the classifier predictive performance. The descriptive ability of a statistical model is referred to
its goodness of fit, which measures how well the model fits a set of observations. Hence, |
examined both goodness of fit and predictive performance of the proposed predictive model, in

comparison to baseline models.

Goodness of Fit

In predictive models, the goodness of fit is usually measured by the discrepancy between
observed and predicted values. Deviance is a commonly used measure to test the goodness-of-fit
of a statistical model. The general idea of deviance of a statistical model is to measure how far
the model is from the observed values. Deviance is measured by minus twice the log-likelihood
of model M (-2LogLik(M)) (Agresti 2013). The Log-Likelihood Ratio statistic (LRT) has an
approximate Chi-square distribution (Bishop et al. 1977). Deviance permits to test the difference
between a model M1 and a restricted version M2 with the difference D(M2|M1) = D(M2) —
D(M1), which has a Chi-square distribution with degrees of freedom equal to df2 — df1, where

dfland df2 are the degrees of freedom for model M1 and M2, respectively.
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In this study, I defined multiple features for each predictor. To select the best parsimonious

feature sets, | ran Log-Likelihood Ratio goodness of fit test. | tested if losing any of the features

affects the goodness of fit. | compared the goodness of fit of the full model (which includes all

the features) to other reduced (nested) models that include fewer features. If there is no

significant difference in the model fit, the reduced model is selected. To compare two nested

models, the model with the lower deviance is deemed to be better. I used the Log-Likelihood

Ratio statistic, which is the difference of two nested models M1 and M2 with an associated p-

value to compare the models in terms of fit. The results of LR goodness of fit test for the full

model and the best parsimonious model are summarized in table 3.3. The fit (deviance) of the

full model is not significantly better than the reduced model. Therefore, | selected the reduced

model. The final feature sets based on the best parsimonious model is summarized in table 3.4.

Table 3.3- Comparison of the Full and Reduced Model

Model df | Deviance | LRT Statistic | dfF-dfR Sig.
(2)

Full 32 | 3786.4

Reduced 21 | 3802.04 15.64 11 0.155

Table 3.4- The Final Feature Sets

Predictor Features

Trustee Prestige StatusFS; StatusT; StatusPR; StatusPO

Trustee Importance Betweenness_cent; PageRank; Clustering_coeff

Trustor Status StatusFM; StatusFS; StatusT; StatusPO; StausZ; StatusL; StatusN
Trustor Propensity PropensityP; PropensityF; PropensityZ

Status Differential StatusPR_Diff

Similarity Dice_Sim; Inverse log-weighted_Sim
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Then, | compared the goodness of fit of the best parsimonious model to the baseline models. As

demonstrated in table 3.5, the fit of the proposed model is significantly better than other

previously used bassline models.

Table 3.5- Comparison of Goodness of Fit of the Proposed Model with Baselines

Model Deviance | df | Test LRT Statistic | dfi-dfj | Sig.
Proposed Model (P) 3802.04 |21

Similarity (Sim) 13860.79 | 2 P vs Sim 10074.39 30 <.001
Status Differential 924177 | 2 P vs StatDiff 5455.37 30 <.001
(StatDiff)

Trustee PageRank 12499.58 | 2 Pvs PR 8713.18 30 <.001
Importance (PR)

Trustee Centrality 13633.56 | 3 P vs Cent 0847.16 29 <.001
(Cent)

Trustee FMF Prestige | 13133.77 2 P vs FMF 13133.77 30 <.001
(FMF)

Similarity & Trustee 13082.7 |3 P vs Sim&FMF 9296.3 29 <.001
Prestige

Similarity & Trustee 1244455 5 P vs Sim&PR&Cent 8658.15 27 <.001
Importance &

Centrality

Similarity & Trustee 11858.94 | 6 P vs SIM&FMF&PR&Cent | 8072.54 26 <.001
Similarity & Trustee 8103.2 7 P vs SIm&FMF&PR&Cent | 4316.81 25 <.001

& Status Difference

Prediction Performance

&StatDiff

| then examined the prediction performance of the proposed model. | designed six experiments to

examine the predictive power of the proposed model compared to previous baseline models. |

examined previously used predictors in different experiments. Specifically, | used similarity,

trustee centrality, trustee PageRank importance, trustee FMF status, and status differential
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features. Furthermore, | built multiple predictive models by combining previously used
predictors. Then, | used the feature set built on the proposed model including similarity, status
differential, trustee importance, trustee prestige, trustor status, and trustor trust propensity

features in the last experiment.

To test the generalizability of the effects of the feature type over different classification methods,
| used five standard classification methods: Naive Bayes (NB), Logistic regression (LR), Support
Vector Machines (SVM), Neural Network (NN), and J4.8 Decision Tree (DT). Therefore, the
experiment followed a 10 (feature type) * 5 (classification method) full factorial design. I used
Weka (Hall et al. 2009), an open source data mining platform including a collection of machine
learning algorithms. Standard performance measures (Accuracy, F-Measure, and MCC) were
used to evaluate the performance of the classifiers. For each combination of feature type and
classification method, I ran 10-fold cross validation 10 times, obtaining 100 estimates of each
performance measure. Therefore, | got 10*5*100 = 5000 observations. Based on the

classification confusion matrix, the performance measures are defined as follows:

Confusion Matrix y (Predicted)

Trust | Distrust

y(Actual) | Trust TP FN

Distrust | FP TN

A TP+ TN
ccuracy = —m
Y=TPEN
Precision = —— : Recall = s : F — Measure = Z*Pre,Ci,Sion*Reca”
TP+FP TP+FN Precision+Recall
TP «TN — FP xFN
MCC

- \/(TP + FP)(TP + FN)(TN + FP)(TN + FN)
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3.6. Results

The results of the six experiments are summarized in Table 3.6 and contrasted in Figure 3.2. The
proposed model achieved the best performance in terms of all three performance measures across
all the five classification methods. The best performance in terms of all three measures was
achieved by using the proposed model features with J4.8 decisions tree (0.95 accuracy, 0.95 F-

measure, and 0.90 MCC).

Overall, baselines showed poorer predictive performance compared to the proposed model. The
best performance of baseline models was achieved by using status differential features (0.78
accuracy, 0.77 F-measure, and 0.55 MCC). The worst accuracy (0.49)—essentially no difference

from random guess—was obtained by using only similarity features.

To show the superiority of the proposed model and the importance of using all the proposed
features, multiple models were created by combining previously used features. Among them, the
best performance was achieved by combining similarity and trustee (prestige and centrality and
importance) and status differential features and by decision tree classifier (0.82 accuracy, 0.82 F-
measure, and 0.63 MCC). However, the performance was significantly lower than the proposed

model performance.
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Table 3.6- Results: Average Accuracy, F-Measure, and MCC

Performance
Accuracy F-measure MCC

Feature Type Classifier AVE |STDV | AVE | STDV | AVE | STDV
Naive Bayes 0.49 0.01| 0.64 0.01| -0.04 0.03
Logistic Regression 055| 0.01| 0.49 0.02 0.10 0.03
Similarity Support Vector Machine 051| 0.02| 0.20 0.12 | 0.04 0.04
Neural Network 050| 0.00| 0.35 0.34 0.03 0.04
Decision Tree 0.58 0.01| 0.66 0.04 0.19 0.04
Naive Bayes 054 | 001| 0.24 0.03 0.13 0.03
Logistic Regression 0.58 0.02 | 0.57 0.05 0.17 0.03
Trustee Centrality | Support Vector Machine 054 0.01] 0.22 0.03| 0.13 0.03
Neural Network 0.58 0.02 | 0.52 0.13 0.17 0.04
Decision Tree 0.62 0.01| 0.65 0.02 0.24 0.03
Naive Bayes 061| 001| 041 0.03 0.29 0.03
Logistic Regression 064| 001| 0.56 0.02 0.30 0.03
Trustee Importance | Support Vector Machine 0.63 0.01| 0.49 0.02 0.31 0.03
Neural Network 0.63| 0.02| 0.56 0.05 0.29 0.04
Decision Tree 0.65 0.01| 0.58 0.02 0.33 0.03
Naive Bayes 0.60| 0.02| 055 0.02 0.20 0.03
Logistic Regression 059 | 0.01| 0.62 0.02 0.18 0.03
Trustee Prestige Support Vector Machine 059 | 0.02| 0.62 0.01 0.17 0.03
Neural Network 0.62 0.04| 0.50 0.06 0.29 0.10
Decision Tree 0.65 0.01| 0.52 0.03 0.37 0.03
Naive Bayes 0.77 0.01| 0.77 0.01 0.55 0.02
Logistic Regression 0.78 0.01| 0.77 0.01 0.55 0.02
Status Differential | Support Vector Machine 078 | 0.01| 0.77 0.01| 0.55 0.02
Neural Network 0.77 0.01| 0.76 0.02 0.54 0.03
Decision Tree 0.78 0.01| 0.77 0.01 0.55 0.03
Naive Bayes 061| 0.01| 043 0.03 0.29 0.03
Similarity & Logistic Regression 0.64 0.01| 0.55 0.02 0.31 0.03
Trustee Centrality | Support Vector Machine 0.63| 0.01]| 049 0.02]| 031 0.03
& Importance Neural Network 0.65| 0.02| 0.60 005| 031 0.04
Decision Tree 0.67 0.01| 0.66 0.03 0.35 0.03
Naive Bayes 055| 0.02| 0.62 0.01 0.11 0.03
L Logistic Regression 0.61 0.01| 0.63 0.02 0.22 0.03
Similarity & Support Vector Machine | 0.63| 001| 0.65| 001| 026| 003

Trustee Prestige : : : : : .
Neural Network 0.68 0.02 | 0.63 0.04 0.37 0.04
Decision Tree 0.71 0.01| 0.69 0.01 0.42 0.03
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o Naive Bayes 0.61 0.01| 042 0.03 0.29 0.03
Similarity & Logistic Regression 0.68| 0.01| 0.62 0.02| 038 0.03
Trustee (Prestige & 5
Centrality & Support Vector Machine 0.64 0.01| 0.52 0.02 0.32 0.03
Importance) Neural Network 0.70| 0.02| 0.67 0.04 0.41 0.03

Decision Tree 0.73 0.01| 0.73 0.02 0.47 0.03
Similarity & Naive Bayes 0.73| 0.01| 0.66 0.02 0.50 0.02
Trustee (Prestige & | Logistic Regression 0.81 0.01| 0.81 0.01 0.62 0.02
Centrality & Support Vector Machine 0.81| 0.01| 0.81 0.01 0.62 0.02
Importance) & Neural Network 0.81| 001| 0.82 001| 063| 002
Status Differential - "pe igion Tree 082 o001 082] 00L] 063] 002
Naive Bayes 0.88| 0.01| 0.88 0.01 0.76 0.02
The Proposed Logistic Regression 0.91 0.01| 091 0.01 0.83 0.02
Model Support Vector Machine 0.91 0.01| 091 0.01 0.82 0.02
Neural Network 0.94 0.01| 0.94 0.01 0.89 0.02
Decision Tree 0.95 0.01| 0.95 0.01 0.90 0.01
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To test the significance of the effects of feature type and classification method, | ran several
ANOVA tests. Particularly, | ran ten one-way ANOVAs to examine the effect of the feature type
for each classification method and six one-way ANOVAs to examine the effect of the
classification method for each feature type, and for all three performance measures. | also ran

related pairwise post-hoc tests (Tukey, Scheffe, Bonferroni).

The results of the ANOVA test show that the effect of the feature type was statistically
significant (p<.001) for all three performance measures and for all classification methods. All the
pairwise post-hoc tests were significant (p< .001), implying that the predictive performance of
feature types was significantly different from one another for all the classification methods.
Furthermore, the main effect of the classification method was statistically significant (p<.001)
for all three performance measures and for all feature types. Overall, the evaluation results
provide evidence of superior predictive performance of the proposed model, compared to

previously used models.

3.7. Discussion

Previous methods for trust prediction in signed social networks have largely overlooked
trustor/trustee behavioral characteristics. Previous trust prediction models are computational
models that consider trust prediction as a special case of sign prediction. They used existing
users’ data, such as trust voting history (e.g., “web of trust” or “block list”), to predict future
trust/distrust relationships. These types of models lack the underlying theoretical foundation of

user trusting behaviors and merely focus on computational performance. In addition, most
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previous models just focused on very limited dimensions of trust/distrust behaviors, such as

similarity between users.

Based on socio-psychological trust theories, there are social and behavioral related predictors in
trust/distrust relationships, which have been ignored in previous studies. The trustor behavioral
and social characteristics have important roles in trusting behaviors regardless of the trustee
characteristics. | particularly defined two predictors based on the trustor characteristics: trustor
status and trustor trust propensity. Moreover, previous research used very limited network
structural characteristics of the trustee, such as trustee centrality or PageRank importance as the
trustee popularity or prestige interchangeably. They completely ignored the important
characteristic of signed social networks. In signed social networks, popularity (importance) and

prestige are two distinct concepts and need to be defined and measured in different ways.

Popularity is the importance or centrality of a node and can be used as structural assurance for
trusting behavior, while prestige counts for the net value position (net trust value) of a node.
Thus, high popularity means that the trustee is a well-connected and well-known user, but does
not necessarily mean that the trustee is a trustworthy user (the number of received trust links is
greater than the number of distrust links). | distinguished between trustee structural importance
and trustee prestige and defined a set of related features for each of the predictors. Furthermore, |
redefined all the behavioral and situational dimensions of trust and specified them for the context

of online social networks.

Last but not the least, since distrust information usually is unavailable, previous trust prediction

models predict only trust links (and not distrust links). Distrust information is usually more
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valuable than trust, since users are more confident when expressing their distrust. | used both

trust and distrust information to predict trust/distrust links.

| believe that focusing only on limited dimensions of trusting behavior, using only limited
structural information, and ignoring the socio-psychological theories of trust result in an
incomplete understanding of trust formation and inaccurate trust prediction in online social
networks. | addressed the gaps in the existing literature and proposed a comprehensive set of
structural and behavioral predictors based on the relevant socio-psychology and computational
network theories. Based on that, | proposed a novel theory-based supervised predictive model to
predict trust/distrust links in social networks. Empirical evaluation results show the superior fit
and predictive performance of the proposed predictive model over previous models that used

only limited structural dimensions of online social networks.

There are certainly limitations that need to be addressed in future research. I examined the trust
prediction problem as a binary classification problem, classifying a potential link as either a trust
or distrust link. Further research is needed to synthesize link prediction (i.e., predicting the
likelihood of a potential link) and trust prediction. The evaluation was based on a single dataset
and used five standard classification methods. A more comprehensive evaluation may use more
datasets from different sources and more classification methods to test the generalizability of my
findings. Furthermore, I used a single snapshot of data and applied cross-validation to estimate
prediction performance. Future research may acquire longitudinal data and run more realistic

evaluation, i.e., training on older data and testing on newer data.
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CHAPTER 4

Essay 3: Lexicon-Based Trust Mining in Online Social Networks — A Feature-

Based Text Mining Model to Mine Trust Reviews in Online Social Networks

4.1. Introduction

Social media has become an important part of people’s personal and professional life (or today’s
society). Social media is a group of Internet-based applications that build on the foundations of
Web 2.0, which enables the creation and exchanges of user-generated content (Kaplan and
Haenlein 2010). Social media has had significant influence in the way people connect,
communicate, and interact, resulting in an effective form of virtual collaboration, content
production, and knowledge sharing. Trust, as a fundamental element of any human social
relationships, is even more critical, to have such effective online interactions. In the virtual
world, computer-mediated communications replace face-to-face contact. Technology-mediated
communications create challenges for effective social interactions. There are social cue
deficiencies in computer-mediated interactions since body language and physical surroundings
cannot be easily realized through computer channels (Ma and Agarwal 2007). Thus, developing
new relationships, sharing personal information, or trusting published information or reviews,

can be a more difficult decision compared to face-to-face communications.

Effective governance mechanisms are needed to maintain effective online interactions and
sustainable functionality of online communities. Many communities have developed a self-

governing mechanism in which the community selects a small group of trusted members to help
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the community work effectively. This requires the community to decide on the trustworthiness of
the candidates, which is usually done by a peer evaluation process. For example, Wikipedia, one
of the most successful and effective online communities, has a group of trusted members

(Admins) who help to maintain the community functionality.

Wikipedia is the fifth most-visited website, which produces high-quality peer-produced content
using the open source online collaboration model. Previous research has studied the Wikipedia
online collaboration model and its governance mechanisms (Faraj et al. 2011; Kittur et al. 2007;
Ransbotham and Kane; 2011). Some of the previous studies focused on Wikipedia from the
perspective of an online social network (Kane 2009; Kane et al. 2014; Ransbotham et al. 2012).
The role of Wikipedia trusted Admins is critical to its success. Hence, it is very important to
understand the characteristics of such trusted members and the important factors that influence

trusting decisions in the context of an online social network.

Previous research in face-to-face communications has shown that perceived trustworthiness of a
party is a key predictor for trusting/distrusting that party (Gefen et al. 2003; Mayer and Davis
1999; Mayer et al. 1995; McKnight et al. 1998). In line with previous findings, I also believe that
perceived trustworthiness of a trustee candidate is one of the most important determinants of
trust/distrust decisions in online communities. Perceived trustworthiness is affected by the
qualities that help to mitigate the concerns in trust relationships. Previous studies have identified
characteristics, such as ability, reliability, honesty, and altruism as trustworthiness qualities, that
help to create a positive sentiment or expectation about the person (Mcknight et al. 1998). The

most agreed upon characteristics of trustworthiness are benevolence, competence, integrity
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(Butler 1991; Gabarro 1978; Mayer et al. 1995; Mcknight et al. 1998), and predictability

(McKbnight et al. 2002; Mcknight et al. 1998).

Despite recent studies in online social networks, we still know little about the characteristics of
trusted members in online communities. That is what motivated me to study the trustworthiness
characteristics that are important in trusting members of online communities. User-generated
content (UGC) is the main building block of online social interactions. Valuable insights can be
gained from user-generated content by using text mining techniques. To gain insights into what
the actual important trustworthiness characteristics are for members of online social networks in

their trusting decisions, | mine the trust review texts from a real-world dataset.

| believe that trust review texts reflect the actual viewpoints of online community members.
Furthermore, findings from the related behavioral research on trustworthiness in face-to-face
communications should be considered and adapted to the online context. This study makes two
main contributions. First, I build domain-specific trustworthiness lexicons for online social
networks based on related behavioral foundations and text mining techniques. To the best of my
knowledge, this is the first trust lexicon developed in the context of online social interactions.
Second, | propose a lexicon-based text mining system that automatically extracts important
trustworthiness characteristics from user-generated content (trust reviews). The empirical
evaluations show the superior performance of the proposed text mining system over the

baselines.
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4.2. Related Work

Trust has been well studied in face-to-face communications. Trustworthiness beliefs have been
found to be a key factor in trusting others (Gefen et al. 2003; Mayer and Davis 1999; Mayer et

al. 1995; McKnight et al. 1998).

Early trust theories assumed that trust grows gradually by individuals’ interactions over time
(Blau 1964; Rempel et al. 1985). Accordingly, when individuals first meet, there is a small initial
trust between them. However, several empirical studies showed that there might be a high level
of initial trust at the first time two individuals meet. McKnight et al. (1998) proposed a model of
initial trust formation addressing this paradox. Initial trust is influenced by trusting beliefs
(trustworthiness beliefs), trust propensity, and situational factors. Trust propensity is an inherent
characteristic of a trustor’s general willingness to trust others. Situational factors are the
favorable and protective structures that facilitate the success. Trustworthiness beliefs are the only
factor that is directly related to a trustee’s qualities. Trustworthiness qualities have been
conceptualized as a set of characteristics including benevolence, competence, integrity, and

predictability (Mayer and Davis 1999; Mayer et al. 1995; McKnight et al. 1998).

Benevolence

Benevolence is a trustor’s belief about a trustee’s goodwill toward the trustor, that the trustee
cares about the trustor and act in the trustor’s interests (Mayer et al. 1995; McKnight et al. 1998).
A trustee is benevolent to the degree of her/his openness, loyalty, concern, support and help,
acting in the other party’s best interest, and caring about others well-being (Colquitt et al. 2007;

Mayer and Davis 1999; Mayer et al. 1995; McKnight et al. 2002). Benevolence basically relies
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more on personal experience or interactions between the trustor and trustee. A trustee’s
benevolence has been measured by: being concerned about the trustor’s welfare, caring about the
trustor’s needs and desires, not knowingly doing anything to hurt the trustor, looking out for
what is important to the trustor, and helping the trustor (Colquitt et al. 2007; Mayer and Davis

1999).

Competence

Competence is a trustor’s beliefs about a trustee’s ability, skills, and power to do what is needed
by the trustor in a specific domain (Mayer et al. 1995; McKnight et al. 1998). Competence is not
the trustee’s general capabilities or knowledge, but rather, it is domain specific. A trustee is
competent as she/he has enough capability, proficiency, ability, expertise, knowledge, and talent
in a specific context and performs her/his role very well and in an effective way (Colquitt et al.
2007; Mayer and Davis 1999; McKnight et al. 2002). A trustee’s competence has been measured
by the capability of performing the job, being successful at doing it, having much knowledge
about it, having specialized capabilities that can increase performance, and being well qualified

(Colquitt et al. 2007; Mayer and Davis 1999).

Integrity

Integrity is the trustor’s belief in a trustee’s truthfulness, that the trustee adheres to sound moral
and ethical principles, makes good faith agreements, tells the truth, and fulfills promises (Mayer
et al. 1995; McKnight et al. 1998). A trustee’s integrity is the extent of her/his truthfulness,
honesty, fairness, promise keeping, commitment, sincerity and authenticity, bias suppression,

ethicality of decision making, and credibility (Colquitt et al. 2007; Mayer and Davis 1999;
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Mayer et al. 1995; McKnight et al. 2002). Unlike benevolence, integrity is based more on the
trustee’s characteristics, than on the interactions or relationships between the trustee and a trustor
(McKnight and Chervany 2001). A trustee’s integrity has been measured by having a strong
sense of justice, sticking to her/his word, being fair in dealings with others, having consistent
actions and behaviors, and behaving based on sound principles and values (Colquitt et al. 2007,

Mayer and Davis 1999).

Predictability

Predictability is the trustor’s belief that a trustee’s actions (good or bad) are sufficiently
consistent so that the trustor can predict the trustee’s future actions in a given situation
(McKnight et al. 1998; McKnight and Chervany 2001). Predictability could mean that the trustee
always acts in the same way, such as consistently meeting the trustor's preferences. A trustee’s

predictability is the extent of her/his consistency of actions (McKnight et al. 1998).

4.2.1. Trustworthiness in Online Communities

In addition to technological requirements, effective governance mechanisms are required to have
sustainable functionality of online communities. Community leaders, as one of the effective
governance mechanisms, play a critical role in the sustainability of online communities’ function
(Preece 2000). Community leaders have an important role in generating community
participation, building relationships, and, particularly, promoting collaboration and trust among
community members (Koh et al. 2007; Preece 2000). Many communities have developed a self-

governing mechanism in which the community selects a group of trusted leaders. In such online
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communities, leaders govern the community, set policies and procedures, and help other
members to work effectively. This is an effective strategy since it helps to reach consensus
decisions more easily (Kittur and Kraut 2010). For example, Wikipedia, as a collaborative
content creation project, enables multiple users to constantly improve this free encyclopedia.
Previous research has found that the quality and accuracy of Wikipedia articles are comparable
to those of established sources such as Britannica Encyclopedia (Giles 2005). One of the key
reasons for such high quality articles is the peer-review rating system that Wikipedia uses to rate
its content. The peer-review system is based on the collaboration of Wikipedia editors to work

with one another in modifying the contributions made by others (Kittur et al. 2007).

Wikipedia editors can get promoted to administrators (admins), who help in community
maintenance. Administrators (admins) are trusted users who have access to additional technical
features, and their actions can impact the entire community. Granting administrator status is
considered to require a high level of trust from the community. Hence, selecting the trusted
members is done by a voting process in which Wikipedia community votes in favor of or against
the promotion of the admin candidates. Many voters decide to trust or distrust a candidate based
on a set of qualities, called trustworthiness characteristics. Voters judge the candidates’
trustworthiness based on the candidates’ past work, behavior, and also any previous interactions
with them. Similar to product review communities, voters can also read other members’ reviews
about the candidates for more information. There must be certain qualities that members of such

online collaborative communities seek in candidates to trust them as admins.
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Researchers have studied the social aspects and network characteristics of Wikipedia with
respect to its content quality (Kane 2009; Kane et al. 2014; Ransbotham et al. 2012). They
viewed Wikipedia as a content—contributor network and studied it using a two-mode social
network analysis. Kane (2009) found that an article position in the content-contributor network
(degree centrality and eigenvector centrality) is related to the article quality. Ransbotham et al.
(2012) found that locally central content (greater intensity of work by contributors) and globally
central (shorter paths to the other collaborative content in the network) content generate higher

viewership.

As discussed above, Wikipedia admins play a critical role in community functionality and
quality of its peer-produced content. However, the RfA process (admin selection process)
how members trust others and what qualities they seek in candidates to trust them as network
admins __ has not been studied in detail yet. This study follows the network view of Wikipedia
and analyzes the trustworthiness qualities that are important for members to trust others as

network admins.

4.2.2. Feature-Based Opinion Mining

Opinion is a key predictor of human decisions and behaviors (Liu 2012). Public opinion is
important for both individuals and businesses in decision making. Business examples can be
predicting the success of a new product, popular model of a product, causes of not selling well,
and future niche markets. After Web 2.0, online public opinion has become more critical for

business success. With the popularity of user-generated content (UGC), opinion mining has
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attracted enormous attention in recent years. UGC refers to any form of content created and
shared by online users, such as blogs, wikis, tweets, posts, reviews, comments, podcasts, images,

audios, videos, and podcasts.

A vast amount of user-generated content is generated every second by millions of social media
users, resulting in so-called “Big Data”. Most of the user-generated content is unstructured
textual contents, creating a huge rich repository of analytic information of human behavior and
interactions. However, the noisy and dynamic nature of unstructured textual data makes it a big
challenge to extract useful information and valuable insights. Recent advances in text mining and
access to the UGC — a huge and rich repository of documented opinions — make opinion mining
a very attractive topic. Many computational models and machine learning systems have been
built to collect and effectively analyze the UGC to understand and extract patterns, associations,

and insightful knowledge.

Opinion mining, as one of the most useful applications of text mining, attempts to identify and
extract human opinion and/or polarity (sentiment) from a text written in natural language. It uses
multiple techniques, such as natural language processing, computational linguistics, and text
analytics. Liu (2012) defined opinion mining (also called sentiment analysis) as the task of
analyzing people’s opinions, attitudes, sentiments, evaluations, and emotions toward an item —
such as a product, service, organization, individual, or topic — and its attributes. Many automatic
systems have been developed to collect, examine, and extract public opinions from customers’
reviews about products and services in online retailing websites (such as OPINE by Popescu and

Etzioni (2007) and Red Opal by Scaffidi et al. (2007)). An ideal opinion mining tool is supposed
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to process a set of textual data for a given item (product), extracting a list of item (product)

features and aggregated opinions on each of them (Dave et al. 2003).

Feature (aspect/attribute) based opinion summarization is one of the important forms of opinion
mining (Dave et al. 2003; Liu 2012). The key task is to find features (attributes) of the item
under review and to present an aggregation of opinions about each of those features. For
example, the following review expresses two positive opinions about two features (screen and
battery life) and one negative opinion about one feature (camera) of a cellphone: “the screen is

very bright and high-contrast, battery life is long, however, the camera resolution is very poor”.

There are two main tasks in feature-based opinion mining: feature extraction and semantic
orientation (sentiment) classification. Feature (attribute) extraction is a specific form of the
general information extraction problem (Liu 2012), which finds the topic or attribute that is
evaluated in the text. Semantic orientation (sentiment) classification identifies the attitude or

sentiment toward each of the extracted features.

Feature-based opinion mining has been extensively studied in previous research (Ding et al.
2008; Ghani et al. 2006; Hu and Liu 2004; Jin and Ho 2009; Kovelamudi et al. 2011; Popescu
and Etzioni 2007; Scaffidi et al. 2007; Zhang et al. 2010). The two main approaches used in
previous studies are the supervised learning approach and the unsupervised (lexicon-based)
approach. Furthermore, topic modeling has been found to be unacceptable in feature-based

opinion mining. | discuss each approach in the following section.
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Topic Modeling

Topic modeling is one of the special applications of text mining to identify latent semantic
structures (topics) in documents. The idea is that particular words about a topic appear together.
Thus, by finding semantic correlations among words, hidden topics can be extracted. Topic
models are usually unsupervised probabilistic models that generate multiple sets of similar word
clusters that can be named to multiple topics. One of the most effective methods in topic
modeling is Latent Dirichlet Allocation (LDA) by Blei et al. (2003), which is a three-level

hierarchical Bayesian model.

Topics extracted from topic modeling might be used as the opinion features in feature-based
opinion mining. However, it has been shown that global topic models, such as LDA (Blei et al.
2003), are not suitable for identifying opinion features (Titov and McDonald 2008). Liu (2012)
believe that the reason is behind the basics of LDA algorithm. LDA identifies topics and word
probability distribution in each topic, based on the topic distribution differences and word co-
occurrences among documents. However, opinion documents, such as reviews, are similar
because they are about a particular type of product or service and talk about the same product
features. Hence, they are all about a common topic, meaning that no topic distribution

differences exist. This makes topic models ineffective in feature-based opinion mining.
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Supervised Learning Approach

Supervised learning methods seek and learn patterns in data and require a manually annotated
training dataset to train the predictive model (classifier). Hu and Liu (2006) used language
patterns and proposed a supervised sequential pattern mining method to identify opinion features
from Pros and Cons reviews. The method basically seeks class sequential rules that have product
features as class items. Jin and Ho (2009) proposed a supervised model, using lexicalized Hidden
Markov Models (HMMs), that learns patterns from training data to extract product features. The
model integrates linguistic features, such as part-of-speech and lexical patterns, into HMMs.
Kovelamudi et al. (2011) proposed a supervised domain-independent model to extract product
attributes from user reviews. Ghani et al. (2006) used supervised and semi-supervised learning

techniques to the product descriptions on retailer websites for product attributes extraction.

There are some problems with supervised learning methods that make them less attractive for
feature-based opinion mining (Liu 2012). First, supervised learning methods require a large
manually annotated training dataset to achieve acceptable performance. Creating a large
annotated training dataset is expensive and inefficient, especially in social media text mining.
Second, supervised learning methods are mostly suitable for document-level, rather than
sentence-level opinion mining, as documents are long and contain more features for
classification. That makes them ineffective for social media text mining, because user-generated
content, such as tweets and comments, tends to be very short. Third, the performance of a
supervised learning method can vary a lot in different domains. To address that, domain

adaptation of classifiers has been proposed but its effectiveness is still under debate.
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Unsupervised (Lexicon-Based) Approach

Unsupervised techniques are more domain-independent and much cheaper to develop and
modify (Carenini et al. 2005). Hence, it has attracted more attention in feature-based opinion
mining research. Most unsupervised models in feature extractions and sentiment prediction are
lexicon-based methods (Ding et al. 2008; Hu and Liu 2004; Popescu and Etzioni 2007; Scaffidi
et al. 2007; Zhang et al. 2010). Lexicon-based methods have shown to perform quite well in
many different domains (Liu 2012). For the feature extraction task, they usually use a frequency-
based method to extract the most frequent terms as possible candidates for features. For the
sentiment prediction task, they usually use a sentiment lexicon (a list of opinion words) to

determine the semantic orientation toward each extracted feature.

The work by Hu and Liu (2004) is among the first attempts to study the problem of generating
feature-based summaries of customer reviews. They proposed quite an effective lexicon-based
method using opinion-bearing words and association mining to extract product features. The
proposed model seeks frequent item sets, a group of words that occur together, by association
mining. The idea is that frequent words or phrases that are talked about by many customers are
likely to be product features. Semantic orientations of features are predicted using an opinion
lexicon obtained from WordNet (Miller 1995). WordNet synonyms and antonyms were used to
produce the opinion lexicon, based on the fact that terms share the same/opposite orientation as

their synonyms/antonyms.

Following Hu and Liu (2004), several other lexicon frequency-based methods have been
proposed for feature-based opinion mining. Popescu and Etzioni (2007) proposed OPINE, a

review-mining system, which improved the precision of the feature extraction task over that of
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Hu and Liu (2004). OPINE identifies product features by computing Pointwise Mutual
Information (PMI) between the candidate phrase and a group of discriminator phrases. For
example, discriminators for “scanner” are: “of scanner”, “scanner has”, “scanner comes with”,
etc. A limitation of their proposed method is that the product class (e.g., camera) must be known.

Furthermore, they estimated PMI from web search engine hit counts (Turney 2002), which is a

time-consuming method.

Ding et al. (2008) further improved the work of Hu and Liu (2004) and proposed a lexicon-based
model, called Opinion Observer, for opinion feature extraction. They defined a set of linguistic
rules to address context-dependent words, special opinion words, conflicting opinion words, and
phrases in a sentence. In another related study by Scaffidi et al. (2007), an automatic system
called Red Opal was proposed, which enables users to find a product based on the desired
product feature. The system examines customer reviews, identifies product features, and scores
each product on each feature. Users can then rapidly locate the product with the specific feature
they are looking for. The main idea behind feature extraction is that some words occur far more
frequently in the review text than in a random section of English text of equal length. Thus, the
frequency of a candidate term in the review is compared to its frequency in a general text to
determine the true features. Zhang et al. (2010) proposed a double propagation method to extract
and rank features based on feature frequency and feature relevance. The proposed method uses
an initial seed opinion lexicon and the web page ranking algorithm HITS. The basic idea in
double propagation is that features (nouns/noun phrases) are usually associated with opinion

words (adjectives). Thus, one can be recognized if the other is known. Based on that, the
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propagation or bootstrapping process continues until no more opinion words or features can be

found.

The studies discussed above show that the unsupervised (lexicon-based) approach is the most
suitable for feature-based opinion mining of user-generated content. The key element of lexicon-
based methods is the opinion lexicon. In the following section, | discuss methods for lexicon

development.

Lexicon Development

An opinion lexicon is a set of words or phrases that are used to express a positive or negative
sentiment. There are three main approaches that have been proposed to build a lexicon (Liu
2012): manual approach, dictionary-based approach, and corpus-based approach. The manual
approach is inefficient and costly, and it is rarely used. The dictionary-based approach is easier
than the corpus-based approach. The reason is that various dictionaries are available that could
be used to generate the initial seed words of the lexicon. In the dictionary-based approach, a
small set of seed words are manually created, then the lexicon is expanded by searching for their
synonyms and antonyms from a dictionary such as WordNet (Miller 1995). The searching and
adding step is an iterative process that will continue until no new words are found. At the end, a
manual inspection is usually done to clean up the lexicon. The dictionary-based approach was
first used by Hu and Liu (2004) in feature-based opinion mining and later in multiple related
studies (Blair-Goldensohn et al. 2008; Esuli and Sebastiani 2005; Kim and Hovy 2004; Peng and

Park 2011).
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Although the dictionary-based approach is very easy and fast for creating a large lexicon, it
produces many irrelevant words. That is the reason why a manual inspection is required to clean
up the automatically generated lexicon. This makes it indeed a costly and time-consuming
approach. But the main problem is that the final lexicon cannot be used to predict the semantic
orientation of context or domain-related words. The dictionary-based method seeks synonyms
and antonyms from a general and domain-independent dictionary to create the final lexicon. The
truth is that in many applications, words have context (domain) dependent meanings that need to

be considered in opinion mining.

To address the mentioned problems, the corpus-based approach has been proposed. The main
idea is to expand a general lexicon (e.g., one generated from a dictionary) with new words from a
domain corpus. One early approach was to use a set of seed words along with a set of linguistic
rules to find additional words from the corpus (Hatzivassiloglou and McKeown 1997). For
example, if an unknown word in the corpus is connected with a known word from seeds with
“AND?”, the new word from the corpus would have the same semantic orientation and can be
added to the lexicon. However, it has been shown that it is possible that a word has multiple
semantic orientations in the same domain (Ding et al. 2008). For example, the word “long” in the
following two sentences has two opposite sentiments: a positive sentiment in “the battery life is
very long” and a negative sentiment in “it takes a long time to focus”. Ding et al. (2008)
proposed multiple linguistics rules, such as conjunctions rules, to consider both the feature and

the opinion word, rather than only the opinion word.

Recent studies considered using both domain information from the corpus and a dictionary-based

general lexicon. Peng and Park (2011) proposed a sentiment dictionary generation method,
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Constrained Symmetric Nonnegative Matrix Factorization (CSNMF), using both WordNet and a
large social media corpus. They showed that the generated sentiment dictionary by combining

dictionary and corpus outperform a method using only one of them.

4.3. Proposed Model

In this study, | propose a lexicon-based text mining system to identify, extract, and classify
trustworthiness characteristics from user-generated content (trust reviews). The proposed system
has two main parts: trustworthiness lexicon development and trustworthiness characteristic

classification.

| adopt the lexicon-based approach because of its relative advantages compared to supervised
learning and topic modeling. As discussed earlier, there are multiple problems with supervised
learning methods that make them ineffective for feature-based opinion mining. Creating a large
manually annotated training dataset and the need for large documents with enough textual
features are among the mentioned problems. The final goal of the proposed text mining system is
to extract and classify trustworthiness characteristics from online trust reviews. Most of the
reviews are short and every single mentioned characteristic has to be extracted at the sentence

level. Thus, supervised learning methods will not serve this purpose.

Topic modeling is also not a suitable method for feature-based opinion mining, as discussed
earlier. Previous studies showed that global topic models, such as LDA, do not work for

identifying opinion features (Titov and McDonald 2008). The reason is the basic assumption
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behind the topic models: the differences in topic distribution. However, opinion documents, such
as reviews, are similar because they are about a particular type of product or service. Hence, they
are all about the same topic, meaning that no topic distribution differences exist. Thus, it is
almost impossible to extract different features (topics) from opinion documents using topic

models.

In this study, | empirically show the ineffectiveness of topic modeling in feature-based opinion
mining. | applied LDA on a real dataset from Wikipedia RfA (admin election) reviews. If LDA
works well, it should identify the different topics (or trustworthiness character tics) that the
voters have discussed in their reviews. But the topics extracted from LDA results in my
empirical study were not meaningful. As discussed earlier, LDA cannot extract meaningful
features (trustworthiness characteristics), since all the reviews talk about the same topic (trusting

the candidates).

4.3.1. Trustworthiness Lexicon Development

Lexicon-based text mining systems require lexicons. There are not any previously created
lexicons in the trust domain. Therefore, the first step in building the proposed lexicon-based
trustworthiness mining system is to develop trustworthiness lexicons. | generate initial seeds for
the trustworthiness lexicons based on previous behavioral trust studies in the context of face-to-
face communications. Next, | expand and adapt the lexicons to the domain of online social
communities. | use both dictionary-based and corpus-based methods to develop trustworthiness

lexicons.
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The proposed method for trustworthiness lexicon development is summarized as the following

steps (see figure 4.1):

1- Build initial trustworthiness lexicons based on the behavioral literature in trust
2- Expand seed lexicons using a dictionary-based method
3- Adapt the dictionary-expanded lexicons to the domain of online social communities
using a domain corpus:
a. Perform preprocessing
b. ldentify candidate features

c. Filter and prune candidates
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Figure 4.1- The Proposed Method for Trustworthiness Lexicon Development

For the purpose of generating initial seeds, I first identify trustworthiness seed words rooted in

earlier behavioral theories of trust. Previous research has identified four main dimensions for

trustworthiness characteristics: benevolence, competence, integrity, and predictability (Mayer et

al. 1995; Mayer and Davis 1999; McKnight et al. 1998; McKnight et al. 2002). Accordingly, |

create four initial lexicons.
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Initial seed words were selected using measure items from previous research (McKnight et al.
1998; McKnight et al. 2002). The four trustworthiness lexicons are expanded using both a
dictionary-based method and domain information. WordNet has been used in many previous
dictionary-based lexicon development methods with valid results (Hu and Liu 2004; Popescu and
Etzioni 2007; Ding et al. 2008). Hence, | use WordNet to expand the initial seed terms. In
contrast to sentiment lexicons, trustworthiness lexicons should include both positive and negative
terms related to trustworthiness qualities. For example, for “competence” characteristic, we are
interested in both “experienced” and “inexperienced” words. Therefore, both synonyms and

antonyms from WordNet are added to the initial seed words.

The dictionary-based trustworthiness lexicons are further expanded by incorporating domain-
dependent opinion words. | use a domain corpus to find the opinion words and phrases that are
specific to the domain of trust in online social networks. The first step in corpus-based methods
is pre-processing the corpus, which consists of stop word removal and POS tagging. Stop words
are the most common words, usually articles, prepositions, and pronouns (e.g., I, she, this, and
those) that do not give any specific meaning to the corpus. Therefore, all the English stop words,
numbers, punctuations, symbols, in addition to any meaningless words and phrases, such as web
address, links, and http tags, or non-English words, are removed from the corpus. Then, all the
whitespaces created in the stop word removal step are stripped. All the extra spaces are shortened

to one space.

The next step is part of speech (POS) tagging, which enables syntactical analysis of the corpus.
POS tagging annotates each word (token) into the relevant part of speech, such as adjectives,

adverbs, nouns, and verbs. This step could be very important for this study. For example, in
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sentiment analysis, most of the sentiment words are adjectives, while in product feature
extraction, most of the product features are nouns. Trustworthiness characteristics can be
described in reviews as an adjective (competent), an adverb (consistently), a noun (knowledge),
or a verb (helps). A sentence example can be: “he is very responsible”, “he acts maturely”, “he
has enough expertise”, or “he cares about others”. Thus, | keep all the adjectives, adverbs, nouns,
and verbs, and discard all the rest, such as coordinating conjunctions, determiners, modals,

pronouns, and Wh determiners.

After the preprocessing step, all candidate terms that have the potential to be added to
trustworthiness lexicons must be identified from the corpus. Frequent words and phrases are used
to find potential features (Hu and Liu 2004; Popescu and Etzioni 2007; Zhang et al. 2010).
Hence, the term frequency matrix is built to find the frequencies of all terms in the corpus. | use
the document-term matrix (dtm), where cell(i,j) represents the frequency of term j in document i.
Candidate frequent features are extracted with frequency greater than an experimentally set

threshold (Popescu and Etzioni 2007).

After selecting the frequent terms, a filtering process is needed to select the final terms to be
added to the lexicons. Each identified frequent term needs to be evaluated for addition to the
relevant trustworthiness lexicons or to be discard. First, all the synonyms of a frequent term are
found from WordNet. If any of the synonyms matches any of the lexicon terms, the frequent
term will be added to that lexicon. The algorithm also adds only unique terms to the lexicons. If
the frequent term is already among the lexicon terms, it will not be added to the lexicon. Thus,
the lexicons do not contain any duplicates. Consequently, the heavy load of manual inspections

of generated lexicons is reduced.
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4.3.2. Trustworthiness Extraction and Classification

The proposed lexicons can be used for mining online trust reviews. Using a lexicon-based text
mining system, trustworthiness characteristics mentioned in trust reviews are extracted and
classified to the related trustworthiness classes. The proposed method to extract and classify the
trustworthiness characteristics from trust reviews is summarized as the following steps (see

figure 4.2):

-
1

Preprocess the review

2- ldentify the candidate terms

3- Determine the average information association (PMI & Co-Occurrence) of each

candidate term with the trustworthiness lexicons

4- Assign the candidate term to the relevant trustworthiness lexicon

5- Evaluate
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Preprocessing: Stopword Removal & POS Tagging

{

Term ldentification

i}

Average PMI and Total Co-Occurrence with Lexicon
Seeds

Addition
Conditions

Irrelevant Terms

Trustworthiness
Lexicons

Figure 4.2- The Proposed Method for Extracting and Classifying Trustworthiness
Characteristics from Trust Reviews

First, each review is preprocessed and the relevant document-term matrix (dtm) is built. I use a
Pointwise Mutual Information (PMI) based method for term classification. PMI has been used in

previous research on sentiment analysis and feature-based opinion mining (Turney 2002;
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Popescu and Etzioni 2007). PMI, by Church et al. (1991), is a statistical measure of information
association, which was primarily applied to collocation analysis. The main idea of the method is

that co-occurrence of words is a measure that they convey mutual information. The formula is

Pr(term1 A term2)

, Where Pr(term1 A
Pr(term1)*Pr(term2)

defined as the following: PMI (term1, term2) = log2(

term?2) is the joint probability of term 1 and term 2 occurring together in the document, and is
calculated by dividing the number of their co-occurrences by the total number of words in the

document.

For each lexicon, the co-occurrence and PMI scores of the review terms with all the seeds in the
lexicons are calculated. The total co-occurrence and the average PMI with all seeds are

calculated.

To classify a term into the related lexicon, three criteria need to be met. First, to be considered as
a candidate for classification, the term’s total co-occurrence with the lexicon seeds must be
greater than a defined threshold. This condition is set for the cases that co-occurrence with one
lexicon is very small and for all other lexicons is zero. For example, a term’s total co-occurrence
with all terms in lexicon A is two and the co-occurrence with all other lexicons is zero. In this
case, if we only consider maximum co-occurrence, the term will be classified as belonging to
lexicon A, which is misleading. A total co-occurrence of two is very low and does not mean that

the term associates with the lexicon meaningfully.

Second, the average PMI between the term and the lexicon seeds is the maximum compared to
other lexicons. Third, the total co-occurrence of the term with the lexicon seeds is at least four

times greater than that with other lexicons.
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4.4. Experiment

| created four initial trustworthiness lexicons for Benevolence, Competence, Integrity, and
Predictability, including all the seed words from the measurement items in related literature
(Mayer and Davis 1999; Mayer et al. 1995; McKnight et al. 1998 and 2002). Next, all four initial
lexicons were expanded by adding synonyms and antonyms using WordNet (Miller 1995). To
adapt the dictionary-based lexicons to online social communities, a corpus related to the study

domain is needed.

| used Wikipedia RfA (Request for Adminship) election data. Wikipedia, as one of the largest
and most popular online encyclopedia, is an online collaborative project. All of its members
contribute toward improving this online encyclopedia. Members can connect and communicate
with other members, like in any other online social networks. Wikipedia administrators are
trusted members who are elected by the community members and are granted additional tools to
perform certain actions. Members can request for promotion from editor to admin status. |
selected to examine the adminship election data because it meets the requirements for this study.
In the RfA process, the community members (as trustors) decide whether to trust or distrust a
nominated candidate for adminship (a trustee). In addition to the vote, they also express their
opinions about the candidate in the form of a trust review. The data was collected from 2003
(since the adoption of the RfA started) through 2013, containing 11,402 users (voters and votees)
and 198,275 votes, in addition to the textual reviews (available at the Stanford Network Analysis

Project (SNAP)). All the trust reviews were combined to build the domain corpus.
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The corpus was cleaned by removing all the blank reviews, non-English reviews, meaningless
reviews, or those that just mentioned only the vote (e.g. support or oppose) and did not give any
opinions. The preprocessing was done by removing all the English stop words, numbers,
punctuations, and symbols, in addition to web addresses, links, http tags, and usernames. Finally,
all the letters were converted to lowercase and all additional spaces were stripped to one space.
After the cleaning and preprocessing step, 96,415 trustor opinions, including 1,424,984 words,

were obtained.

| used MorphAdorner V2.0 Part of Speech Tagger developed by Northwestern University for
part of speech tagging. As explained in the proposed method, | kept all the adjectives, adverbs,
nouns, and verbs, and discarded all the rest. The term frequency matrix (dtm) was built to find
the term frequencies. Following the method by Popescu and Etzioni (2007), | kept 1% of the
most frequent terms, resulting in 9162 unique tokens. | used the obtained corpus terms to adapt
the dictionary-based developed lexicons to the domain of online social communities. I also used
a set of initial domain extracted seeds to be added to dictionary-based generated lexicons. For all
four trustworthiness lexicons, the following algorithm was performed using the R-Studio

platform:

for 7in the lexicon:
let LSyn be the vector of all synonyms for 7found in WordNet
for jin corpus frequent terms:
let TSyn be the vector of all synonyms of jfrom WordNet
if any match found between LSyn and TSyn AND if jis not already in
the lexicon, then:
add jto the lexicon
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The generated trustworthiness lexicons can be used to extract and classify trustworthiness
features of trust reviews. Each review was preprocessed and the document-term matrix (dtm)
was created. For all four lexicons, I calculated the average PMI and the total co-occurrence of
each review term with the lexicon seeds. To be able to calculate PMI, a reference corpus is
needed. The reference corpus must include all the terms that normally appear together in the
context. Thus, it must include the domain-specific terms, in addition to the general terms. There
was not any previously built reference document for the domain of trust in online social
communities. | built the reference corpus using a large general purpose synonym-antonym based
dictionary (Ordway 2009), in addition to the domain-specific terms. The domain terms were
extracted from the trust reviews of Wikipedia RfA. For all trustworthiness lexicons, the

following algorithm was performed using the R-Studio platform:

let /be the total number of words in the reference document
let kbe the total number of words in the lexicon
for 7/in review terms:
let LCount be the number of occurrences of 7in the reference corpus
for jin the lexicon:
let RCount be the number of occurrences of jin the reference corpus
let LRCount(7/) be the number of co-occurrences of /&/in the
reference corpus
PMI(z)) = logz((LRCount */) /(LCount * RCount))
AVEPMI(i)) = ¥5_, PMIG, )/ k

SUMLRCount (i) = Zle LRCount(i, /)

For the term(i) of a review, the average PMI and total co-occurrence with all four lexicon seeds

is calculated. Then, term(i) is classified to lexicon(j), if SUMLRCount(j)) is greater than a
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minimum threshold, AVEPMI(j)) is the maximum (compared to the other three lexicons), and

the SUMLRCount(4)) is at least 4 times greater than the other three lexicons.

4.4.1. Evaluation

To evaluate the proposed method, | compared the performance of the proposed trustworthiness
lexicons with that of baselines. Since there is not any previous study in trust mining in online
social networks, | created multiple lexicons to compare the performance of the proposed method
to them. The first set of lexicons was generated using initial seeds based on the measurement
items for trustworthiness in the face-to-face communications (McKnight et al. 1998). The second
set was generated by expanding the first set (literature-based lexicons) by a dictionary-based
method using WordNet. The third set was generated based on both dictionary-expanded
literature seeds and a domain corpus. All the relevant terms in the domain corpus were used to

adapt the dictionary-expanded lexicons to the context of online communities.

A gold standard model is required to enable evaluating the results from text mining systems. The
gold standard model was created by using human annotators. | asked two graduate students to
manually annotate a random sample of 1000 trust reviews (10% of the total trust reviews),
according to the measurement items. Each annotator identified any trustworthiness
characteristics that were mentioned in the review. | asked them to resolve the conflicts between

their annotations, if any, to get the final values for all four trustworthiness characteristics.
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The Cohen’s kappa coefficient (Cohen 1960) was calculated to determine the inter-rater

agreements between the two annotators. A kappa coefficient value between 0.81-0.99 is almost a

perfect agreement (Landis and Koch 1977). The calculated kappa coefficients for all four

trustworthiness characteristics were above 0.81, indicating almost perfect agreement between the

two annotators (Table 4.1).

Table 4.1- Cohen’s kappa Coefficient for all four Trustworthiness Characteristics

Asymptotic

Approximate

Benevolence Value Standard Error® Approximate T® Significance
_Measure of Agreement  Kappa 851 058 8.667 .000
M ofvalid Cases 100
Competence value Bt;?;r;rﬂtlgt:'rnr“ Approximate TP %r:;lﬁ;y:ﬁgi
Measure of Agreement  Kappa R= L] 024 9,585 .ooo
M ofvalid Cases 100
Integrity Value Stjl?;r;l'r;mlftll'rﬂl'a Approximate T gr?s:ﬁf?ulzr:na;ee
Measure of Agreement  Kappa 851 058 3557 .ooo
M ofValid Cases 100
Predictability v Asymptotic . b Approximate
alue Standard Erro Approximate T Significance
Measure of Agreement  Kappa 814 062 8.283 000
M ofvalid Cases 100
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4.5. Results

The system automatically extracts trustworthiness characteristics from trust reviews and
classifies them into the related trustworthiness classes. Four text mining systems were built using
the three sets of baseline lexicons, in addition to the lexicons developed based on the proposed
method. The proposed trustworthiness lexicons were developed by both dictionary-based and
corpus-based methods using a filtering process on frequent terms of the domain corpus. They
were built using dictionary-expanded literature seeds, in addition to the filtered domain corpus
seeds. The first set of baseline lexicons (Literature) was developed based on the literature seeds.
The second set of baseline lexicons (Literature_Dictionary) used dictionary expanded literature
seeds. The third set of baseline lexicons (Literature_Dictionary_FullCorpus) used both dictionary

expanded literature seeds, in addition to all the relevant seeds from a domain corpus.

The results were evaluated using multiple performance measures, including accuracy, recall,
precision, and F-measure. Accuracy is the proportion of actual cases (true or false) that are
correctly predicted, Accuracy= (TP+TN)/N. Precision (confidence or exactness) is the proportion
of the predicted true cases that are actually true, Precision=TP/(TP+FP). Recall (sensitivity or
completeness) is the proportion of actual true cases that are predicted correctly,
Recall=TP/(TP+FN). F-Measure (F1 or F-Score) is the harmonic mean of precision and recall,

F=(2xprecisionxrecall)/(precision+recall).

Table 4.2 presents the results of the proposed method compared to baseline lexicons. The results

show that by using the proposed lexicons, the best performance was achieved in extracting and
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classifying the trustworthiness characteristics of trust reviews. In addition, the results confirm the

importance of adapting the literature to the context of online communities.

The worst performance was achieved by using the lexicons developed based on the seeds from
the traditional face-to-face trust literature. It confirms that using a combination of both the
dictionary-based and corpus-based methods leads to better performance than using only the
dictionary-based method. However, the corpus should be used cautiously by applying relevant

filters.

The lexicons developed by using all the terms from the domain corpus showed poorer
performance compared to the proposed lexicons. By not filtering the domain corpus, there might
not be any advantage of adding the domain information. Not pruning and filtering the domain
corpus can cause noise (by adding irrelevant or no-value terms to the lexicons), which
deteriorates the classification performance. For example, in some cases, the performance was the

same or even worse than when using the lexicons developed by literature seeds.
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Table 4.2- Experiment Results

Accuracy | Precision | Recall | F-Measure

Literature_Dictionary_FilteredCorpus 0.96 0.91 0.89 0.90
Benevolence | Literature_Dictionary FullCorpus 0.89 0.82 0.60 0.70
Literature_Dictionary 0.89 0.82 0.59 0.69
Literature 0.87 0.71 0.62 0.66

Accuracy | Precision | Recall | F-Measure

Literature_Dictionary_FilteredCorpus 0.81 0.74 0.93 0.83
Competence | Literature Dictionary FullCorpus 0.73 0.71 0.74 0.73
Literature_Dictionary 0.70 0.72 0.61 0.66
Literature 0.71 0.67 0.80 0.73

Accuracy | Precision | Recall | F-Measure

Literature_Dictionary_FilteredCorpus 0.88 0.89 0.82 0.86
Integrity Literature_Dictionary_FullCorpus 0.83 0.76 0.87 0.81
Literature_Dictionary 0.68 0.62 0.66 0.64
Literature 0.84 0.82 0.82 0.82

Accuracy | Precision | Recall | F-Measure

Literature_Dictionary_FilteredCorpus 0.83 0.64 0.81 0.72
Predictability | Literature Dictionary FullCorpus 0.81 0.61| 0.85 0.71
Literature_Dictionary 0.79 0.59 0.84 0.69
Literature 0.79 0.58 0.83 0.69

4.6. Discussion

Trustworthiness of a trustee, as a key predictor in trusting decisions, is a critical factor for the
trustee to be trusted by others. With recent growth of social media, it is important to gain insights
into trust formation and trusting behaviors in the context of online social interactions. User-
generated content is a unique valuable source of information about online users’ opinions. This is
the first study in the field of online trust that seeks to understand user trusting behaviors based on
user-generated content. In this study, | proposed a lexicon-based text mining method to identify,
extract, and classify trustworthiness characteristics from user-generated content (trust reviews).
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There are not any previous trust lexicons to be used in studying trust in online social
communities. In this study, trustworthiness lexicons for trust in online communities were created
based on the related theoretical background and a domain corpus. Domain-specific
characteristics were used to adapt the generated lexicons based on the behavioral theories of trust
in face-to-face communications. The generated trustworthiness lexicons are the first lexicons in

the context that can be used for future research in the field of online trusting behaviors.

Based on the generated lexicons, online trust reviews were mined to find important
characteristics in online trusting decisions from the users’ viewpoint. I empirically examined the
proposed method by using trust reviews from one of the biggest online social communities,
Wikipedia. The results show the superior performance of the proposed method in extracting and

classifying trustworthiness characteristics.

The results demonstrate that the developed lexicons based on only the behavioral theories of trust
are not sufficient for understanding the trusting behaviors in online social communications. The
theory-based trustworthiness characteristics need to be adapted to the domain. The performance

of the classifier improved significantly by adapting the theory-based lexicons to the domain.

The proposed method can help in the governance of online communities. Better understanding of
user interactions can be gained by mining user opinions about other members. The results of the
study can be used in identifying and recommending potential trusted members of the community.
Furthermore, the proposed method can be used for studying the trusted communities in the

network, trust network structures, and trust propagation.
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This study has some limitations that could be addressed in future research. The proposed text
mining method is relatively inefficient. The time for lexicon development and some parts of the
algorithm increases exponentially with respect to the number of seeds and the review terms. In
addition, co-occurrence and Pointwise Mutual Information (PMI) are the only criteria used in
classifying trustworthiness characteristics to the related lexicon classes. More criteria, such as
semantic similarity techniques, can be considered in the classification algorithm. Furthermore,
the importance of the trustworthiness characteristics can be identified and ranked, according to
community needs. Finally, future research can study the sentiment of trust reviews and the effect

of the sentiment toward each trustworthiness characteristic on the final trust decision.
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