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ABSTRACT

THAN, NHAN, V., “A Web-based application to support the La Crosse Wellness
Project”, Master of Software Engineering, December 2006, (Dr. Thomas Gendreau, Dr.

Kasi Periyasamy).

The purpose of the La Crosse Wellness Project is to promote optimal wellness by
focusing on health promotion as a process that is learned and ongoing. The La Crosse
Wellness Project is comprised of two components: The La Crosse Wellness Inventory
(LWI) for individual assessment purposes, and the Wellness Development Process
(WDP) for the development of individualized plans of action. In this project, the LWI and
WDP are developed as web-based applications which provide participants mobility,
flexibility, convenience and data security. Moreover, security of personal information and
extended database design are required to be investigated and implemented to provide a
more secure transaction and meet the major requirements of this project.
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GLOSSARY

AES-256
Advanced Encryption Standard-256 is a cryptographic symmetric encryption and uses a
256-bit long key.

Apache Tomcat 5.5

A web container that functions as a web server supporting servlets and JSPs.

API
Application Program Interface. The interface through which an application accesses the

operating system and other services.

CsS
Cascading Style Sheets. A configuration file for setting common web page properties.

DBMS

Database Management System, software that controls the organization, storage, retrieval,
security and integrity of data in a database. It accepts requests from an application and
instructs the operating system to transfer the appropriate data. Some of the major DBMS

vendors are Oracle, IBM, Microsoft and Sybase.

FrontPage 2003
A Microsoft GUI program for designing web pages and web sites.

GUI

Graphical User Interface, the presentation layer for user to interact with an application.
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HIPAA

Health Insurance Portability and Accountability Act (1996), a US Federal regulation that
gives patients greater access to their own medical records and more control over how
their personally identifiable health information is used. The regulation also addresses the

obligations of healthcare providers and health plans to protect health information.

HTML
HyperText Markup Language. A markup language designed for creating web pages and

other information to view in a web browser.

IEEE

Institute of Electrical and Electronics Engineers. An international organization whose
constitution describes its purpose as “scientific and educational, directed toward the
advancement of the theory and practice of several engineering fields including computer

science.”

JSP

Java Server Pages is a Java technology that is used to develop dynamic web pages.

MVC
Model-View-Controller is a framework for JSP and Servlet to make a 3 tier web

application.

SHA-256
Secure Hash Algorithm 256 is a cryptographic one-way hash function and uses a 256-bit

hash value.



Servlet

A Java program adding dynamic HTML or XML content to a web server application

SMTP

Simple Mail Transfer Protocol is the standard way to send emails across a network.

SQL
Structured Query Language is a primary language used to create, modify and query
relational databases.

SRS
Software Requirements Specification. A document format supplied by the IEEE for

specifying the requirements of a software system.

SSL
Secure Sockets Layer is a cryptographic protocol that provides secure communications
on a network over a socket connection.

Stored Procedure
A program that is physically stored within a database that can be run to perform various

queries or other database operations.

Web containers
A Web container is a computer program that runs Web applications. Web containers are

also sometimes called Web engines.

WAN
Wide areas network. A computer network that usually covers a wide geographical area

and involves many computers. A good example is the Internet.



WUl

Web User Interface. A kind of GUI that runs in a web browser.

XML
Extensible Markup Language. A W3C recommendation for creating special-purpose
markup language and is widely used to exchange data, store configuration data, along

with many other uses.

Verification

A process that confirms a development process or activity or task to be correct.

Validation

A process that confirms that the product (or partial product) meets the expectations.

Testing

A type of validation applied to source code.

LWI

La Crosse Wellness Inventory

WDP
Wellness Development Process

LWP

La Crosse Wellness Project

Xi



1. Background Information

Health promotion involves a life-long process in which health-related decisions are
made to maximize one’s health potential. Health promotion is a way of life which can be
chosen by each one of us. Self-responsibility is a key ingredient in this chosen way of
life. The purpose of the La Crosse Wellness Project is to promote optimal wellness by
focusing on health promotion as a process that is learned and ongoing. One definition of
wellness is “the daily striving for the goal of becoming healthier through ongoing
assessment, intervention, and reinforcement” [5]. This means that a positive, healthy
lifestyle can best be accomplished when a framework is offered. Within this framework
are the following components: assessment, intervention, and reinforcement. Assessment
refers to reviewing one’s past and present health-related influences and actions.
Assessment provides an awareness of one’s health state and helps point the way toward
changes. Intervention involves learning and establishing a process that enable you to take
action for healthy changes. Reinforcement rewards a person for those changes.

La Crosse Wellness Inventory (LWI): The La Crosse Wellness Inventory is designed

to serve as an educational tool, as well as an assessment process for individuals to
examine their current level of wellness. The inventory serves as an educational tool by
creating an awareness of activities for developing a healthy lifestyle. In responding to the
inventory statements, a participant may make an assessment regarding his/her past and
present lifestyle. Furthermore, the inventory results will acquaint participant with selected

community resources.

The LWI is a nationally revalidated instrument [14] that assesses one’s level of
wellness in nine health-related areas, resulting in wellness scores represented as
percentages for each area. The nine areas are: rest and relaxation, emotion and mental
health, sexuality, personal health habits, fitness, nutrition, drugs, safety, environmental



sensitivity. There are a total of 178 items in this inventory. For each item a participant
answers, the score will be accumulated based on a weighted scale so that at the end, the

result will be calculated as a percentage for each area.

Wellness Development Process (WDP): The WDP, as the next step of LWI, addresses

the follow-up processes of intervention and reinforcement through the development of a
personalized wellness plan and the identification of personalized reinforcements. It
encourages individuals to become fully engaged in the wellness enhancement
process. Enhancement in this project means reducing or eliminating unhealthy actions in
one’s life, and/or maintaining or improving healthy actions in his/her life [6]. Rather than
a computer printout specifying the steps an individual needs to take, participants go
through a guided session in which they make choices in the development of their next
steps for health enhancement. Participants are encouraged to take small, reasonable next

steps; steps that can be easily achieved, thus generating a reinforcing sense of success.

In WDP there are several phases: Establishing a wellness area for enhancement,
Identifying wellness results, establishing wellness activities, determining small action
steps, and then developing at least a one-week personal plan of action that includes a
starting and ending date, the action steps to be taken, and sources of reinforcement. In
establishing a wellness area for enhancement, each participant needs to review his/her
LWI scores and then transfer the scores to WDP. Then the participant needs to consider
the top three areas that need to be enhanced based upon one’s desire and ability. When
identifying wellness results, the participant must establish lifestyle changes for one
selected wellness area. In establishing wellness activities, the participant is asked to list
healthy activities (he/she is presently doing) that need to be continued and perhaps even
improved. Then he/she is asked to list unhealthy activities (he/she is presently doing) that
can be reduced or eliminated. Activities are then further refined into action steps that the

participant will use to move toward the result he/she has chosen.



Each participant fills out an action plan after going through the phases of WDP.
Follow-up sessions are then held in order to determine the degree to which participants
are experiencing levels of success. This also provides an opportunity for participants to
receive and review additional wellness resources.

The current manual system has the following disadvantages:

Paper intensive: There are about 16 pages for 178 questions in LWI. Thus, for each
participant, 16 pages of paper copies are required. It multiplies as the number of
participants increases.

Historical record: It is often difficult to find a specific record of a particular participant.
Sometimes the paper records are lost or misfiled.

Communication intensive: Currently, there is a need for a good deal of guidance and
facilitation by LWP advisors. If the guidance systems can be built into the LWI and
WDP, the time investment by all who are involved will be substantially reduced.

Besides the paper versions done by Dr. Gary Gilmore, there were two electronic versions
of LWI and WDP. The first electronic version of WDP was written by Donald C. Xiong
(1998), and it was written in Java script and HTML. Meanwhile, the first electronic
version of LWI was written in Java applet (2000). Both versions didn’t have either web
server or database to store participant’s responses for future research. In order to take part
in the project, a participant need to copy the html files, load them on his/her computer. At
the end of LWI or WDP, the participant must print his/her responses for later reference.
Although these two versions of both LWI and WDP met the requirements of the project

at that time, they weren’t able to adapt to the new requirements.



2. A Brief Introduction to Software Life Cycle Models

The term “software life cycle” refers to a coherent sequence of well-defined software
development processes from conception to eventual retirement over the course of a
software product’s lifespan. The various stages and activities performed in each stage
may vary depending on the life cycle model chosen. There are a wide variety of software
life cycle models reported in the literature [15]. There is no single life cycle that is best
suited for every project. Different software life cycles may complement each other on the
same project during different stages of the development of a product. Successful use of a
particular life cycle model does not ensure success or a best fit for a new project.
Choosing the most appropriate model for a particular software project is challenging.
Many factors such as team size, project size, available resources, deadlines or milestones,
team skills and experience, business policies, and application domain may influence the
choice of a life cycle model.

In this project, the developer applied both rapid prototyping model and incremental
model. Initially, rapid prototyping model helped developer not only to discover the
requirements of the project but also to meet the deadline stated by the sponsor. The
sponsor wanted to have the electronic versions of both LWI and WDP available as soon
as possible to support a graduate student in Health Promotion in Community Health
Education in completing her thesis. After discovering all possible requirements, the
developer chose to integrate the LWI and WDP electronic versions to preserve the nature
of the project. At that time the sponsor decided to add new functionalities to the project.
In order to adapt with the sponsor’s changes, the incremental model is a better choice
than the waterfall model, because the developer can reuse some existing modules from
the prototypes in rapid prototyping model. This also saved development time, since the
developer just needed to build the new modules and integrate with existing ones.

Rapid prototyping is used as a means to better facilitate the requirement gathering

process from a customer. During the requirement phase, a cursory prototype can be



constructed and given to a potential user or customer in order to (1) determine the
feasibility of a requirement, (2) validate that a particular functionality is really necessary,
(3) uncover missing requirements, or (4) determine the viability of a user interface.
Armed with the experience of having used the prototype, the team completes the SRS
with increased assurance that the right system is being specified [6]. The prototype is
presented to the customer as quickly as possible. Since the prototype is going to be
thrown away, quality standards are lessened, documentation may not exist, performance
may not be a large concern, and well understood functionalities may be completely left
out of the prototype. The prototype is done this way because its advantages exist only if
results from using it are available in a timely fashion [3]. When used correctly, rapid
prototyping has been shown to help create software that more closely meets user’s needs
and expectations. However, it does have some potential disadvantages when misused.
One incorrect use is to let the prototyping activity go on for too long of a time period.
The goal is to develop the prototype as quickly as possible, capture requirement
information by interacting with customers frequently, and then throw it away. Another
danger in using rapid prototyping is that some non-functional requirements, such as
performance, may not be represented or discovered by the prototype. Also, the prototype
might not be running in the same environment as the final product. Once a prototype is
completed and the customer has given feedback, the requirements for the product must
further be developed using a more formal SRS document. The SRS is a valuable
communication tool that provides input into other phases, such as design and testing.
Incremental model, another life cycle model, is also investigated. In this model,
software is constructed step by step, in the same way that a building is constructed. While
a software product is in the process of being developed, each step consists of additional
pieces that are added to what has gone before. The construction of the complete product
proceeds incrementally in this way until the product is finished. The product is designed,
implemented, integrated, and tested as a series of incremental builds, where a build
consists of code pieces from various modules that will interact together to provide a

specific functional capability. At each stage of the incremental model, a new build is



coded, and then integrated into the structure which is tested as a whole. The process stops
when the product satisfies all its requirements.



3. Development of The La Crosse Wellness Project

LWP consists of two main components: LWI and WDP. Although the LWI and WDP
are different in functionality, they are built for the same purpose: storing and retrieving
health information in a secure manner. In addition, WDP depends on LWI. In other
words, the user must first have LWI in order to work with WDP. Thus, the LWI was first
developed and then served as a reference structure for the development of WDP. Rapid
prototyping was chosen as the life cycle of LWP. The first phase of development
involved collecting software requirements from the sponsor and also from investigating
the current WDP product. This was done to produce the software requirement
specification for the LWP. In the second phase, requirements were then analyzed and a
detailed design document was written. The third phase was about developing prototypes
for both the LWI and WDP in order to communicate with the sponsor and more quickly
discover the additional requirements as well as changes to existing requirements. This
phase was repeated until all requirements were met. In the next phase, both LWI and
WDP were integrated. At the final phase, due to new requirements come from the

sponsor, it dealt with adding new functionalities to the integrated version.

3.1. Collecting software requirements

The sponsor, Dr. Gary Gilmore, and his graduate assistants (project clients) served as
the application domain resource for answering various questions during this phase. After
several meetings and interviews with the project clients about the new LW!I product and
the WDP, the project’s functionalities were identified and grouped into two categories: (i)
security- related functionalities and (ii) non-security related functionalities. Security-
related functionalities are those requiring encryption and decryption mechanisms, while
non-security related functionalities are those relating to the logic of the software:



calculating results for LWI, adding, saving, and retrieving information for both the LWI

and WDP. In addition to those functionalities, a careful study of the technical expertise of

the various types of users revealed that the user-interface for the system must be easy-to-

use and user friendly. At this point in the project, the developer worked with the sponsor

to determine if a web application was the best fit for the users of the new system. A more

detailed examination of the definition of web-based applications versus traditional “rich

client” applications was done to help in the decision process. Following are some of the

important characteristics of a web-based application as reported from the developer’s

experience:

Advantages of using web-based user interface

Deployment — eliminating client administration is possible to achieve if all
processing is handled by the server.

It is portable for client, since only HTML is returned to client browsers typically
A web-based application can be run from anywhere over Internet, Intranet, or
local machine — This ensures availability of the system all the time.

Ease of use even for the least technical users who understand how to use a
browser. This would be the case for a majority of users of LWI and WDP.
Support and compatibility - usability issues are less important, especially if there
are a large number of heterogeneous clients.

It is more convenient for remote administration or application hosting for the user

Disadvantages of using web-based user interface

There are cross-browser issues since not all browsers render everything in the
same way, especially older browser versions

There are no real standards that currently exist for web-based applications.

There is no drag and drop without additional programming effort, intelligence,
auto-completion, context-sensitive help (in general)

It is more difficult for a web-based application that needs lots of editing and ease-

of-use features



Responsiveness from servers can be an issue depending on bandwidth and
graphics, and other factors
It is inherently stateless

Disconnected operations are a problem if the network is unavailable, for example

According to the sponsor’s requirements, the developer agreed to develop this project

as a web-based application because of the following reasons:

The rapid development of internet requires to port stand-alone application to web-
based applications.

A user does not need to install the whole system on his/her machine.

The following additional requirements were added to LWP:

Security — Authentication. All users need to login with a password. They should
be able to logout and to change passwords.

Security — Authorization. The system administrator must be able to set the
application policies, such as: time constraint for retaking LWI, or minimum
number of records for producing aggregate report. An administrator should also
able to see aggregate reports. Administrators are not allowed to see any
participant’s information directly from the application or database. A participant
can only view his/her own LWI or WDP record.

Security — Confidentiality. The system supports storing encrypted passwords and
the ability to encrypt the data stored in database and data during network transfer.
Security — In general, the system must defend against at least some common
forms of web application attacks such as SQL injections and cross-site scripting
attacks.

The system needs to work with a DBMS (Database Management System) such as:
Oracle, MySQL, or MS Access.

Scalability - The system must support several hundreds of concurrent users.
Extensibility — The system must facilitate adding new modules in the future

without major re-work.



Besides collecting requirements from the clients, the developer needed to spend more
time using the current WDP and also looking through its source code in order to (i)
understand the WDP in detail from a user perspective, including the application domain,

and (ii) to understand it from an architectural and development perspective.

3.2. Rapid Prototyping for LWP

First Prototype of LWI

At the beginning of this project, the developer and project sponsor had agreed that
prototyping a subset of functionality would be of great value to both the sponsor and the
developer. It helped in refining requirements, and evaluating the feasibility of the
product. The first prototype of the LWI was developed in the Spring of 2005. This
prototype was used to support the thesis of a Master of Public Health candidate [11]. The
requirement of this prototype was set up as a client-server LWI so that participants were
able to take the LWI survey, and visualize their health scores as percentages. The
participants’ health scores were then used in WDP, and also used to produce an aggregate
general report, as well as aggregate reports based on any specific characteristic (gender,
age, education). First, a literature survey was performed to examine various technologies
that could be used to create a web-based application. Technologies including JSP/Servlet,
and ASP.NET were examined. Each technology is a server-side scripting language that
uses code embedded in, or logically separated for the application code and HTML for the
presentation layer. Each of the languages is capable of creating a cross platform, cross
browser web-based application as they return naive HTML code the clients after all the
server-side code has been processed and replaced by the engines that process the server
script. The developer found ASP.NET was not suitable for the project although it was
known as a popular technology for any web application on market. The reason for this
was that ASP.NET was not a free technology, and there were limited free tools
supporting ASP.NET. JSP and Servlet, on the other hand, is a free technology, and there

are many free tools supporting JSP such as: NetBeans, Eclipse and Tomcat Apache. Java

10



is used mostly in both JSP and Servlet. In addition, this technology also supports MVC
(Model-View-Controller) Framework which is highly object-oriented, so that it was
chosen as the main technology in both components LWI and WDP.

For this prototype, the developer used Java script for calculation and JSP/Servlet for
storing information to and/or retrieving information from database. Because the prototype
was used to support a graduate student in Public Health, the developer was asked to finish
this prototype in a one and one-half month time period to meet the thesis’s timeline, and
there was not enough time to determine a full security solution. In this case, a simple
authentication was incorporated. Microsoft Access was chosen to develop the database
for this simple prototype, so there were no security features on the database side either. In
this case, in order to protect participant’s information, a participant was asked to choose a
username different from his/her real name. Inside the database, the application does not
store the participant’s real name. This guarantees that just by looking at the database, no
one could guess the owner of a specific record. After a few pilot tests in Onalaska, and
the La Crosse County, with positive feedback and recommendations offered, the sponsor

asked the developer to start the first WDP prototype.

First prototype for WDP

Since a working version of WDP was already in use, the developer began by
investigating this application. This was done by the developer’s using the current WDP
and studying its source code.

The previous WDP was developed as a web-based, client-side-only application. It
was written in HTML and Java script, with no specific security features to support
authentication, authorization, and validation. The application was required that all HTML
and Java script code be downloaded to the user’s machine, and the program was run
locally. In addition, there was no database associated with WDP so that the user could not
save nor retrieve his/her information in the future.

The developer had to build a new WDP in order to address the new requirements

from the first electronic version, including designing database and authentication. Once

11



again, JSP and Servlet were the technology used in this prototype development. The first
prototype was also used to support the Public Health graduate student’s thesis. The lack
of time did not allow the developer to construct any security solution, and thus, only a
simple authentication was implemented. Similar to that of LWI, the first prototype of
WDP used Microsoft Access 2003 as a primary database platform to process simple
queries, so that there was no protection for the database at this time. This prototype was
tested by volunteers at the university, at the La Crosse County and at the School District

of Onalaska.

Second prototype for LWI

In this prototype, the developer was required to finalize a security solution for the
LWI. Many solutions have been thought of to meet the privacy and security
requirements, and also to match with those of HIPAA standards [2]. Solutions including
protecting the data on database, and the data traversing over the internet were examined.

The first prototype contained vulnerabilities inherent in Java script. Java script is
easily revealed with the use of “view source” functionality provided by every browser.
This gives a user the ability to see the Java script code embedded in the page. To mitigate
this security threat, the developer decided to use a JSP/Servlet for processing data,
leaving Java script to controlling the web user interface for client-side validation.

The database used in the first prototype also represented vulnerability. Although
using Microsoft Access as a primary database platform is easy to set up, it contains many
limitations in extending and storing encrypted data, along with restrictions to scalability,
stability and reliability. As a result, Oracle was chosen to replace MS Access. Even
though Oracle itself was much more expensive, and harder to set up in comparison to
other free platforms, it was already available and properly configured. Additionally, the
database no longer resided on the same machine with the application server, which
enhances performance. Other reasons for selecting Oracle as the database include the
following: support for encrypting data and BLOB (binary large object) type to store huge

encrypted data. Multiple formulations were used on the Oracle-encrypted database in

12



order to determine how to best apply this technology to the project. Finally, the developer
decided not to use the encrypting data mechanism Oracle provided based on information
privacy and confidentiality. If developer used the Oracle encrypting mechanism, this
would give the database administrator, or anyone who could access the database, the
authority to decrypt all information from database. In addition, Oracle can only encrypt
information with one key for information in the same table, which does not absolutely
ensure confidentiality of the information. Establishing a virtual private database, another
solution from Oracle, was considered. Once again, it was determined not to be the best
choice, since data was not encrypted in the database so that it would be “private” for
application users only, and not for all of those who gained access to the database. The
best solution, after all, was not using Oracle security features, instead using the
developer’s own security mechanism. With this approach, the application (not the
database management system) takes care of the encryption/decryption operation, while
the database management system manages storage of the already-encrypted data.

Finding the best security solution was the most challenging problem. It required
thorough understanding of information security, not only because there were so many
choices available, but also because the developer had not experienced this kind of
problem before. Initially, asymmetric encryption was considered. Although it met the
privacy and confidentiality of information, it didn’t satisfy the performance requirement.
In addition, storing public and private keys, as well as key exchange, contributed to the
complexity of this approach. By comparison, symmetric encryption is relatively easy to
implement, maintain and satisfies the performance goals of the project. In order to satisfy
the major requirements: information privacy and confidentiality, the participant’s
password is used as the key for symmetric encryption. The password is chosen by
participant at the registration stage, and it is protected with SHA-256 (Secure Hash
Algorithm), a one way encryption, in the database. Breaking the hashed value to retrieve
the original is extremely difficult, and requires a great deal of time and effort, along with
a very powerful server. In addition to the protection of password from the database side,

the participant’s personal information is protected with AES-256 (Advanced Encryption
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Standard), a highly secure encryption algorithm. With an authorized given username and
password, the participant can only work with his/her own record

From the application aspect, in order to protect not only LWI, but also the whole
LWP process, there must be a strong authentication for the users of the project.
Additionally, there is a need to protect data traversed in the internet. SSL (Secure Socket
Layer) was chosen to prevent data interception, eaves dropping, and other man-in-the
middle attacks.

Second prototype for WDP

The requirements for the second prototype were also information privacy and
security. This prototype was started after the second prototype for LWI was achieved. It
didn’t take a long time to develop this WDP, since it inherited a lot from the second
prototype of LWI and the first prototype of WDP, especially security solution: encryption
algorithms. Additionally, encrypted data in database was actually a well organized XML

string.

3.3. Incremental Prototyping for LWP

The second prototypes of WDP and LWI from rapid prototyping were the input for
incremental prototyping. The developer needed to integrate both the WDP and LWI
prototypes. LWI and WDP were unit-tested, integrated-tested and system-tested
independently before integration. The test cases were reapplied after integration.
Following the integration stage, the developer was built five new modules: an
authentication module, an authorization module, a registration module, a confirmation
email module and an administration module. At the completion of each module,
developer integrated the module with the prototype and retested. This process was

repeated until all new modules were integrated and tested.
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4. The LWP Application

This section explains the completed high-level architectural design of LWP
application, detailed design architecture, database design, security design, and web-based
user interface along with some detailed usability issues that were factors in its

construction.

4.1. High Level Architectural Design

The high-level architectural design of the LWP application is presented in Figure 4.1.
Users interact with LWP through JSP/Servlet web pages with a browser from a client
machine for all functionalities of the system. These functionalities include navigation,
requesting information, submitting data, and performing various actions. The web pages
reside on a web server running the Tomcat 5.5. The web pages contain the code for

various LWP functionalities, and many of them interact with an Oracle database.

The LWP application is designed as a three-tiered application. In a three-tiered
system, the client, the database, and the web server are on three separate machines. With
this design, it requires an administrator for the server to monitor activities on the server,
as well as incoming and outgoing packets through the server. In addition to monitoring
the packets traversed through the firewalls, the server administrator must also be
responsible for making the server secure against attacks. For this scope of the project, the
database administrator’s role is primarily setting up the database structure for the
application to run. In the future, the need for database administrator is important. For
example, in case of system failure, the database administrator would be in charge of

recovering the database.
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4.2. Detailed Architecture of LWP
As a web-based application, users have to interact with LWP through web pages.

Each page stands for a distinct functionality of the system. The LWP application consists
of numerous of modules that are listed in the following table.

Name of module Purpose
1 | Registration module This module will let the user to register into the
system.
2 | Confirmation email module This module will confirm a successful

registration to the user, and provide a link for
user to activate his/her account.

3 | Activation module This module will activate the user’s account
when he/she clicks the link from the
confirmation email

4 | Authentication module This module authenticates user’s account in
order to grant or deny a user to access the
system.

5 | Authorization module Based on the status of user’s account

(activated/not activated) or status of LWI and
status of WDP, user will be in one specific type.
According to the user’s type, there are a
collection of actions that user can interact with
the system.

6 | Administration module This module will allow the administrator to
change the settings of the system, such as:
minimum dates between two adjacent LWIs, or
minimum records for displaying aggregate data
(at least five records).

7 | LWI module This module will let the user to interact with
LWI: create a new LWI, save an incomplete
LWI, continue an incomplete LWI, review a
complete LWI

8 | WDP module This module will let the user to interact with
WDP: create a new WDP, save an incomplete
WDP, continue an incomplete WDP, review a
complete WDP, create a new WDP based on an
existing WDP, edit an existing complete WDP.

9 | Log out module This module will safely log the user out.

Table 1. Core Modules in Chapter 4
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The LWP application itself is composed of multiple layers, including a

presentation layer, an application logic layer, and a database layer.

The various types of LWP user and associated conditions and capabilities are listed in the

following table:

Type Condition Capability
1 Not registered user Register a new account
2 User has a registered account, but Activate account
has not activated it.
3 User’s account is registered and Create a new LWI
activated.
No LWI record found associated
with this account
4 User’s account is registered and Continue with the incomplete
activated. LWI
An incomplete LWI record found
associated with this account
5 User’s account is registered and Review complete LWI.
activated. Start a new WDP for this
A complete LWI record found LWI.
associated with this account
6 User’s account is registered and Create a new WDP for LWI
activated. Review complete LWI
A complete LWI record found
associated with this account.
No WDP record found associated
with LWI
7 User’s account is registered and Continue with incomplete

activated.

A complete LWI record found
associated with this account.

An incomplete WDP record found
associated with LWI

WDP.
Review complete LWI
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User’s account is registered and
activated.

A complete LWI record found
associated with this account.

One incomplete WDP found
associated with LWI

One or more WDP record(s) found
associated with LWI

Review complete LWI.
Review complete WDP(s).
Continue incomplete WDP.

User’s account is registered and
activated.

A complete LWI record found
associated with this account.

No incomplete WDP found
associated with LWI

One or more complete WDP
record(s) found associated with
LWI.

None of the complete WDPSs’
complete dates are no longer valid

Review complete LWI.
Review complete WDP(s).
Create a new WDP.

Create a new WDP based on
an existing complete WDP.

10

User’s account is registered and
activated.

A complete LWI record found
associated with this account.

No incomplete WDP found
associated with LWI

One or more complete WDP
record(s) found associated with
LWI.

One of the complete WDPs’
complete dates is still valid

Review complete LWI
Review complete WDP(s).
Edit a complete WDP.

4.3.

Table 2. Type of users in Chapter 4

Database Design

During the design, it was important to decide how to protect information from being

read by unauthorized individuals. Users must be prevented from reading information

which belonging to other users, and the database administrator must be prevented from

reading user information. The solution that was chosen was to use a different encryption
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mechanism from that provided by the DBMS (in this case Oracle). Another important
database design decision was what subset of data to encrypt. Encrypting all of the data is
not reasonable since this could downgrade the performance of the system. Additionally,
encrypting all of the data is not much more secure than encrypting private data and
leaving public data unprotected.

In schema LWP_User which stores all users of this system, the developer decided to
encrypt user’s password with SHA-256 bit. SHA was chosen because it is a hash function
also known as one-way encryption which is considered to be reasonably secure for
password confidentiality. Before hashing the password, a random string is attached to the
password, in order to prevent guessing the password in case more than one user has the
same password. With this approach, if there is more than one user with the same
password, the hash values are still different.

The LWI and WDP schemas are more complicated because there are so many data to
store and protect such as: there are 180 fields in LWI and 21 fields for WDP. The
developer decided not to have that many fields in the schema, because the size of schema
would be very big and in addition, it would reduce the performance of retrieving data for
decrypting each field for each record. Instead, the developer considered to treat the 180
fields in LWI as one encryption block, and 21 fields in WDP as another encryption block
The blocks store the encrypted XML string for LWI and WDP respectively. So in this
approach, the performance is much faster because it only needs to decrypt/encrypt once.
The advantage of using XML is that it is well-organized and is easy to refer to any field
when needed.

The following structure shows the XML structure of both LWI and WDP.

LWI

<root>
<gender><value>x</value></gender>
<age><value>x</value></age>

<education><value>x</value></education>
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<sectionl>

<g4d><value>x</value></q4>

<gl74><value>x</value></ql74>

</sectionl>

</section9>

<percentl><value>x</value></percent1>

<percent9><value>x</value></percent9>
<status><value>y</value></status>
<current><value>x</value></current>
<submit_date>x</submit_date>

</root>

WDP
<root>
<complete>

<areal><value>x</value></areal>
<area2><value>x</value></area2>
<area3><value>x</value></area3>
<selected-area><value>x</value></selected_area>
<first-result><value>x</value></first-result>
<second-result><value>x</value></second-result>
<third-result><value>x</value></third-result>
<final-result><value>x</value><final-result>
<healthy-activity><value>x</value></healthy-activity>
<unhealthy-activity><value>x</value></unhealthy-activity>

<selected-activity><value>x</value></selected-activity>
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<action-stepl><value>x</value></action-stepl>
<action-step2><value>x</value></action-step2>
<complete-date><value>x</value></action-step3>
<chosen-action><value>x</value></chosen-action>
<support><value>x</value></support>
<current><value>x</value></current>
<submit_date><value>x</value></submit_date>
<id><value>x</value></id>

</complete>

<incomplete>
<areal><value>x</value></areal>
<area2><value>x</value></area2>
<area3><value>x</value></area3>
<selected-area><value>x</value></selected_area>
<first-result><value>x</value></first-result>
<second-result><value>x</value></second-result>
<third-result><value>x</value></third-result>
<final-result><value>x</value><final-result>
<healthy-activity><value>x</value></healthy-activity>
<unhealthy-activity><value>x</value></unhealthy-activity>
<selected-activity><value>x</value></selected-activity>
<action-stepl><value>x</value></action-stepl>
<action-step2><value>x</value></action-step2>
<complete-date><value>x</value></action-step3>
<chosen-action><value>x</value></chosen-action>
<support><value>x</value></support>
<current><value>x</value></current>

<submit_date><value>x</value></submit_date>
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</incomplete>
<[root>

The following figure showing the relationship and structure of each schema

-_l;.ﬂl

useITiame USETiaie
hashPassword Jwi_snl
random
status education
percentl
percent?
percent3
percentd
percents
percents
percent?
percentd
percent?
Figure 1. Database schema in Chapter 4
Column name Description
username Store value of username

hashPassword | Store hash value of combination password and random string

random Store value of random string (created at registration)

status Store the status of user (activated or not activated)

Table 3. LWP User Schema Description in Chapter 4

Column name Description
username Store value of username
Iwi_xml Store encrypted xml string of LWI

Table 4. LWI Schema in Chapter 4
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Column name

Description

username

Store value of username

wdp_xml

Store encrypted xml string of WDP

Table 5. WDP Schema in Chapter 4

Column name

Description

id Store value of record’s index
gl Store value of question 1’s response
g2 Store value of question 2’s response
g3 Store value of question 3’s response
g4 Store value of question 4’s response
g5 Store value of question 5’s response
g6 Store value of question 6’s response
q7 Store value of question 7’s response
g8 Store value of question 8’s response
q9 Store value of question 9’s response
g10 Store value of question 10’s response

Table 6. Evaluation Schema in Chapter 4
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Column name

Description

id Store value of record’s index
gender Store value of gender
age Store value of age range

education Store value of education level
percentl Store value of percentage of section 1
percent2 Store value of percentage of section 2
percent3 Store value of percentage of section 3
percent4 Store value of percentage of section 4
percent5 Store value of percentage of section 5
percent6 Store value of percentage of section 6
percent? Store value of percentage of section 7
percent8 Store value of percentage of section 8
percent9 Store value of percentage of section 9

Table 7. Report Schema in Chapter 4

4.4. Web User Interface Design

The LWP application contains a web-based graphical user interface, also known in
some literature as a WUI (Web User Interface). This interface consists of many
JSP/Servlet web pages through which the users interact. A JSP/Servlet page is basically a
HTML page with associated code that is to be processed by the server before it is
returned to the client. The code is specified in Java, a JSP/Servlet language. The code for
the web page is written the same way as for any other object-oriented programming
language using classes, methods, attributes, and the like. NetBeans takes care of
associating the code with the associated HTML used for the actual presentation layer.
Code may also be embedded directly into HTML. The code-behind methodology was
selected by the developer instead, since it allows for better encapsulation, easier
maintenance, and better readability at the price of some small amount of performance.
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Regardless of the coding method used for the web pages, all JSP/Servlet code is
processed on the web server and is replaced with HTML before the response is sent back
to the requesting client. This allows multiple browsers like Internet Explorer and
Netscape Navigator, as well as multiple versions of the browsers to interact with the
system, even though the client browsers may be on non-Windows platforms or older

versions of the Windows operating system.

4.5. Security Design

As a web-based application in the health area, security is of paramount concern.
Because all information transmitted through this application is health-sensitive
information related to individuals, security is considered the highest priority to meet
some acceptable levels of HIPAA requirements. The most difficult problem for developer
was how to make sure confidentiality and privacy were preserved for any individual’s
information. A solution had to be developed to satisfy the security needs of not only the

application web server, but also the database.

How HIPAA (Health Insurance Portability and Accountability Act) is applied in this
project?

Much of the current Health Insurance Portability and Accountability Act is concerned
with the administrative simplification standards; however, there is much more to this law.
HIPAA is a multifaceted piece of legislation covering the following three areas:

o Insurance portability — implemented
e Fraud enforcement (accountability) — implemented
e Administrative simplification — implementation pending

The first two components of HIPAA, portability and accountability, have been put
into affect. Portability ensures that individuals moving from one health plan to another
will have continuity of coverage and not be denied coverage under pre-existing condition

clauses. Accountability significantly increases the federal government’s fraud
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enforcement authorities in many different areas. The third component, administrative
simplification, is arguably the most significant piece of the legislation, even though it is
not mentioned in the title and received very little attention when the law was first enacted
because its implementation date was not imminent. However, the implementation of
HIPAA administrative simplification is quickly approaching [2].

With the scope of the project, the developer focuses on the last two areas. Among
those areas, administrative simplification is the most difficult. It primarily focuses on
Privacy rule and Security rule. The privacy rule is a standard stipulating that any health
plan, health care clearinghouses, and certain health care providers have to apply in order
to protect the privacy and confidentiality of patients’ personal health information. While
Security rule is another standard for health plans, health care clearinghouses, and certain
health care providers to assure their customers that the confidentiality and privacy of
health care information they electronically collect, maintain, use, or transmit is secure.
Security of health information is especially important when health information can be

directly linked to an individual.

Why HIPAA must be applied in this project?

There is time constraint that requires all health plans, health care clearinghouses and
health care providers (covered entity) to apply HIPAA since October 2002 (according to
the law signed by President Bush on December 27, 2001) [9]. The LWP application
stores and transmits its customers’ health information, so it is a covered entity as a health

care provider (according to HIPAA glossary).

What is covered in the scope of this project?
Applying HIPAA Privacy rule

The privacy rule concerns about the privacy and confidentiality of health care
customers. The LWP ensures the privacy of its customer by providing the registration and

activation mechanism. The user is required to register with a valid LWP account in order
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to be able to use the system. After the registration stage, an activation reminder email is
sent to user to remind user to activate his/her account. This confirmation email is sent
only after user has registered to LWP to make sure that user is not an unintended party.
To strengthen the privacy, the LWP was designed in such a manner so that no one else
besides the owner of the account knows the username and password. The user’s password
goes through a SHA-256 hash function before it is stored in database. The LWP ensures
that the user’s identity is not disclosed to any third party by asking the user not to use
his/her name or any information that can identify him/her. The user’s personal
information including the LWI and WDP is protected with an encryption mechanism.
This encryption guarantees that no one else besides the owner can see the information.
Although user’s information is encrypted in the same procedure, function for every user,
AES (Advanced Encryption Standard) 256 bits, this mechanism uses user’s hashed SHA-
256 password as the key to encrypt/decrypt.

SHA-256(password | random string)
Figure 2. Hashed password and random string in Chapter 4

AES-256(LWI, key)

Figure 3. Encrypted LWI in Chapter 4

AES-256(WDP, key)

Figure 4. Encrypted WDP in Chapter 4
Key = SHA-256(password)

Figure 5. Key used in encrypt/decrypt LWI/WDP in Chapter 4

Applying HIPAA Security Rule

27



Web server
Sygate firewall software is used to monitor all incoming and outgoing traffic through

the web server for this project.

Application

In this project, the developer enabled validation and verification in both client-side
and server-side of the application. It is apparent that client-side validation is not secure,
since a hacker can see the Java Script code and changes the script to try different values
until something unauthorized is retrieved. Another security feature enabled by the
developer was to prohibit the user from submitting HTML or XML through any of the
input controls that could contain malicious script if processed. This prevents a web-based
attack known as “a cross-site scripting attack” in which a hacker tries to steal session.

Moreover there are also authentication and authorization to protect the application
from hackers. The user must register and be activated to use the application. After
registering, there is a confirmation email sent to user’s email address asking the user to
activate his/her account by clicking on the link residing inside the email. There is a
random string associated with the link to make sure that user cannot activate his/her
account without the confirmation email. This approach prevents hackers from creating a
spoof confirmation email with the link direct to hacker’s web server. In that case, hacker
might have the user’s username and password, but cannot activate the account, because
hacker doesn’t have the confirmation email. A user’s password is only stored in the
administrator cannot guess or retrieve the password, because it is a one- way encryption.
The user is also asked to be careful when choosing his/her username to make sure that no
one else can guess the identity of the user through username.

To prevent eavesdropping and man-in-the-middle attack, the developer chose SSL as
a secure protocol to protect communication between client and server. Since there is an
encryption and decryption mechanism behind the scene in SSL protocol, there is ho need

to build another mechanism which might downgrade the performance. For current
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academic purposes, the ITS (information technology services) from the University of
Wisconsin-La Crosse provided a free certificate to enable SSL for this project.

There are both advantages and disadvantages of using this free certificate in
comparison with that of a commercial CA companies such as: Thawte, Veri sign. One of
the obvious advantages is that commercial certificate costs at least a few thousands of
dollars, while the certificate from the University is free of charge. There are some
limitations with the current certificate: there is no guarantee that all internet browsers can
recognize and run the application on client side, and there is no full commitment for
technical support from the ITS (Information Technology Service) since it is not their
responsibility. In the future, if this application is commercially used, there must be a
certificate from well-known CA companies to replace the current certificate.

Database

The project sponsor asked the developer to draw a solution so that unauthorized
person is prohibited from seeing authorized information. This ensures privacy and
confidentiality of the project. In the database, information must be stored with an
encryption. There are many possible solutions found, but only a few are reasonable to
meet both the security and performance requirements. Using the encryption provided by
the Oracle DBMS gives the DBA the right to decrypt and see the information which is
not supported by the project. The developer had to use a separate encryption mechanism
to protect the privacy of information. As a result, AES-256 seems to be a good match,
because it is a symmetric encryption that does not reference public/private key
management or transmission. Information collected from user’s form is combined to form
an XML string encrypted with user SHA-256 hashed password as the key. With this
approach, the user must be responsible for his/her privacy and confidentiality by not

giving the username and password to anyone.

What is not covered in the scope of this project?
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e There is no LWP contingency plan covering 1) data backup, 2) preparing critical
systems that would be used to continue operations, or 3) recovering from a system
disaster.

e There is no actual plan to secure the server physically. The server is resides in
MSE Lab which can be accessed by any MSE student or friend of MSE student.
Although only the developer can access the server, anyone who gains access to
this Lab can be a threat for the availability of LWP.

e The database server is shared with the university’s server, which may represent

vulnerabilities if in the future more users assume management responsibilities.

4.6. Deploying LWP

LWP is deployed by installing the application to a web server running Tomcat 5.5.
The web server must also have the JVM (Java Virtual Machine) installed on it. There are
some predefined classes or jar files relating to security and database connectivity that
must be placed in the application package before installing the application. Installing the
application to the web server requires application distribution jar file and is achieved by
using the deployment function provided by Tomcat.
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5. Limitations

This section enumerates some of the limitations of the current project.

The user’s ability to create his/her own configurable profile is not supported in
this version. For example, a user may want to change the current font in the
application to his/her favorite, or even change the appearance of each page, user
might want to change the number of records appeared at a time. These options
are not supported.
Another limitation is the database platform supported by the application, since
Oracle is the only platform supported.
HIPAA standards are not fully preserved due to budget and room limitations.
There is no graph report with the current LWI and evaluation reports.
According to users’ feedbacks as well as the sponsor’s opinion, there are some
limitations with the product:
o0 Although, LWP’s GUI is easy to use, and simple, it is not quite attractive
to users.
o0 There is no type of chat session application or forum supported with the
current version in order to decrease the high volume of direct

communication between participant and LWP facilitators or instructors.
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6. Continuing work

This section lists some of the planned work to continue from the current version:

For the current version, the GUI is not very attractive, though it is user-friendly
and easy to use, this could discourage a user to use the system more often.

Talking agent is not included in the current version. With the help of talking
agent, the user will be encouraged to interact more with the system.

The future version should provide a type of location/organization so that report
based on location/organization can be issued. This functionality will no longer
restrict application’s scope for only individuals but organizations.

There are no importing, exporting and backing up mechanism for database
through GUI supported in the current version. Providing this option in the future
will help in emergency situations.

Web Server, Database Server or any resource associated with this project must be
placed in a highly secured place. These places must be well protected and
restricted to unauthorized people. (HIPAA)

Although there is a good and secure protocol between client and server, it needs a
separate CA (Certificate Authority) to strengthen the security of this application
rather than that of the university.

At present, Oracle is the only database platform allowed. The application should
support a variety of database platforms such as DB2, SQL server and so on in the
future.

Crystal report should be included to enhance the report functionality.
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o With the rapid popularity of mobile phone, WAP technology should be included
in order to make LWP available to mobile phones.
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7. Conclusion

LWP is a multi-user web-based application. It consists of two main components: LWI
and WDP. The aim of LWI component is to gather information from participants about
their wellness levels based on the nine areas: Rest and Relaxation, Emotional and Mental
Health, Sexuality, Personal Health Habits, Fitness, Nutrition, Drugs, Safety, and
Environmental Sensitivity. In the wellness perspective, LWI and WDP support each
other. Once knowing his/her wellness level through LWI, participants interact with the
WDRP in order to build individual action plans to improve one’s wellness level. After a
period of time since the last LWI result, the participant is enabled to interact with LWI
again to evaluate the impact of action plan on his/her health level. This process is
repeated as many times as a participant wants.

The LWP has been used as an educational tool in HPR-105 and HED-205 courses at
this university where there were approximately 1000 students during the Fall semester of
2006. Besides being used in the university, the LWP was also tested by the staff in the
School District of Onalaska, School District of Westby and the employees of La Crosse
County. The feedback from the participants contributed to the improvement of the

process.
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APPENDIX A: Sample LWP Use-case Diagram
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Figure 6. LWP Use-case diagram in Appendix A



APPENDIX B: Sample LWP Class Diagram
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- passwird : Btring

L'Whactor

- status : String
- wivector : LWiVector 1
-wilpWectar \WOPVactar

[

1

1

WDPVector

- completeWibP ; Vector
- incompleteWior © IncampletedDP

1 1
0. 0.1

CompleteWDP IncompleteWDP

- step? : Stringl] - gtep? : Stringf

- step2 : Stringl] - gtep? : String(

- stepd: Stringl] - gtepd : String(

- stepd : Stringl - stepd : Stringf

- stepd : Stringl - gtepd : Stringl

- stepfi: Stringl - gtepfi : Stringl

- step? : Stringl - gtep’ : Stringl

- stepd : Stringl - gtepd : String

- stepd : Stringl] - gtepd : String

- stept0: Stringl - stept0: Stringl)

- stept1 : Stringl - stept1 : Stringl)

- subrmit_date : String - submit_date : String

-id: String - Iwi_idl : String

- lwi_idl : String - current : String
0.x 0.1

- completelWW] - Yector

- incompletelLWWl : IncompleteL il

1

CompleteL'W1

- sectiond ;
- saction? ;
- sectiond ;
- sectiond ; St
- percent! | int
- percent? ;int
- percentd ;int
- percentd ;int
- percentd ; int
- percentfi | int
- percent? | int
- percentd ; int
- percentd ; int
- submit_date ;
-id: Btring

-wilps ; Vector

- personal ; St

- sactiond ; St

- saction? ; St

- sectiond ;&

- sectiond ; &

- sectiond ; St
g
g
3

ing]
naf

nal

String

Figure 7. LWP Class Diagram in Appendix B
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0.1

IncompleteL\Wl

- persanal ; Stringl
- gection? : Btring]
- gection? : Btrina]
- gectiond: Btrina]
- gectiond : Btring]
- gectiond : Btrina]
- gectiond : String]
- gection? : Btring]
- sectiond : String]
- sectiond : String]
- submit_date : String
- current: String




APPENDIX C: LWP Registering Page

Figure 8. LWP Registering Page in Appendix C
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APPENDIX D: LWP Login Page

Figure 9. LWP Login Page in Appendix D
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APPENDIX E: LWP Welcome Screen

Welcame 1o L WP - Dpera [< 1=
Fle Edt Yew Bockmaks Widgets Took Help

B new st e - G-
e frees v G - 63

4. La Crosse Wellness Project Welcome Page!

Bewew o W1

Hi. map01.Welcome to La Crosse Wellness Project!
Chek hare to prnt tha LW
centficate

This process will provide you with an opportunity to invest in your own
health enhancement.

Chokbere o BB LWE  pg g first step, you will be able fo take the weliness Inventory so that your current weliness levals in nine
different areas can be After the . you will be able to print out your results
Click hare to print the WIE and review them. You then will be invited back to a special session so that you can use your resulls to

; develop your own reallstic actlon plan.

7= o — As you prepare lo lake the weliness inventory. please keep the following in mind:
£ pou brsth » Take your time with this 1. 1t will take dmately 30 minutes. You will want to be certain
m]_w{,m‘:\?m that the information reflects your current Ihouyﬂ:a'nd actions. Remember that the information will not
recommended) be allgned with your name (you will use some other unlgue identifier).
» Try to answer all itlems, bul you can skip an item when necessary.
« Because the La Crosse Welll Projectis intended to help you individually, please invest yourself into

this assessment. You truly will get out of this process what you put into it
You are now ready to begin your assessment.

Gl Gllmore. MPH, Phub., CHES 201 Mirchall Hall
Directer of the La Cresse Wellnass Prejsa La Crosse, Wi 54601
Prefessor and Diacier UsA

Figure 10. LWP Welcome Screen in Appendix E
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APPENDIX F: Sample LWI Result Page

Figure 11. Sample LWI Result Page in Appendix F
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APPENDIX G: LWP Evaluation Page

+LWP [valuation - Opera

Fle Edt Yew Gockmaks Widgets Took  Heln

e o-
Werr o= firee ) [+ (Gl S

5. After you have completed your WDP. please fill out the evaluation form

La Crosse Wellness Project Participant Evaluation

Instructions: Veur feadback: megarding yonr fvalvement m the La Crocse Wellness Project is important to e, M'whlhhmmbjpmxmhwmx
you are able, and wherever poazible. by providing any exsanples. Thank you for bemg o part of the La Crozse Wellness Projeci

1, Were thssre any specific = Lhe verbal Tor taloreg e La Crosse Wellness mvenlory?

2 Were there any specific strengihefwrealmesses in the written directions of the La Crosze Wellness Inventory?

3, Were there any speaific strengibsiweskmesses m he La Crosse Wellness [nventory selff

4. Were there any specific the werkal fior gomg through the Wellness Development Process (the deveiopment of your mdvidual actsen plan?

5. Do you have sy recommendabions for argroving the Wellness Devdopment Process?

6. To what degree did you smplement your acton plan from be duy you developed it untd now?

For the iteins bebow. please circle e pesparee for each iem:

Yerelew | Mederaie [ Verx High
. hﬂu—mt—umv,
la Ense of kg 1 i 2 3 ] (]
. Clusmty of 1he atemerts; i 2 3 4 3
. Mranirgfuless of the meults i 1 3 4 5

Figure 12. LWP Evaluation Page in Appendix G
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APPENDIX H: LWP Admin Login Page

Figure 13. LWP Admin Login Page in Appendix H
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APPENDIX I: LWP Admin Page

Welcame 1o L WP - Dpera [< 1=
Fle Edt Yew Gockmaks Widgets Took  Heln
B oo | " =
e frees v G - 63
4. Admin Page!
Shie LIW] Gl Regort Hi. admin!
5 LWI Gender . - i
RIS Please click on any link on the left panel.
Ehow LW Age Report
If any field in the report is N/A. it means that there is no information at the
Show LWI Eduzatien Regiort ; :
moment or not enough information to show.
w L] it
Shuw Evahusben Fepest
Log ou, if you fissh
Eeracting with the LWP
(strangly recammnended)
| G, Glenot e, MPIL PhD,, CIES 201 MRchell all
Director of the La Crowse Wellneas Projesd La Cronse, W1 54081
Protesson s (i ectod wsA
Gt aduate Conuntty lealih Pregams Tek 6081051163
Uksiver sty of Winconain sl FAX: $03-TEE.4T82

sgerty of Winconsm Feneion

Figure 14. LWP Admin Page in Appendix |
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APPENDIX J: LWP All Report Page

R P faree ) [0 Gl oo v 69

Show All Reports:

Show General Report

[Fiest & Fietaation Ernnbonal & Nental Hedllh Feasbly . [FilrBon~ Deugs  [Salely  Eoveeomesdl Senstnaly
WA A T A Hia Hia WA e Hia

Show Gender Report

| Gonder Rest & Reloation | Fimotanal & Mental Healih Sormality Perzopal fobits | Fimess | Numiten | Dimgs | Safery Frwviremmental Sensitivity
el s k= e T L
e A Inia frza A bva s bR i

Show Age Report

| AgeRange | Rem & Relvation | Fiotional & Mental Healih Sexualicy | Perconal Habiss
» [T i E; A hkm_
ik

B

t’bbb
bbbbb

Figure 15. LWP All Report Page in Appendix J
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